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Change Log

Change Log

Date Change Description

2014-06-13 Initial release.

2014-06-27 Added a log message reference appendix.
2014-08-18 Updated for FortiClient 5.2.1.

2014-11-18 Updated for FortiClient 5.2.2.

2015-01-14 Updated for FortiClient 5.2.3.

2015-07-27 Updated for FortiClient 5.2.4.

2015-11-05 Updated for FortiClient 5.2.5.

2016-07-22 Updated for FortiClient 5.2.6.
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Introduction

FortiClient provides a comprehensive network security solution for endpoints while improving your visibility and
control. FortiClient allows you to manage the security of multiple endpoint devices from the FortiGate interface.
This document provides an overview of FortiClient 5.2.6.

~‘9"' This document was written for FortiClient (Windows) 5.2.6. Not all features described
= in this document are supported for FortiClient (Mac OS X) 5.2.6.

FortiClient features

The following table provides a feature comparison between the standalone client (free version) and the managed
client (licensed version).

Standalone Client (Free Version) Managed Client (Licensed Version)

Installation Options Installation Options

« Complete: All Endpoint Security and VPN « Complete: All Endpoint Security and VPN
components will be installed. components will be installed.

« VPN Only: only VPN components (IPsecand SSL)  « VPN Only: only VPN components (IPsec and SSL)
will be installed. will be installed.

« Create a custom FortiClient installer using the « Create a custom FortiClient installer using the
FortiClient Configurator tool using the trial mode. FortiClient Configurator tool.

In trial mode, all online updates are disabled.

Threat Protection Threat Protection

« Real-time Antivirus Protection « Real-time Antivirus Protection

« Antirootkit/Antimalware « Antirootkit/Antimalware

« Grayware Blocking (Adware/Riskware) « Grayware Blocking (Adware/Riskware)

« Cloud Based Behavior Scanning

Web Content Web Content

« Web Filtering « Web Filtering

« Search Engine Safe Search « Search Engine Safe Search
« Bing and Yandex « Bing and Yandex

« YouTube Education Filter o YouTube Education Filter

Administration Guide
Fortinet Technologies Inc.



Introduction

Standalone Client (Free Version)

Licensing

Managed Client (Licensed Version)

VPN VPN
« SSL VPN « SSL VPN
« |IPsec VPN o IPsec VPN

« Client Certificate Support

« X.509 Certificate Support

« Elliptical Curve Certificate Support
« Two-Factor Authentication

Logging
« VPN, Antivirus, Web Security, and Update Logging

« View logs locally

Licensing

« Client Certificate Support

« X.509 Certificate Support

« Elliptical Curve Certificate Support
« Two-Factor Authentication

Logging
« VPN, Application Firewall, Antivirus, Web Filter,
Update, and Vulnerability Scan Logging

« View logs locally

Application Control
« Application Firewall

« Block Specific Application Traffic

Vulnerability Management

« Vulnerability Scan

o Link to FortiGuard with information on the impact
and recommended actions

Central Management

« Centralized Client Management and monitoring

« Centralized configuration provisioning and
deployment

« Enforcement of enterprise security policies.

Central Logging

« Upload logs to a FortiAnalyzer or FortiManager.
FortiClient must be registered to FortiGate to
upload logs to FortiAnalyzer or FortiManager.

Licensing on the FortiGate is based on the number of registered clients. FortiGate 30 series and higher models
support ten (10) free managed FortiClient licenses. For additional managed clients, a FortiClient license
subscription must be purchased. The maximum number of managed clients varies per device model.

Ay

The VPN on-net, off-net feature in Endpoint Control will be activated only when the
FortiGate, to which FortiClient is registered, is running FortiOS v5.2 with a FortiClient
v5.2 license.

10 Administration Guide
Fortinet Technologies Inc.



Installation information Introduction

Client limits

The following table shows client limits per FortiGate model series.

FortiGate Series Free Registrations FortiClient License Upgrade

FortiGate/FortiWiFi 30 to 90 series 10 1 year FortiClient license sub-
scription for up to 200 clients

FortiGate 100 to 300 series 10 1 year FortiClient license sub-
scription for up to 600 clients

FortiGate 500 to 800 series, 10 1 year FortiClient license sub-
FortiGate vM01, FortiGate VM02 scription for up to 2000 clients
FortiGate 1000 series, FortiGate 10 1 year FortiClient license sub-
VMO04 scription for up to 8000 clients
FortiGate 3000 to 5000 series, 10 1 year FortiClient license sub-
FortiGate VM08 scription for up to 20 000 clients
~‘9"* In high availability (HA) configurations, all cluster members require an upgrade license
= key.
\‘ ! ’f
9 For more information, go to www.forticlient.com.

The FortiClient license for FortiOS version 5.2 includes the license file required to use
N\ the FortiClient Configurator tool used to create custom FortiClient installers. The Con-
figurator tool also allows you to rebrand the installer file.

Installation information

The following table lists operating system support and the minimum system requirements.

Administration Guide 11
Fortinet Technologies Inc.



Introduction Firmware images and tools

Operating System Support Minimum System Requirements

« Microsoft Windows XP (32-bit) « Microsoft Internet Explorer version 8 or later

« Microsoft Windows Vista (32-bit and 64-bit) « Microsoft Windows compatible computer with Intel

« Microsoft Windows 7 (32-bit and 64-bit) processor or equivalent

« Microsoft Windows 8 (32-bit and 64-bit)  Compatible operating system and minimum
512MB RAM

« Microsoft Windows 8.1 (32-bit and 64-bit)
« 600MB free hard disk space

« Native Microsoft TCP/IP communication protocol

« Native Microsoft PPP dialer for dial-up connections
« Ethernet NIC for network connections

« Wireless adapter for wireless network connections
« Adobe Acrobat Reader for documentation

« MSI installer 3.0 or later.

« Microsoft Windows Server 2008 R2 « Microsoft Internet Explorer version 8 or later

« Microsoft Windows Server 2012 « Microsoft Windows compatible computer with Intel
processor or equivalent

« Compatible operating system and minimum
512MB RAM

« 600MB free hard disk space

« Native Microsoft TCP/IP communication protocol

« Native Microsoft PPP dialer for dial-up connections
« Ethernet NIC for network connections

« Wireless adapter for wireless network connections
« Adobe Acrobat Reader for documentation

« MSI installer 3.0 or later.

« Mac OS X v10.8 Mountain Lion « Apple Mac computer with an Intel processor
« Mac OS X v10.9 Mavericks « 256MB of RAM
« Mac OS Xv10.10 Yosemite « 20MB of hard disk drive (HDD) space

o TCP/IP communication protocol
« Ethernet NIC for network connections
« Wireless adapter for wireless network connections

Firmware images and tools

Microsoft Windows
The following files are available in the firmware image file folder:

o FortiClientSetup_5.2.xx.xxxx.exe
Standard installer for Microsoft Windows (32-bit).

12 Administration Guide
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Language support Introduction

FortiClientSetup_5.2.xx.xxxx.zip

A zip package containing FortiClient.msi and language transforms for Microsoft Windows (32-bit). Some
properties of the MSI package can be customized with FortiClient Configurator tool.

FortiClientSetup_5.2.xx.xxxx_x64.exe
Standard installer for Microsoft Windows (64-bit).

FortiClientSetup_5.2.xx.xxxx_x64.zip

A zip package containing FortiClient.msi and language transforms for Microsoft Windows (64-bit). Some
properties of the MSI package can be customized with FortiClient Configurator tool.

FortiClientTools_5.2.xx.xxxx.zip

A zip package containing miscellaneous tools including the FortiClient Configurator tool and VPN Automation
files.

Mo When creating a custom FortiClient v5.2 installer using the FortiClient Configurator
9 tool, you can choose to which features to install. You can also select to enable or dis-
= able software updates, configure SSO, and rebrand FortiClient

Mac OS X

The following files are available in the firmware image file folder:

FortiClient_5.2.x.xxx_macosx.dmg
Standard installer or Mac OS X.

FortiClientTools_5.2.x.xxx_macosx.tar

FortiClient includes various utility tools and files to help with installations. The following tools and files are
available in the FortiClientTools . tar file:

Onlinelnstaller
This file downloads and installs the latest FortiClient file from the public FDS.

FortiClientConfigurator
An installer repackaging tool that is used to create customized installation packages.

RebrandingResources
Rebranding resources used by the FortiClient Configurator tool.

When creating a custom FortiClient 5.2.6 installer using the FortiClient Repackager tool, you can choose to
install Everything, VPN Only, or SSO only. You can also select to enable or disable software updates and rebrand

FortiClient.
~‘9"' FortiClient version 5.2 cannot use FortiClient version 5.0 licenses. To use FortiClient
= Configurator, you need to use the FortiClient version 5.2 license file.
Language support

The following table lists FortiClient language support information.

Administration Guide 13
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Introduction Language support

Language Graphical User Inter- XML Configuration Documentation
face
English (United States) v v v
Chinese (Simplified) v - -
Chinese (Traditional) v - -
French (France) v = -
German v - -
Japanese v - -
Korean v = -
Portuguese (Brazil) v - -
Spanish (Spain) v = -
Y Please review the FortiClient (Windows) Release Notes or the FortiClient (Mac OS
~?’ X) Release Notes prior to upgrading. Release Notes are available at the Customer
- Service & Support portal.
~‘9"' FortiClient language is dependent on the regional settings on the client workstation.

When the regional language setting is not supported, FortiClient defaults to English.

14 Administration Guide
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What's New in FortiClient 5.2

The following is a list of new features and enhancements in FortiClient version 5.2.

L

~9' This document was written for FortiClient (Windows) 5.2.6. Not all features described
s in this document are supported for FortiClient (Mac OS X) 5.2.6.

New features in FortiClient 5.2.6

There are no new features in FortiClient version 5.2.6.

New features in FortiClient 5.2.5

There are no new features in FortiClient version 5.2.5.

New features in FortiClient 5.2.4

The following is a list of new features in FortiClient version 5.2.4.

SSL VPN connections on a Mac OS X computer

When FortiClient is configured with an SSL VPN connection on a Mac OS X computer, a certificate warning
message is now displayed when the certification subject name does not match the destination host name of the
SSL server. A server certificate is invalid if:

o It has expired

« It cannot be verified with a certificate authority

o The server name does not match the name in the certificate

New features in FortiClient 5.2.3

The following is a list of new features in FortiClient version 5.2.3.

Log upload to Syslog server

FortiClient may be configured to send log messages to a syslog server. The following XML configuration may be
used to enable this feature:

<forticlient configuration>
<system>
<log settings>

Administration Guide
Fortinet Technologies Inc.

15



What’s New in FortiClient 5.2 New features in FortiClient 5.2.2

<remote logging>
<log protocol>syslog</log protocol> <!-- faz | syslog -->
<netlog server></netlog server> <!-- server IP address -->
</remote logging>
</log_settings>
</system>
</forticlient configuration>

Set <log protocol>to faz inorderto switch logging to FortiAnalyzer. This is the default. Provide the IP
address of the syslog serverin <netlog server>.

OpenSSL library
The OpenSSL library has been updated to the latest version 1.0.1k.

New features in FortiClient 5.2.2

The following is a list of new features in FortiClient version 5.2.2.

Certificates

Elliptical curve certificates are now supported for both IPsec and SSL VPN.

OpenSSL library
The OpenSSL library has been updated to the latest version 1.0.1j.

New features in FortiClient 5.2.1

The following is a list of new features in FortiClient 5.2.1

OpenSSL library
The OpenSSL library has been updated to the latest version 1.0.1i.

Logging to FortiManager/FortiAnalyzer

Uploading logs to FortiManager or FortiAnalyzer requires FortiClient to be registered to a FortiGate.

New features in FortiClient 5.2.0

The following is a list of new features in FortiClient version 5.2.0.

16 Administration Guide
Fortinet Technologies Inc.



New features in FortiClient 5.2.0 What’s New in FortiClient 5.2

Antivirus

Malware cleanup in safe mode

Malware that is already on a Microsoft Windows computer system that could not be removed in normal mode,
may be removed by running FortiClient in safe mode. Only the FortiClient Antivirus feature is available in safe
mode. Full or custom antivirus scans can be started from while in safe mode. The resulting log files and any
quarantined files, will be available both in safe mode, as well as after returning to normal mode.

The FortiClient installer always runs a quick antivirus scan on the target host system before proceeding with the
installation. In case a virus on an infected system prevents downloading of the new FortiClient package, you can
boot into safe mode, run the FortiClient installer to scan and quarantine the virus or malware, and then proceed
with the installation.

Protection against security threats in URLs has moved to the Antivirus module

Malicious and Phishing URLs were previously configured and blocked as part of the Web Filtering feature. These
are in the Security Risk category. This category has now been moved to become part of the Antivirus feature.
When a custom FortiClient installation is created without the antivirus module, these threats are blocked by the
Web Filtering feature.

View real-time protection events in the console

When an antivirus real-time protection event has occurred you can select to view these events in the FortiClient
console. Select AntiVirus > Threats Detected and select Real-time Protection events. The realtime
scan. log will open in the default viewer.

Example log output:

Realtime scan result:

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar.com

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar.com. txt

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicarcom?2.zip

time: 03/18/14 10:46:08, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar com.zip

time: 03/18/14 10:46:39, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\appdatal\local\temp\3g bl8y9.com.part

time: 03/18/14 10:48:13, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\appdata\local\temp\xntwh8gl.zip.part

Removable media scan

In FortiClient v5.2 you can select to perform an antivirus scan of all connected devices with removable storage.
Select AntiVirus > Scan Now > Removable media Scan to scan these connected devices. When performing a
Full Scan, removable storage is also scanned.

One-click button to enable antivirus

In the FortiClient console, you can enable the antivirus feature using a single button visible in the header. This is
convenient in the event that you are on a tab other than the Antivirus tab. The button is visible only when Real-
time Protection is disabled.

Administration Guide 17
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What’s New in FortiClient 5.2 New features in FortiClient 5.2.0

Web Filtering

Manual URL filter list support

FortiClient now supports URL filters configured in the FortiOS security profile and applied to the FortiClient
Profile.

Web Security

FortiClient Parental Control has been renamed Web Security. When FortiClient is registered to a FortiGate, Web
Security is named Web Filter.

VPN

VPN over IPv6

VPN connections to the FortiGate can be established on a network that is configured with IPv6. New connections
may be configured from the FortiClient console or through the XML configuration file. IPv6 is supported for IPsec

and SSL VPN.
N Note that FortiOS only supports VPN over IPv6 when both sides of the connection are
9 using IPv6. A network with one end using IPv6 while the other end uses IPv4 is not sup-

ported.

Advanced VPN configuration in the FortiClient console

VPN configurations through the FortiClient console have been simplified since FortiClient v5.0. Only a few
configuration entries were required and advanced configuration required use of the XML configuration file. In
FortiClient v5.2 you can access IPsec VPN advanced settings in the FortiClient console. These advanced settings
are useful when setting up connections to an IPsec VPN server other than a FortiGate.

Simplified FortiClient console for VPN only installations
FortiClient features may be customized in one of three ways:

« Inthe standard FortiClient installer,
« Inthe FortiClient Configurator tool,
« Inthe FortiGate FortiClient Profile, you can turn off and hide unused features.

When only the VPN feature is selected with any of these three methods, FortiClient will present a simplified
console, with no tabs on the left-hand side.

VPN auto-connect based on DHCP off-net determination

VPN auto-connect ensures that FortiClient creates a VPN connection to the FortiGate when considered to be off-
net. A site administrator, who has configured Endpoint Control on their FortiGate, may choose to enable VPN
auto-connect in the Endpoint Control profile.

18 Administration Guide
Fortinet Technologies Inc.



New features in FortiClient 5.2.0 What’s New in FortiClient 5.2

Computer endpoints or clients in the network should use the designated DHCP server for IP address
assignments. The DHCP server sends a special tag within the protocol to identify if the client is on-net or off-net.
The on-net status indicates that the endpoint is within the corporate network protected by the FortiGate.

When the client is off-net, FortiClient will automatically attempt to establish a VPN connection to the VPN server
indicated in the FortiGate Endpoint Control configuration. When the client is on-net, no VPN connection is

required.

~‘9"' This feature requires FortiOS v5.2.0 or later. The FortiGate must use a FortiClient
= v5.2 license.

VPN auto-connect improvements

VPN auto-connect/always-up regardless of how the VPN connection ended.

Application Firewall

Updated Application Firewall Engine

FortiClient now uses a common Application Firewall detection engine with FortiOS. This provides enhanced
detection coverage. Signatures configured in the FortiGate security profile are available to FortiClient.

When the application being blocked is web-based, a message is displayed to the user in the web browser. For
non-browser applications, a system tray notification is displayed. Notifications are disabled by default to reduce

distractions to every day use of the system.

Endpoint Control

Improvements to the Endpoint Control page

The FortiGate Endpoint Protection > FortiClient Profiles page has been simplified.

VPN auto-connect based on DHCP off-net determination

See VPN auto-connect based on DHCP off-net determination on page 18.

Enable Vulnerability Scan module

In FortiOS v5.2, the Vulnerability Scan module is enabled via the FortiGate Command Line Interface (CLI). This
feature is not available in the FortiClient Profile in the GUI until enabled via the CLI. This feature is available in
FortiClient when registered to FortiGate for endpoint control.

To enable Vulnerability Scan, enter the following CLI commands:

config endpoint-control profile
edit <profile-name>

config forticlient-winmac-settings
set forticlient-vuln-scan {enable | disable}
set forticlient-vuln-scan-schedule {daily | weekly | monthly}
set forticlient-vuln-scan-on-registration {enable | disable}
set forticlient-ui-options {av | wf | af | vpn | vs}

end

Administration Guide 19
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What’s New in FortiClient 5.2 New features in FortiClient 5.2.0

\{0 When setting the forticlient-ui-options, you mustinclude all the modules
4 that you want to enable in the FortiClient console.

Installation

Standard installation options

When installing FortiClient (Windows/Mac OS X) v5.2, you can choose the setup type that best suits your needs.
Select one of the following options:

« Complete: All Endpoint Security and VPN components will be installed
o VPN Only: Only VPN components (IPsec and SSL) will be installed.

Custom install - select features to include in the FortiClient install

The FortiClient Configurator tool can be used to create custom FortiClient MSI installers with various
combinations. Some of the customization options available include:

« Select FortiClient features of interest

o Provide a custom XML configuration file

o Rebrand the FortiClient product

The customized executable installer generated may be used to install on all supported platforms manually. An
MSI installer is also created for distribution using Active Directory or SCCM.

L

~9’ A FortiClient v5.2 license is required to use the FortiClient Configurator tool.

Ay
9 MSI installers are support in Microsoft Windows environments only.

Client installer and Configurator updates (more granular installation options)

Select to install the complete feature set or VPN only in the regular client installer. When selecting to use the
repackager, you can install the complete feature set, VPN only, or SSO only.

Client rebranding capabilities (via the Configurator tool)

You can edit various text and graphical Ul elements using the rebranding option in the FortiClient Configurator
tool.
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FortiClient can be installed on a standalone computer using the installation wizard or deployed to multiple
Microsoft Windows systems using Microsoft Active Directory (AD) or the Microsoft System Center 2012
Configuration Manager (SCCM).

This chapter contains the following sections:

« Standard FortiClient installation on page 21

« Install FortiClient on an infected system on page 25

« Install FortiClient as part of a cloned disk image on page 26

« Deploy FortiClient using Microsoft Active Directory (AD) server on page 27
« Deploy FortiClient using Microsoft SCCM 2012 on page 28

For information on customizing your FortiClient installation, see Custom FortiClient Installations on page 138.

Standard FortiClient installation

The following section describes installing FortiClient to a standalone Microsoft Windows and Apple Mac
computer.

Download the FortiClient installation files
The FortiClient installation files can be downloaded from the following sites:

o Fortinet Customer Service & Support: https://support.fortinet.com

Requires a support account with a valid support contract. Download either the Microsoft Windows (32-bit/64-bit)

or the Mac OS X online installation file.

« FortiClient homepage: www.forticlient.com

Download the FortiClient online installation file. The installer file performs a virus and malware scan of the target

system prior to installing FortiClient.

« Fortinet Resource Center: http://www.fortinet.com/resource_center/product_downloads.html

Download the FortiClient online installation file. On this page you can download the latest version of FortiClient

for Microsoft Windows, Mac OS X, iOS, and Android.

In FortiOS v5.0.1 and later, you can download the FortiClient installation files in the FortiGate dashboard. Go to

System > Dashboard > Status, in the License Information widget, select Mac or Windows to download the
FortiClient Online Installer file.

Install FortiClient on a Microsoft Windows computer

The following instructions will guide you though the installation of FortiClient on a Microsoft Windows computer.

For more information, see the FortiClient (Windows) Release Notes.
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22

When installing FortiClient, it is recommended to use the FortiClientOnlinelnstaller file. This file will launch the
FortiClient Virus Cleaner which will scan the target system prior to installing the FortiClient application.

To check the digital signature of FortiClient, right-click on the installation file and select Properties. In this menu
you can set file attributes, run the compatibility troubleshooter, view the digital signature and certificate, install
the certificate, set file permissions, and view file details.

== £ = ] o
Digital Signature Details b A Certificate
General | Advanced General | Details | Certification Path
—?/\ Digital Signature Information
#== | Thiz digital signature is OK, g Certificate Information
Signer information This certificate is intended for the following. purpose(s):
« Ensures software came from software publisher
Mame: |Forh'netTed1noIogies * Protects software from alteration after publication
E-mail: [Not available
Signing time: |
*Refer to the certification authority's statement for details.
View Certificate
Issued to: Fortinet Technologies
Countersignatures
Issued by: VeriSign Class 3 Code Signing 2010 CA
MName of signer: E-mail address: Timestamp
Symantec Time ... Mot available

valid from 2012-07-17 to 2015-08-21

Details

Install Certificate... | | Issuer Statement

Learn more about certificates
OK

QK

To install FortiClient (Windows):

1. Double-click the FortiClient executable file to launch the setup wizard. The Setup Wizard will launch on your
computer. When using the FortiClient Onlinelnstaller file, the FortiClient Virus Cleaner will run before launching
the Setup Wizard. If a virus is found that prevents the infected system from downloading the new FortiClient
package, see Install FortiClient on an infected system on page 25.
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Scanning for viruzes and malware, thiz will take a couple of minutes. ..

Action; $Can

Location: c:hprogram files [(#86]:kppehphone

[termn: shppe. exe

Scanned files: BE0 Scanned boot blocks: 0

Infected files: 0 Infected boot blocks: 0
PaLize | | Stop

|nfected itermn list:

Status Wirg |rfected [bem

Loqg file: C:h U zershl ~1%appl atatLocalsTemphFCPreScar Wiew Log.. .

The Welcome screen is displayed.

2. Read the license agreement, select the checkbox, and select Next to continue. You have the option to print the
EULA in this License Agreement screen. The Choose Setup Type screen is displayed.

3. Select one of the following setup types:
« Complete: All Endpoint Security and VPN components will be installed.
o VPN Only: Only VPN components (IPsec and SSL) will be installed.
4. Select Next to continue. The Destination Folder screen is displayed.
5. Select Change to choose an alternate folder destination for installation.
6. Select Next to continue.

FortiClient will search the target system for other installed antivirus software. If found, FortiClient will display
the Conflicting Antivirus Software page. You can either exit the current installation and uninstall the
antivirus software, disable the antivirus feature of the conflicting software, or continue with the installation
with FortiClient real-time protection disabled.

N This dialog box is displayed during a new installation of FortiClient and when
9 upgrading from an older version of FortiClient which does not have the antivirus
= feature installed.

R It is recommended to uninstall the conflicting antivirus software before installing
9 FortiClient or enabling the antivirus real-time protection feature. Alternatively, you can
= disable the antivirus feature of the conflicting software.

7. Select Next to continue.
8. Select Install to begin the installation.
9. Select Finish to exit the FortiClient Setup Wizard.
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On a new FortiClient installation, you do not need to reboot your system. When upgrading the FortiClient
version, you must restart your system for the configuration changes made to FortiClient to take effect. Select
Yes to restart your system now, or select No to manually restart later.

FortiClient will update signatures and components from the FortiGuard Distribution Network (FDN).

10. If the FortiGate on the network is broadcasting discovery messages, FortiClient will attempt to register to the
FortiGate.

If the FortiGate is not broadcasting discovery messages, select the Register to FortiGate button in the
FortiClient header, specify the address of the FortiGate in the text field, and select the Go icon.

~‘9"' If you have any questions about registering FortiClient to FortiGate, please contact
= your network administrator.

11. Tolaunch FortiClient, double-click the desktop shortcut icon.

Install FortiClient on a Microsoft Server

In FortiClient v5.2 you can install FortiClient on a Microsoft Windows Server 2008 R2 or 2012 server. You can use
the regular FortiClient Windows image for Server installations.

\ M Please refer to the Microsoft knowledge base for caveats on installing antivirus soft-
N ware in a server environment.

Install FortiClient on a Mac OS X computer

The following instructions will guide you though the installation of FortiClient on a Mac OS X computer. For more
information, see the FortiClient (Mac OS X) 5.2.6 Release Notes.

To install FortiClient (Mac OS X):

1. Double-click the FortiClient .dmg installer file to launch the FortiClient installer. The FortiClient Installer will install
FortiClient on your computer. Select Continue.

2. Select the lock icon in the upper right corner to view certificate details.
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= Apple Root CA

ks | Developer ID Certification Authority

- B Developer ID Installer: Fortinet, Inc

o

(" FE e

Time

Developer ID Installer: Fortinet, Inc

lssued by: Developer ID Certification Authority
Expires: Thursday, 27 July, 2017 2:06:47 PM Pacific Daylight

& This certificate is valid

v Details

User ID

Common Mame
Organizational Unit
Organization
Country

Common Mame
Organizational Unit
Organization
Country

I\?/I

AH4XFX)7DKE

Developer ID Installer: Fortinet, Inc
AHAXFX)7DK

Fortinet, Inc

Us

Developer ID Certification Authority
Apple Certification Authority

Apple Inc.

Us

ok |

3. Read the Software License Agreement and select Continue. You have the option to print or save the Software
Agreement in this window. You will be prompted to Agree with the terms of the license agreement.

L

screen.

© ® N o

Select the destination folder for the installation.

The installation was successful. Select Close to exit the installer.
FortiClient has been saved to the Applications folder.
Double-click the FortiClient icon to launch the application. The application console loads to your desktop. Select

Select Install to perform a standard installation on this computer. You can change the install location from this

Depending on your system, you may be prompted to enter your system password.

the lock icon in the FortiClient console to make changes to the FortiClient configuration.

Install FortiClient on an infected system

The FortiClient installer always runs a quick antivirus scan on the target host system before proceeding with the

complete installation. If the system is clean, installation proceeds as usual.

Any virus found during this step is quarantined before installation continues.
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In case a virus on an infected system prevents downloading of the new FortiClient package, use the following
process:

« Boot into “safe mode with networking” (which is required for the FortiClient installer to download the latest signature
packages from the Fortinet Distribution Network).

¢ Run the FortiClient installer.

This scans the entire file system. A log file is generated in the logs subdirectory. If a virus is found, it will be
quarantined. When complete, reboot back into normal mode and run the FortiClient installer to complete the

installation.
R Microsoft Windows will not allow FortiClient installation to complete in safe mode. An
9 error message will be generated. It is necessary to reboot back into normal mode to

complete the installation.

Install FortiClient as part of a cloned disk image

If you configure computers using a cloned hard disk image, you need to remove the unique identifier from the
FortiClient application. You will encounter problems with FortiGate if you deploy multiple FortiClient applications
with the same identifier.

This section describes how to include a custom FortiClient installation in a cloned hard disk image but remove its
unique identifier. On each computer configured with the cloned hard disk image, the FortiClient application will
generate its own unique identifier the first time the computer is started.

To include a FortiClient installation in a hard disk image:

1. Using an MSI FortiClient installer, install and configure the FortiClient application to suit your requirements.
You can use a standard or a customized installation package.

2. Right-click the FortiClient icon in the system tray and select Shutdown FortiClient.

3. From the folder where you expanded the FortiClientTools.zip file, run RemoveFCTID.exe. The RemoveFCTID
tool requires administrative rights.

Ay
9 Do not include the RemoveFCTID tool as part of a logon script.

4. Shut down the computer.

~‘9"' Do not reboot the Windows operating system on the computer before you create the
= hard disk image. The FortiClient identifier is created before you log on.

5. Create the hard diskimage and deploy it as needed.

Install FortiClient on cloned computers

If you intend to create an image of the hard drive for deployment to other computers, you need to shut down
FortiClient and use the RemoveFCTID tool to remove the FortiClient identifier. For more information, see Install
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FortiClient as part of a cloned disk image on page 26.

Deploy FortiClient using Microsoft Active Directory (AD) server

There are multiple ways to deploy FortiClient to endpoint devices including using Microsoft Active Directory.

R The following instructions are based from Microsoft Windows Server 2008. If you are
9 using a different version of Microsoft Server, your MMC or snap-in locations may be dif-
= ferent.

Using Microsoft AD to deploy FortiClient:

o bd =

©® N oo

10.

1.

12
13.

On your domain controller, create a distribution point.
Log on to the server computer as an administrator.
Create a shared network folder where the FortiClient MSI installer file will be distributed from.

Set file permissions on the share to allow access to the distribution package. Copy the FortiClient MSI installer
package into this share folder.

Select Start > Administrative Tools > Active Directory Users and Compulters.
After selecting your domain, right-click to select a new Organizational Unit (OU).
Move all the computers you wish to distribute the FortiClient software to into the newly-created OU.

Select Start > Administrative Tools > Group Policy Management. The Group Policy Management MMC Snap-in
will open. Select the OU you just created. Right-click it, Select Create a GPO in this domain, and Link it here.
Give the new GPO a name then select OK.

Expand the Group Policy Object container and find the GPO you just created. Right-click the GPO and select Edit.
The Group Policy Management Editor MMC Snap-in will open.

Expand Computer Configuration > Policies > Software Settings. Right-click Software Settings and select New >
Package.

Select the path of your distribution point and FortiClient installer file and then select Open. Select Assigned and
select OK. The package will then be generated.

If you wish to expedite the installation process, on both the server and client computers, force a GPO update.

The software will be installed on the client computer’s next reboot. You can also wait for the client computer to poll
the domain controller for GPO changes and install the software then.

Uninstall FortiClient using Microsoft Active Directory server:

1.

On your domain controller, select Start > Administrative Tools > Group Policy Management. The Group Policy
Management MMC Snap-in will open. Expand the Group Policy Objects container and right-click the Group Policy
Object you created to install FortiClient and select Edit. The Group Policy Management Editor will open.

Select Computer Configuration > Policy > Software Settings > Software Installation. You will now be able to see
the package that was used to install FortiClient.

Right-click the package, select All Tasks > Remove. Choose Immediately uninstall the software from users and
computers, or Allow users to continue to use the software but prevent new installations. Select OK. The package
will delete.

If you wish to expedite the uninstallation process, on both the server and client computers, force a GPO update as
shown in the previous section. The software will be uninstalled on the client computer’s next reboot. You can also
wait for the client computer to poll the domain controller for GPO changes and uninstall the software then.
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Deploy FortiClient using Microsoft SCCM 2012

The Microsoft System Center 2012 Configuration Manager (SCCM) may be used to deploy and manage multiple
FortiClient Installations. This section presents various scenarios that you can utilize.

A fully functional SCCM server, along with discovered devices, is required. Visit the Microsoft web site for
supporting documentation.

~‘9"' These instructions assume you have already installed and configured SCCM. If you
= have not, please refer to Microsoft’s online help sources for information on this task.

The Microsoft System Center 2012 Configuration Manager (SCCM) may be used to deploy and manage multiple
FortiClient Installations. This chapter presents various scenarios that you can utilize.

A fully functional SCCM server, along with discovered devices, is required. Visit the Microsoft web site for
supporting documentation.

The following topics are detailed in this section:

+ SCCM setup on page 28
o Task sequences on page 29
« Task sequence examples for FortiClient on page 40.

SCCM setup

Microsoft maintains a public free virtual lab of the System Center 2012 Configuration Manager (SCCM) at
http://technet.microsoft.com/virtuallabs/bb539977.

At this page you can access a completely installed and properly configured system that can be used for testing
various SCCM deployment scenarios. For ongoing enterprise use, a new system has to be created and
configured.

The following subsections discuss some of the preparations required to enable control of FortiClient host
computers.

Client discovery options and configuration

The uses various methods to discover the Windows devices that an administrator can control on the network. One
such method is the use of a common domain. To use this method, the Windows server hosting the Configuration
Manager should be configured as domain controller. All Windows devices that will be managed should then join
the domain. The Configuration Manager automatically discovers all Windows devices that join.

Client installation

The Configuration Manager console may be used to install configuration manager client software on target
Windows devices that have joined the controlled domain. This is required for pushing the configuration to the
devices.
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Client policy polling interval settings

The configuration manager client on each Windows device polls for policy changes on the server at a regular
interval. The polling interval defaults to 60 minutes. Each newly pushed or deployed task will run on all selected
clients within this polling interval. You can customize the polling interval as required.

Client collections

New configurations are usually deployed to collections of devices. All of the devices that have joined the
controlled domain will be added to a default collection.

You may want to deploy a different set of configurations to different groups of devices based on your user base.
This can be accomplished by creating different client collections. Devices that have joined the domain will be
added to one or more of those collections. Configurations may then be selectively deployed.

Client security issues

The Configuration Manager is able to deploy a large variety of applications to all the devices that joined the
domain. Most of these tasks run with the administrator or system user authorization level on the client devices. It
is important to keep the Configuration Manager host under the highest level of security control possible.

It is also important to always test new planned application deployments in a controlled lab environment, oron a
small client collection, before deploying to the entire client base.

Network share for all clients

The Configuration Manager console is used to deploy applications to client devices. Some of the applications
require specification of files by file path and name. The client devices must have access to the files when the
applications run. For instance, to upload a FortiClient XML configuration file to a given client collection, all client
devices in the collection must independently have local access to the new XML configuration file.

The files may be provided by any suitable method. Examples include use of an HTTP or FTP server. The
examples in this document use a network share. This should be available to all devices on the given client
collection.

Task sequences

The Configuration Manager provides task sequences as a means of deploying commands to discovered clients
without requiring user intervention. The FortiClient configuration examples in this chapter use the Run Command
Line task sequences to run various command-line commands on client devices.

Here is a simple example of how task sequences may be used to control client devices.

In this example, a simple set of command-line commands are created in the Configuration Manager console.
Once deployed, the commands will print information requested to the log file for each client.

The following commands will be executed on each client:

cd
dir c:\users
whoami

The first command will print the current working directory. This is likely to be c: \windows\system32. The
second command will print the contents of the specified directory. The third command will print the name of the
current user (the user under which the task sequence is running).

The output of the commands can be found in the log file on each client device at:
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C:\Windows\CCM\Logs\smsts.log

To create a new task sequence:

Deploy FortiClient using Microsoft SCCM 2012

1. Launch the Configuration Manager console. The Configuration Manager console opens.

IR o | serch | Folder

- @
e i b Y gb
= = .
d & v :
Create Task  CreateTask  ImportTask | Deployments
Sequence  Sequence Media  Sequence
Create Go To Related
'S + [B] \ » sofwarebrary » Overview » Operating Systems b Task Sequences 2z
Software Library < | Task Sequences 2 items
4 & Overview Ssarch x Search | Add Criteria ~
| Application Management Ion  Neme = Date Created
* Software Updates exe_cmd_line 2/1/2013 10:58 AM
4[] Operating Systems map_netwerk_drive 2/1/2013 11:20 AM
(%] Drivers

1 Driver Packages

B Operating System Images
5§ Operating System Installers
B3 Boot Images

[ Task Sequences
Create Task Sequence

Create Task Sequence Media

Import Task Sequence

TR T

Deployments

Folder 3

Administration
Software Library

Monitoring

3 B 5= =2

Assets and Compliance

2. Select Software Library > Overview > Operating Systems > Task Sequences.
3. Right-click the Task Sequence menu item and select Create Task Sequence.
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g 8 y &

Create Task  Create Task  Import Task Deployments
Sequence  Seguence Madia  Sequence
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Create Go To Related
I (- o | @ Y » Software Library » Owerview »  Operating Systems »  Task Seguences
Software Library ¢ | Task Sequences 2 items
- ﬁ[ COwerview Seand:
v [ Application Management Icon MName Description
b [ Software Updates E exe_cmd_line
4 [7] Operating Systems E2] map_network_drive Map a network shar...
|#=]| Drivers
B Criver Packages

B Operating System Images
g Operating System Installers
& Boot Images
[ Task Sequenc

il

]El Create Task Sequence
E Create Task Seguence Madia

1\} Import Task Seguence

33 Deployments

Folder 2

Alternatively, you can select Create Task Sequence in the toolbar.

Bl | s |
0B )y P

Creste Task  Creste Task  Import Task | Deployments
Sequence  Sequence Media  Sequence

Create Go To Related

The Create Task Sequence Wizard opens.

4. Create task sequence task wizard
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10.

# Create Task Sequence Wizard |
g)g Create Mew Task Sequence
. Create New Task Sequence Create a New Task Sequence
Task Sequence Information
Summary
Progress Atashk sequence consists of a series of steps to complete an action. You can select a task sequence
) with & set of predefined steps or define a new custom task sequence.
Confirmation
You must use the task sequence editorto add steps to yourtask sequence. To open the task
sequence editor, right-click the task sequence and click Edi.
Select a new task sequence to be created.
" Install an existing image package
™ Build and capture a reference operating system image
{* Create a new custom task sequence
ﬂ < Previous | Mext > I Summary Cancel
ol | ¥

Select the Create a new custom task sequence radio button. Then select Next to proceed.
Enter a name for the task sequence.

Enter a comment to describe the task sequence.

Select Next to proceed.

A summary of the task sequence configuration is displayed.

Select Close to save the configuration. The new task sequence is created and displayed in the Configuration
Manager console.

Select Task Sequences in the menu in the left pane of the Configuration Manager console. The new task
sequence is displayed in the right pane.

To add individual tasks into the task sequence:

32

Right-click in the newly created task sequence.
From the shortcut menu list, select Edit. The Task Sequence Editor dialog box is displayed.
Alternatively, select the Task Sequence and select the Edit icon in the toolbar.

Select the Add drop-down button.
From the drop-down list, select General and the select Run Command Line.
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A new tab is displayed in the right pane of the dialog box.

exe_cmd_line Task Seguence Editor - | I:Ilﬂ
Add ~ | Remove =N Properties I Options I
|
print_cwd Type: |Fh.|r1 Command Line
print_dir
print_name Mame: ||::rir|t_name
Description: Print the usemame of the cument context user

Command line

cmd /o whoami

[~ Disable 64-bit file system redirection

Start in:
I Browse...
r Package

I Browse. ..
[T Timeout (minutes): 15

™ Runthis step as the following account

Account: I 5

5
\_ \_\_ HE BN

QK I Cancel Apply

5. Configure the following settings:

Name Enter a name for the command.
Description Enter a description for the command.
Command line Enter the command line in the text field.

The command will usually start with “cmd /c”. For instance, the first command in this

example is entered as:
cmd /c cd

cmd /c dir c:\users
cmd /c whoami

6. Select Apply to apply the configuration.
7. Select OK to continue.
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The task sequence will be saved with the three command-line tasks. To view or modify the tasks, select Edit
in the short-cut menu for the selected task sequence.

There are three commands in this example. Each of the commands may be
created as a single task. There will be a total of three tasks in the left pane
of the dialog box. Each of the tasks will have one of the command-line
commands:

cmd /c cd
cmd /c dir c:\users
cmd /c whoami

This format is preferred as it isolates any client errors to a specific task.

The three commands may also be combined into a lengthy single
command:

cmd /c cd ; dir c:\users ; whoami
This format may mask task sequence errors. It is not recommended.

There is also an option to use a batch script.

Deploy the task sequence:

1. Right-click the task sequence.

2. Select Deploy in the right-click menu list. The Deploy Software Wizard dialog box opens.

34
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Deploy Software Wizard x|
gg General
CGened Specify general information for this deployment
Deployment Settings
Scheduling
User Experience
Distribution Points s Jexe_cmd_ine: |_| Browse..
SUMMaEry Collection: I J Browse... |
Progress
. I"| Use defautt distrbution point groups associated to this collection
Completion
™| Automatically, distribute contert for dependencies
Distribution Points: I Browse... |
Comments (pptional):
< Previous MNext = Summary’ | Cancel |
Alternatively, select the Task Sequence and select the Deploy icon in the toolbar.
3. Select Browse.
A Browse Collections dialog box appears listing all currently configured client collections.
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1.
12.
13.

14.
15.
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| Deploy Software Wizard |

gﬂ General

CGeneal Specify general information for this deployment

Deployment Settings
Scheduling

User Experience

Distribution Points Task sequence: Jexe_cmd_line Browse... |
SUMMary Collection: I G Browse... _I

EEEE= Browse Collections : |

Completion

Device Collections j Fitter..

_;.J Root Mame | Member Count |
£ Al Systems 8 J
& All Unknown Computers

& All Mobile Devices
& Al Desktop and Server Clierts
_ﬁ‘ engineering_department

2
0
]
1

ok | cance |

A

Select the client collection to which this task sequence should be deployed

Select OK to close the Browse Collections dialog box. Pressing CTRL returns you to the General tab of the
Deploy Software Wizard dialog box.

Select Next. The Deployment Settings tab is displayed

In the Purpose drop-down menu select Required. This makes the task mandatory for all clients receiving it.
Select the Send wake-up packets checkbox to enable this feature.

Select Next. The Scheduling tab is displayed

Select New. In the Assignment Schedule dialog box select the Assign immediately after this event radio button.
Select OK. This closes the Assignment Schedule dialog box. The Scheduling tab is displayed.

Select Next. The User Experience tab is displayed.

Select the Show Task Sequence progress checkbox to enable this feature.

This configuration is optional. It displays a progress dialog box on each client as the task executes. If a silent
background execution of tasks is desired, leave this checkbox unchecked.

Select Next. The Distribution Points tab is displayed. For this example, there is nothing to change in this tab.
Select Next. The Summary tab is displayed.
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16. Select Next. The Completion tab is displayed which shows a summary of all selections.
17. Select Close to close the Deploy Software Wizard.

This completes the deployment of the task sequence to the selected client collections. Client devices in the

collection should start to receive and execute the task. All clients will run the task within the Policy Polling
Interval configured.

Monitor a deployed task sequence:

1. Launch the Configuration Manager console.
2. Select Monitoring from the tree-menu.
3. Select the Overview menu item in the left pane to expand the menu.
4. Select the Deployments menu item. The list of deployments is displayed in the right pane.
5. Click to select the recently deployed task sequence in the right pane. The Deployments window is displayed.
ome | Search ~®
"0' r\ Cl Refresh D
V= R.;.ln Properties
Status  Summarization
€« « [G, \ » Montoring » Overview » Deployments 2
Maonitoring < | Deployments 1 items
4 B Overview Search || [0 search | Adg crteria ~
> Alerts Icon Software - Collection Purpose Action Type Compliance % Creation Date
P Queries i exe_cmd_line engineering_department. Required Task Sequence 100.0
1 Reporting
B Site Hierarchy
7 System Status
{il, Deployments
| Client Status
(& Database Replication
| Distribution Status
5 Software Update Paint Synchronizat
Selected Deployment v
General Completion Statistics Related Objects
Software: exe_cmd_line B Success 1 &' Collection
Collection: engineering department e S 57 Task Sequence
Type: Task Sequence B Reguirements Not Met 0 - .
Purpase: Required Unknown 0 Content Status
. Creation Date: =
Ejf} Administration Lact Date Modified: 2/1/2012 11:15 AM 1 Targeted (Last Update: 2/1/2013 11:18:51 AM) View Status
&l Software Library
B Monitoring Distribution Paint Status
B Assets and Compliance Installed: 0
Retrying: 0
- Failed: 0

To monitor a deployed task sequence on the client device, use the following process:

1. Launch the Software Center console on the client device. It displays a list of tasks deployed to it.

~‘9"' If a recently deployed task sequence is not displayed, most likely the Policy Polling
= Interval is yet to expire on this client.

2. Select the Task Sequence. The current status is displayed.
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In addition to the two monitoring procedures above, the client log file is available on the client device at:
C:\Windows\CCM\Logs\smsts.log

It will contain details of the task sequence, including:

o the command-line commands executed
« any output generated by the commands
e any error messages.

Map a network drive

When a file is referenced in a task sequence, it must be made available to all clients before the task sequence
starts. The processes listed below explain how to map a network folder to a drive in a given task sequence. If the
mapping is successful, all the files in the shared folder will be available for the command-line commands in the

task sequence.

To map a network drive in the task sequence:

1. Create a new custom task sequence.
2. Edit the task sequence. The Task Sequence Editor dialog box is displayed.
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map_network_drive Task Sequence Editor ;|g|5|
Remove | Properties I Options |
[ @ map_network_dive Type: [Connect to Network Folder
MName: |ma|:u_network_drive
Description: Map a network share to a drive

Enter the infarmation to connect a network folder.

Path: |1 72.21.85.245 accourts_dept Browse...
Drive: IG; j
Account: |v Mexttest ' Administrator ot

e

QK I Cancel Apply

3. Select the Add drop-down button.

4. Inthe drop-down list, select General > Connect to Network Folder. A new tab is displayed in the right pane of the
dialog box.

5. Type a name for the command.
6. Type a description for the command.
7. Type the full path to the network shared folder or use the Browse button to select it.

~‘9"' When using the Browse button, be sure that the network share is being reported with
= the same path as the client devices will use.

Here is an example of a valid path: \\172.21.85.245\accounts_dept

8. Type adrive letter, along with a colon.
For example: G:

9. Select Set and provide a user name and password that is valid for the network shared folder selected.
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10. Select OK to return to the Task Sequence Editor dialog box.
11. Select Apply to save the task.

More tasks may be added to the task sequence as described in earlier parts of this section. Tasks may be re-
ordered using the other buttons provided in the top of the left pane in the Task Sequence Editor dialog box.

When all tasks have been added, select OK to close the dialog box.

Task sequence examples for FortiClient

The task sequence processes described in the preceding section may be applied to any regular Windows tasks
that runs on the command line. This section discusses several example FortiClient configurations that could be
completed from the Windows command-line.

The examples in this section list only the command-line commands to be used. When deploying these from the
Configuration Manager console, remember to always use the processes discussed this chapter to create the task
sequence. The procedure is the same, only the contents of the Run Command Line commands will differ.

Install FortiClient

FortiClient can be installed from the command line using msiexec. In this example, a FortiClient MSI file that is
provided on a network shared folder is used to install FortiClient to devices in the client collection.

Use the following commands in a task sequence to install FortiClient on a Windows client device.

1. Connect to a network folder:
e« Name:map network drive
« Description: Mount a network shared directory that contains the FortiClient image to install
o Path:\\172.21.85.245\accounts_dept
o Drive: G:
o Account: vNexttest\administrator
2. Run command line:
e« Name: copy fct image
o Description: Copy FortiClient MSI image from network shared directory
e Commandline: cmd /c copy /y G:\FortiClient.msi c:\temp\FortiClient.msi
3. Run command line:
o« Name: install fct
o Description: Install FortiClient using MSI image
e Commandline: cmd /c msiexec /i c:\temp\FortiClient.msi /gn

Ensure that the FortiClient.msi file is available in the network share, and that the network share is accessible to
all client devices in the client collection before deploying this task sequence.

Export the FortiClient XML configuration file

FortiClient features may be controlled using an XML configuration file. The configuration file is first exported from
FortiClient, modified with a text editor, and re-imported into FortiClient. The XML configuration syntax and usage
is documented in the FortiClient v5.2 XML Reference.

Use the following commands in a task sequence to export the XML configuration file from a Windows client
device which has FortiClient installed.
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1. Connect to a network folder:
« Name: map_network_share
« Description: Mount a network shared directory to which configuration file will be copied.
o Path:\\172.21.85.245\engineering_dept
o Drive: M:
o Account: vNexttest\administrator
2. Run command line:
o Name: export_fct_xml
« Description: Export the FortiClient XML configuration file
o Command line: cmd /c C:\Program Files\Fortinet\FortiClient\fcconfig -o export -f c:\temp\fct_xml.conf
3. Run command line:
o Name: copy_fct_xml
« Description: Copy FortiClient XML file to network shared directory
o Command line: cmd /c copy /y c:\temp\fct_xml.conf M:\

This copies fct_xml.conf to the mounted share. If there is more than one device in the client collection, they will
each overwrite the same file. You may use a batch script to uniquely rename the file as it is copied.

The full path to the FortiClient installation directory is used as a prefix to
FCConfig.exe. The value provided in this example is the default on a 32-bit
system. The default on 64-bit systemsiis:

? C:\Program Files (x86)\Fortinet\FortiClient

- If the client collection has a mixture of both 32-bit and 64-bit devices, a
batch script may be used to selectively run from the correct platform-
dependent directory.

Import a modified XML configuration file

Use the following commands in a task sequence to import an XML configuration file into FortiClient in a Windows
client device.

1. Connect to a network folder:
« Name: map_network_share
« Description: Mount a network shared directory that contains the XML configuration file
o Path:\\172.21.85.245\engineering_dept
o Drive: M:
o Account: vNexttest\administrator
2. Run command line:
o Name: copy_fct_xml
« Description: Copy FortiClient XML configuration file from network shared directory
o Command line: cmd / c copy /y M:\fct_xml.conf c:\temp\
3. Run command line:
o Name: import_fct_xml
« Description: Import the FortiClient XML configuration file
o Command line: cmd /c “C:\Program Files\Fortinet\FortiClient\fcconfig -o import -f c:\temp\fct_xml.conf”
The same configuration file is used by all devices in the client collection.
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When deploying a custom FortiClient XML configuration, use the advanced Endpoint
\ ¥ Profile options in FortiGate to ensure the Endpoint Profile settings do not overwrite
N your custom XML settings. For more information, see the FortiClient v5.2 XML Refer-
ence and the CLI Reference for FortiOS 5.2.

Upgrade FortiClient

The FortiClient upgrade process is similar to the regular installation. The only difference is the use of a different
version of FortiClient during the installation. A reboot is required, but the task sequence should handle this
properly.

The same procedure listed earlier for FortiClient installation could be reused.

Uninstall FortiClient

Use the following command in a task sequence to uninstall FortiClient from Windows client devices.

1. Run command line:
o Name: uninstall_fct
o Description: Uninstall FortiClient
o Command line: wmic product where name="FortiClient" call uninstall /nointeractive
The task sequence should process the required reboot correctly.
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Introduction

The purpose of this section is to provide basic instructions on how to configure, deploy, and manage FortiClient
configurations from your FortiGate device.

~9’ Endpoint Management is available on FortiGate 30D model series and higher.

~9' Endpoint Management requires FortiClient v5.0/v5.2 and a FortiGate device running
= FortiOS v5.0/v5.2, or a FortiCarrier device running FortiOS Carrier v5.0/v5.2.

\{0 FortiOS v5.2 can manage both FortiClient v5.2 and FortiClient v5.0 registrations. Cer-
4 tain features are only available in FortiClient v5.2.

Configure endpoint management

In FortiOS 5.0 or later, configuration and management of FortiClient endpoint agents are handled by FortiGate.
You can configure your FortiGate device to discover new devices on your network, enforce FortiClient
registration, and deploy a pre-configuredFortiClient profile to connected devices. The FortiClient profile can be
deployed to devices on your network and over a VPN connection. You can configure multiple FortiClient profiles.
The FortiClient profile consists of the following sections:
« Antivirus Protection
« Web Category Filtering
You can select the web filtering security profile to associate with the FortiClient profile. You can also select to
enable Web Filtering when the client is protected by the FortiGate (On-Net).
« VPN
Select to enable client VPN provisioning. You can specify the VPN name, type, gateway and other settings the
client will use to connect to your FortiGate device via the VPN connection. Two-factor authentication is
configured in the FortiGate VPN configuration.
o Application Firewall
You can select the application control sensor to associate with the FortiClient profile.

« Endpoint Vulnerability on Client

You can select to scan daily, weekly or monthly. You can also select to scan the client after registration with
your FortiGate device. Vulnerability Scan must be enabled via the CLI in order for it to be displayed in the
FortiClient Profile.

« Upload logs to FortiAnalyzer/FortiManager
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You can select to use the same |IP address as the FortiGate device or specify a different device IP address.
You can specify the frequency of the log upload. FortiClient must be registered to FortiGate to upload logs to
FortiAnalyzer/FortiManager.

« Use FortiManager for client software/signature update

Select to enable this feature and enter the IP address of your FortiManager device. You can select to failover
over to the FortiGuard Distribution Network (FDN) when the FortiManager is not available.

o Dashboard Banner

You can select to display or hide the FortiClient advertisement banner. FortiClient ads are downloaded from
the FortiGuard Distribution Servers.

Select if profile details may be displayed before endpoint control registration is completed.

« Client-based Logging when On-Net
Select to enable client-based logging when protected by the FortiGate (On-Net).

~‘9"' When FortiClient is On-Net, the icon displayed to the left of the username will be
= green. When FortiClient is Off-Net, the icon is grey.

See the FortiOS Handbook for more information on configuring your FortiGate device.

Configure Endpoint Management on the FortiGate device:

1. Enable device management and broadcast discovery messages.

To configure Device Management, go to System > Network > Interfaces, select the applicable interface,
then select Edit in the toolbar. In the Edit Interface page you can select to enable Detect and Identify
Devices. To enable Broadcast Discovery Messages (optional) you must first enable FCT-Access under
Administrative Access. Select OK to save the setting.

Broadcast Discovery Messages is an optional configuration. When enabled, the
by . . . . .
~9' FortiGate will broadcast messages to your network, allowing client connections to
= discover the FortiGate for FortiClient registration. Without this feature enabled, the
user will enter the IP address or URL of the FortiGate to complete registration.
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Configure endpoint management Endpoint Management

Edit Interface

Interface Name wanl({00:09:0F:F5:C9:11)
Alias
Link Status Up @
Type Physical Interface
Addressing mode () Manual ® DHCP (O PPPoE () Dedicate to Extension Device
Status connected
Obtained IP/Netmask 172.172.172.104 255.255.255.0 | Renew
Expiry Date May 06, 2014 08:37 AM
Acquired DNS 172.16.100.100 172.16.100.80
Default Gateway 172.172.172.1
Retrieve default gateway from server.
Distance 5 -
Owverride internal DNS.
IPv6 Addressing mode ® Manual ) DHCP
IPvE Address/Prefix ::/0
Administrative Access 4| HTTPS PING HTTP FMG-Access [¥] CAPWAP
SSH SNMP 7E> FCT-Access[¥] Auto IPsec Request
IPv6 Administrative Access [0 HTTPs [ PING  [] HTTP [ FMG-Access[ ] CAPWAP
[0 ssH [ snmp
Device Management
Detect and Identify Devices
Broadcast Discovery Messages
Enable Explicit Web Proxy O
Comments Write @ comment... 0/255
Administrative Status ® O Up ) @ Down
0K Cancel
2. Configure the following settings:
Administrative Access Select the checkbox for FCT-Access. This option is available for both IPv4

and |IPv6 Administrative Access.

Security Mode Select None or Captive Portal. When selecting Captive Portal, users are
forwarded to a captive portal where they need to enter their username and
password to authenticate with the FortiGate. You can customize the portal
message and specify user groups.

This option is available when Addressing mode is set to Manual.

Device Management
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Detect and
Identify Devices

Broadcast
Discovery
Messages

Configure endpoint management

Select to detect and identify devices on the selected interface.

Once enabled, the FortiGate unit broadcasts a discovery message that

includes the IP address of the interface and listening port number to the
local network. All PCs running FortiClient on that network listen for this

discovery message.

This option is available when FCT-Access is enabled.

When configuring FortiClient access on an internal interface, you can select to send users to a captive portal.

Security Mode
Authentication Portal
User Groups
Exempt List

Customize Portal Messages

Security Mode

Authentication
Portal

User Groups

Exempt List

Customize Portal
Messages

Captive Portal v

® Local () External

Use Groups from Policies
Click to set... -
" |

Select Captive Portal from the drop-down list

Select either Local or External. When selecting External, you can specify
the link path.

Select user groups from the drop-down list.
FortiClient does not support nested groups in FortiOS.

Select an exempt list from the drop-down list.

Enable and select the edit icon to edit the portal replacement message.

The following dialog box shows the captive portal replacement message editor.
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Replacement Message

Messages: Description:

Certificate Password Page Replacement HTML for certificate password page
Login Challenge Page
Disclaimer Page

Email Collection Invalid Email
Email Collection

(V] -] Message Format: text/html Message Size: 2548/32768

<!DOCTYPFE htm
A <html>
<head>
ZEATINET
e ® Rt b
heigh
L . padd;
Certificate Password Required , mezat
"displ
width
heigh

Please enter your credentials to continue. ' ';Eépl

wverti

heigh
}fo;m{

Usemame: | | displ

backg

borde

paddi

| width

font-

font-

Continue margi
| B

LEHL— Wy

width
W SR

£ >

Password |

Configure the FortiClient profile:

1. To configure the FortiClient Profile, go to User & Device > FortiClient Profiles. You can edit the default profile or
create a new FortiClient profile.

The option to assign the profile to device groups, user groups, and users is only

~9' available when selecting to create a new FortiClient profile. You can assign the profile
= to user groups and users when using Active Directory authentication or RADIUS

authentication for VPN.

~9' In FortiOS v5.0.3 or later, you will need to enable Multiple Security Profiles in the
= Feature Settings to create a new FortiClient profile.

When registering to a FortiGate device, FortiClient will receive the configured

FortiClient profile. The FortiClient configuration is overwritten by the FortiClient profile
settings. When selecting to unregister FortiClient, the settings will reflect that of the
FortiClient profile.

Administration Guide 47
Fortinet Technologies Inc.



Endpoint Management Configure endpoint management

FortiClient Configuration Deployment

Windows and Mac

T AntiVirus Protection

@™ Web Category Filtering default x
Client Web Filtering when On-Net
@D VPN
Client VPN Provisioning ¥
_VPN Name
Type @ IPsec VPN () SSL-VPN

Remote Gateway
Authentication Method Pra-shared Key v
Pre-shared Key

Auto-connect when Off-Net Click to =et... -

™ Application Firewall block-p2p *
@™ Endpoint Vulnerability Scan on Client
Schedule Scan Type: () Daily ) Weekly ® Monthly
Initiate Scan After Client Registration
@™ Upload Logs to FortiAnalyzer/FortiManager

®) Same as System 4.3.2.1
() Specify
Schedule: () Hourly (e Daily

m Use FortiManager for client software/signature update
(®) Same as System 10.6.30.240
() Specify
Failover to FDN when FortiManager is not available
@™ Dashboard Banner
@™ Client-based Logging when On-Net

2. Configure the following settings:
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Toolbar Options

Profile Name

Comments

Assign to Profile To:

Endpoint Management

FortiClient Profile page
Select Create New to create a new FortiClient profile. Select a profile in
the list and select Edit to edit the FortiClient Profile. Select a profile in the
list and select Delete to delete the FortiClient Profile.

Edit FortiClient Profile page
Select the create new icon to create a new FortiClient profile. Select the
clone icon to create a clone of an existing FortiClient profile. Select the
view list icon to view FortiClient profiles and assignment.

When editing the default profile, the name cannot be changed. When
creating a new FortiClient profile, XSS vulnerability characters are not
allowed.

Enter a name for the new FortiClient profile.

Enter a profile description. (optional)

Device Groups: Select device groups in the drop-down list. Use the add
icon to assign multiple device groups to the FortiClient profile, for example
Mac and Windows PC.
« User Groups: Select user groups in the drop-down list. Use the add
icon to assign multiple user groups to the FortiClient profile.

o Users: Select users in the drop-down list. Use the add icon to
assign multiple users to the FortiClient profile.
These options are only available when creating a new FortiClient profile.
You can assign the profile to user groups and users when using Active
Directory authentication or RADIUS authentication for VPN.
FortiClient does not support nested groups in FortiOS.

FortiClient Configuration Deployment - Windows and Mac

AntiVirus Protection

Web Category Filtering

VPN

Application Firewall
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Toggle the button on or off to enable or disable this feature.

Toggle the button on or off to enable or disable this feature.

When enabled, you can select a web filter profile in the drop-down list.
Select the checkbox to disable web category filtering on the client when
protected by the FortiGate (On-Net).

Toggle the button on or off to enable or disable this feature.

Select the checkbox for Client VPN Provisioning. When enabled, you can
configure multiple IPsec VPN and SSL VPN connections.

Use the add icon to add additional VPN connections. Enter the VPN name,
type, remote gateway, and authentication method information.

Select the checkbox to auto connect to a VPN when the client is Off-Net.
Select a VPN from the drop-down list.

Toggle the button on or off to enable or disable this feature.
When enabled, you can select an application control sensor in the drop-
down list.
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Endpoint Vulnerability Toggle the button on or off to enable or disable this feature. When

Scan on Client enabled, you can select the scheduled scan type to daily, weekly, or
monthly. Select the checkbox to initiate a scan after client registration with
the FortiGate.
Vulnerability Scan must be enabled via the CLI in order for it to be
displayed in the FortiClient Profile.

Upload Logs to Toggle the button on or off to enable or disable this feature.
FortiAnalyzer/FortiManager When enabled, you can select to use the same FortiAnalyzer/FortiManager
used by the FortiGate or select Specify to enter a different device IP
address. You can set the schedule to hourly or daily. The FortiClient upload
logs to the FortiAnalyzer/FortiManager only when it is able to connect to
the device on the specified |IP address.
FortiClient must be registered to FortiGate to upload logs to
FortiAnalyzer/FortiManager.
When upgrading from FortiOS v5.0 to v5.2, a FortiClient v5.2 license must
be applied against the FortiGate for this option to be available in the
FortiClient Profile. Optionally, you can enable this setting in the FortiOS
CLI.

Use FortiManager for client Toggle the button on or off to enable or disable this feature.
software/signature update When enabled, you can specify the IP address of the FortiManager.
Select the checkbox to failover to the FortiGuard Distribution Network when
the FortiManager is not available.

Dashboard Banner Toggle the button on or off to enable or disable this feature.

Client-based Logging when Toggle the button on or off to enable or disable this feature.
On-Net

3. Select Apply to save the FortiClient profile setting.

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
N your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

\ M For information on configuring firewall policies for Endpoint Management, see the
N FortiOS Handbook - The Complete Guide for FortiOS.

Configure firewall policies (Optional):

1. To configure a firewall policy for Endpoint Management, go to Policy & Objects > Policy and select Create New
in the toolbar. The New Policy window is displayed.
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Incoming Interface

Source Address
Source User(s)
Saource Device Type

Qutgoing Interface

Destination Address

Schedule

Service

Action

Firewall / Network Options
OFF MNAT

ofFF | Web Cache
OFF . WAN Optimization
@ Compliant with FortiClient Profile

oFF  Captive Portal Exempt

Security Profiles
OFF | AntiVirus

oFF | Web Filter

oFfF | Application Control
oFF | IPS

_oFF _ Email Filter
_orr _ DLP Sensor
_OFF_ VoIP
orF | ICAP

0OFF  S5L Inspection

Traffic Shaping
ore  Shared Shaper

oFF  Rewverse Shaper

orr  Per-IP Shaper

Logging Options
@™ Log Allowed Traffic
(@) Security Events
() All Sessions
Comments

@™ Enable this policy

internal - | &

= all -~ | g

Click to add... -

[ Al % |

wanl - | &

= all - | &

I always -

" Click to add... -

~ ACCEPT -

default

default

default

default

default

default

default

default

Click to set...

guarantee-100kbps

guarantee-100kbps

Click to set...

Write a comment 0/1023
OK Cancel o

Endpoint Management

2. Configure the policy as required. Select the source user(s) and source device types from the drop-down list.

3. Toggle Compliant with FortiClient Profile to ON. Users will be redirected (via a web browser) to a dedicated portal
where they can download the client. Once registered to the FortiGate, the FortiClient profile will be assigned.

\#

2N\ You can create policies for users and devices which will be captive portal exempt.
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When creating a device policy, if Device Management > Detect and Identify Devices
\ M . . T ; ) ; .
2N\ is not enabled on the incoming interface you will be prompted a confirmation dialog
box with the option to Enable Device Identification.

4. Select OK to save the rule.

After the FortiGate configuration has been completed, you can proceed with FortiClient configuration.
Configure your Windows PC on the corporate network with the default gateway set to the IP address of the

FortiGate.
FortiClient endpoint network topologies

The following FortiClient Profile topologies are supported:

1. Client is directly connected to FortiGate; either to a physical port, switch port or WiFi SSID.
This topology supports client registration, configuration sync, and FortiClient profile enforcement.

2. Client is connected to FortiGate, but is behind a router or NAT device.
This topology supports client registration and configuration sync.

3. Client is connected to FortiGate across a VPN connection.
This topology supports client registration, configuration sync, and FortiClient profile enforcement.

Network topologies

Internet E /j
;|

Configure FortiClient for Endpoint Management:

1. Download and install the FortiClient software.

Open a web browser from your workstation and attempt to open a web page, the web page will be directed to
the NAC Download Portal. Follow the instructions in the portal to download and install FortiClient.
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To allow users to download FortiClient, you must enable this setting in the SSL VPN
2N\ Portal on your FortiGate device. To enable this feature, go to VPN > SSL > Portals
and select Create New in the toolbar.

(-] -] Message Format: text/html Message Size: 4561/32768

F::RTINET <head>
<meta http-equiv="Content-Type" content="text/html; ck
<titler

Endpoint Security Regquired
</ritle>
<style type="text/css">

Endpoint Security Required Fonc-fami1y
. font-size:
@ The use of this security policy requires that the latest FortiClient Endpoint Security i : ,7:

software and antivirus signature package are installed.

Powered by FortiGuard

na, Arial, sans-serif:

-29%em;

margin:
Please make sure: 3}
div {

1. FortiClient is installed and running, giégiié:"é;
2. FortiClient is registered with FortiGate and currently in "online” status, and :u neader [
3. the "Disable configuration sync with FortiGate" option in FortiClient settings is k;;'c'kgm; r1(33IMAGE:logo v2 fnet$3) 0 O repeat
turned off. | medght: o
div.header
r1(2$IMAGE: logo_v2_fw_auth:%) 15px 1C

packgrow
Installing FortiClient requires that you have administrator privileges on your computer. 3

If you do not, please contact your network administrator to have FortiClient installed. diy.neader n2

r1($3IMAGE:logo_v2_fnetst) 0 -82px nc
Installation Instructions for Windows:

1. Click on the button below to download the FortiClient installer file.
2. Double-click the installer file and this will run a standard installation.
3. Follow the instructions on screen to install FortiClient. , padding: SOpx:
div.main {
padding: Spx;
margin-left: 195px:

& Download

h3 {
margin: 36px 0;
font-size: L6pt:

To configure NAC download portal endpoint control replacement messages, go to

\ M System > Config > Replacement Message. Select Extended View in the toolbar to
N display Endpoint Control replacement messages for Android, iOS, Mac, Windows,
and other.

2. Register FortiClient.

After FortiClient completes installation, FortiClient will automatically launch and search for a FortiGate
device for registration.

There are four ways that the FortiClient/FortiGate communication is initiated:

« FortiClient will attempt to connect to the default gateway IP address;

« FortiClient will attempt endpoint control registration over VPN (if configured on the FortiGate);
o FortiClient will attempt to connect to a remembered FortiGate;

o FortiClient will attempt to connect to a redundant FortiGate.

N\ Your personal computer’s default gateway IP address should be configured to be the
N IP address set in the FortiGate interface.

FortiClient will search for available FortiGate devices to complete registration. You can include the option to
prompt the user to enter the FortiClient registration key password. Select the Register to FortiGate button in
the FortiClient console to retry the search.
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Registering to FortiGate

172.472.172.104 (FGTGOCIG1100

Endpoint User:
Logged into Domain: MNIA
Hostname:

Remember thiz FortiGate

Accept Cancel

Configure endpoint management

q Last Scan: 01/05/2014

Scan Now ™

If FortiClient is unable to detect a FortiGate device, enter the IP address or URL of the device and select the
Goicon. When FortiClient locates the FortiGate, you will be prompted to confirm the registration. Select the
Accept button to complete registration. Upon successful registration, the FortiGate will send the FortiClient

profile configuration.

3. Deploy the FortiClient profile from the FortiGate device.

The FortiGate will deploy the FortiClient profile after registration is complete. This FortiClient profile will
permit traffic through the FortiGate. A system tray bubble message will be displayed once update is

complete.
Desktop
=
FortiClient % X

Configuration update was received from FortiGate.

Thursday
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The FortiClient console will display that it is successfully registered to the FortiGate. The FortiClient profile is
installed on FortiClient.

..-"""--'

- r e FEERTINET.
\  FortiClient =

3 ' tegistered to FortiGate FGTG0C3G1100 2172.172.104) A

AntiVirus

. . y
Real-time Protection Enabled -

A ) )
& Real-time Protection Enabled
EJ File Based Malware

B Malicious Websites

Web Filter & Phishing
. Protected by FortiGate
X ) Spam URLs

Y
Application Firewall K'f/' Status 4
Application Firewall Enabled
FRiisten FrEae e * Database is Up To Date
Last Update: 02/05/2014

Remote Access et
No VPN Connedied i 2 Threats Detected

= Scan on the 1st day of each month at 19:30

Vulnerability Scan

Detected: 1

q Last Scan: 01/05/2014 Scan Now ™

Deploy the FortiClient profile to clients over a VPN connection:

1. Inthe FortiClient console, select the Register to FortiGate button. Enter the IP address and port number (if
required) of the FortiGate’s internal interface and select the Goicon.

2. Configure an IPsec VPN connection from FortiClient to the management FortiGate. For more information on
configuring IPsec VPN see Create a new IPsec VPN connection on page 104.

3. Connect to the VPN.
4. You can now search for the FortiGate gateway. See Register FortiClient. on page 53 for more information.
5. Afterregistration, the client is able to receive the FortiClient profile.

When creating a new FortiClient VPN (IPsec) or SSL VPN tunnel configuration on your

N\ FortiGate device, you must enable Endpoint Registration. See the IPsec VPN for
N FortiOS and SSL VPN for FortiOS sections of the FortiOS Handbook for more inform-
ation.

Configuring endpoint registration over a VPN

FortiGate units can register FortiClient-equipped endpoints over either an interface-based IPsec VPN or a tunnel-
mode SSL VPN. After the user authenticates, the FortiGate unit sends the FortiClient application the IP address
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and port to be used for registration. If the user accepts the FortiGate invitation to register, registration proceeds
and the FortiClient profile is downloaded to the client.

Users without FortiClient Endpoint Security connecting to the SSL VPN through a browser can be redirected to a
captive portal to download and install the FortiClient software. The security policy must enable Compliant with
FortiClient Profile and disable Captive Portal Exempt.

Endpoint registration on an IPsec VPN
You can enable endpoint registration when you configure the FortiClient VPN or you can enable it on an existing

FortiClient VPN.

To enable endpoint registration while configuring the VPN:

Enable Allow Endpoint Registration on the Network page of the VPN Wizard when creating the FortiClient VPN.

To enable endpoint registration on an existing VPN:

1. Goto System > Network > Interfaces and edit the VPN's tunnel interface. The tunnel is a subinterface of the
physical network interface.

2. In Administrative Access, make sure that FCT-Access is enabled.

3. Select OK.

Endpoint registration on the SSL VPN

To enable endpoint registration on the SSL VPN:

1. Goto VPN > SSL > Portal.
Make sure Enable Tunnel Mode is enabled.

3. Optionally, enable Include FortiClient Download.
Users who access the VPN with a browser will be able to download FortiClient Endpoint Security for their
device.

4. Select Apply.

Remembered FortiGates

FortiClient v5.0.1 or later adds the option to remember up to 20 FortiGate devices when accepting the broadcast
registration message. FortiClient can remember and register to multiple FortiGate devices. This feature enables
users to move freely between office locations and register conveniently to each FortiGate device.

When prompted to enter a registration key, FortiClient can remember the registration password.
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Registering to FortiGate

172.172.172.104 (FGTEOC3G1100

Endpoint User:
Logged into Domain: MA
Hostname:

¢ Remember thiz FortiGate

Accept Cancel

!

Endpoint Management

Select the registration button in the console to view information for the current registered device including the IP

address, serial number, endpoint user, domain, and hostname.
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FeERTINET.
&
® {Online) ¢ close
AntiVirus o Rl 2 [—
Real-time Protection Enabled - Domain: Mig
g SM: FGTEOC3G1100
=] IP:A72A72172104
Web Filter g  Jnredister
—. Protected by FortiGate
@ e FGT-1000 {172.172.172.1)
- . 1 A B lis (172.172.172.110)
Application Firewall > st Hrarasarests |
Application Firewsll Enabled Show Remembered FortiGate

A W T P T e

Mo updates available

Remote Access o
Mo VPN Connected &% 2 Threats Detected

« Scan on the 1st day of each month at 18:30

Vulnerability Scan
Detected: 1 Q Last Scan: 01/05/2014 Scan Now ™

Forget a remembered FortiGate:

1. Inthe FortiClient console, click on the registered device name to display the registration dialog box.

2. Select Show Remembered FortiGate to show a list of FortiGate devices that FortiClient has previously registered
with.

3. Select the device that you would like to remove from the remembered FortiGates list and select the Forget link.

FGT-100D Forget
[

=

» When selecting to forget a FortiGate, FortiClient will not automatically register to the
>\ FortiGate when re-connecting to the network. When the FortiGate is detected, you will
be prompted to accept registration.
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Unregister from FortiGate:

1. Inthe FortiClient console, click on the registered device name to display the registration details.
The Registration dialog box appears.

P o T Grﬁq;
(Online) =l=E

, |l_l| Hostname:
Domain: M4
SMN: FGTE0C3G1100
IP:172172.172.104

Lnregister

FGT-100D (172.172.172.1)
FWF-60C (172.172.172.1186)

AuroraBorealis (172.172.172.110)

Show Remembered FordiGate

2. Select Unregisterin the registration dialog box. A confirmation dialog box is displayed.

Are you sure you want to unregister?

Yes MNo

3. Select Yes to unregister FortiClient from the FortiGate selected.

R When selecting to unregister from FortiGate, FortiClient will automatically register
9 with the FortiGate when re-connecting to the network. To prevent this behavior, you
= must select to Forget the device.

Roaming clients (multiple redundant gateways) example

The following figure illustrates three corporate FortiGate networks. Each FortiGate can reach each other over a
WAN network. FortiClient can only reach one FortiGate at a time. FortiClient may connect directly to the
FortiGate or through a NAT device.
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Roaming clients topology

Internet

172.20.51.19/24

77 4

If FortiClient connects through a NAT device to the FortiGate, do not enforce endpoint control compliance on the
FortiGate.

On each of the three FortiGate devices configure the following:

« Interface IP addresses

« FortiClient profile

« Device identification in the interface

o FortiClient profile in the applicable firewall policy
« Endpoint control synchronization

Endpoint control synchronization allows you to synchronize endpoint control for multiple FortiGate devices. To
enable endpoint control synchronization via the CLI enter the following commands on your FortiGate:

config endpoint-control forticlient-registration-sync
edit 1
set peer-ip 172.20.52.19
next
edit 2
set peer-ip 172.22.53.29
end
end
The IP addresses set for the peer-1ip field are the WAN IP addresses for each of the FortiGate devices in the
synchronization group.

You need to add the following XML configuration to FortiClient for this synchronization group. Modify the
configuration file to add the following:
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<forticlient configuration>
<endpoint control>
<!-- List of redundant FortiGates, since 5.0.2 -->
<fortigates>
<fortigate>
<name>Corporate Network</name>
<addresses>10.18.51.9;10.20.52.19;10.22.53.29</addresses>
</fortigate>
</fortigates>
</endpoint control>
</forticlient configuration>
The IP addresses are the internal IP addresses for each of the three FortiGates in the synchronization group.
FortiClient can reach any of these IPs, one at a time.

If the three FortiGate devices share the same DNS name, use the following XML configuration:

<forticlient configuration>
<endpoint control>
<!-- List of redundant FortiGates, since 5.0.2 -->
<fortigates>
<fortigate>
<name>Fortinet Americas</name>
<addresses>fct americas.fortinet.com</addresses>
</fortigate>
</fortigates>
</endpoint control>
</forticlient configuration>

The DNS server should return one reachable FortiGate |P address for the domain name used.

You will need to manually add FortiClient to the synchronization group when FortiClient initially registers with the
FortiGate. Once added, no further action is required.

On your FortiGate, use the following CLI command to list all registered FortiClient endpoints:

diagnose endpoint registration list registered-forticlients
FortiClient #1 (0):
UID = BE6B76C509DB4CF3A8CB942AED200000
vdom = root
status = registered
registering time = Fri May 2 15:00:07 2014
registration expiry time = none
source IP = 172.172.172.111
source MAC = b0O:ac:6£:70:e0:a0
user = user
host 0OS = Microsoft Windows 7 , 64-bit
restored registration = no
remote registration = yes
registration FGT = FGT60C3G11000000
Total number of licences: 10
Total number of granted licenses: 1
Total number of available licences: 9

The remote registration entryindicates whether this specific FortiClient is registered to this FortiGate, or
to another FortiGate within the synchronization group.

If any of the FortiGate devices require a password to complete registration, you can use the following XML
configuration to provide password information to FortiClient:

<forticlient configuration>
<endpoint control>
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<!-- List of redundant FortiGates, since 5.0.2 -->
<fortigates>
<fortigate>
<name>Corporate Network</name>
<addresses>10.18.51.9;10.20.52.19;10.22.53.29</addresses>
<registration password>uNbre@kable</registration password>
</fortigate>
</fortigates>
</endpoint control>
</forticlient configuration>

View FortiClient registration in the FortiGate GUI

You can view all registered FortiClient agents in the FortiGate GUI. Each new registration will be automatically
added to the device table. To view registered devices go to User & Devices > Device > Device Definitions. The
state for the new FortiClient registration is listed as registered. Alternatively, go to User & Device >Monitor >
FortiClient.

2 Create New |f Edit W Delete 9 Refresh Total Devices Tracked: 30 |~

@ Online [ 00:00:0f:44:1c:de Fortinet 05 172.172.172.110

@ Online ] 08:5b:0e:02:9e:3e Fortinet 05 172.172.172.1

@ Online E Windows 172.172.172.103

@ Online E Windows 7 / Windows 172.172.172.117

@ Online & Windows 7 / Windows 172.172.172.121

@ Online ﬂ DOCUMENTATION (4 interfaces) Windows / 7, 8 (x86) n ,172.172.172.114

@ Registered - Off-Net| W Hmp W Windows / 7 Service Pack 1 172.172.172.111

@ online Device Details / 12.2(25)SEE3

@ Online Device [ bs:ac:6f:71:e0:a7 ! Windows 172.172.172.209

@ Online os Windows / 7 Service Pack 1 it 0S 172.172.172.116

@ Online Hostname bws 172.172.172.118

© Online Username " Windows 172.172.172.143

@ Online 1P Address 172.172.172.111 ! Windows 172.172.172.122

Last Seen 15:11:43 (wanl)

@ Online FortiClient © registered - OFf-Net " Windows 172.172.172.146
Offline State 172.172.172.108
Offline o, 08:00:27:24:f0:b1 172.172.172.205
Offline [ bg:ac:6f:72:20:a6

< >

Configure the FortiGate IP address in FortiClient for registration

The FortiClient administrative user can specify a FortiGate |IP address for registration and client configuration
management. When an unregistered FortiClient starts up, FortiClient will list all reachable FortiGates for
endpoint control registration in the registration drop-down list. The list will include any FortiGate that sends
endpoint control broadcasts. Select the registration button in the FortiClient console to list discovered FortiGates.
Any IP address provided in the Settings page under the Registration element is included in the list.

To configure a FortiGate IP address in FortiClient, select the Register to FortiGate button in the FortiClient
console. Inthe Specify Address field, enter the IP address and port number (if required) of the FortiGate’s
internal interface, and select the Go icon.
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Configure FortiGate in FortiClient

M The FortiClient settings are locked, and cannot be modified after registration to a
9 FortiGate is completed. See Configuration lock on page 135 for information on con-
= figuring this feature.

FortiClient sl

2 is fully | by FortiClient

Antivirus adl R
Real-time Protection Enabled n\"'/ l
Web Security
N ‘Web Security Disabled
11921234 O

F Y
Application Firewall Q!'/' St
L Application Firewall Disabled
-y “Pisstion Frswsl s * Databaseis Up To Date

Last Update: 02/05/2014

Remote Access
RN
E Mo VPN Connecied &4 2 Threats Detected

« Scan on the 1st day of each month at 19:30

Mo FortiGate Awvailable

QOO

q Last Scan: 01/05/2014 Scan Now ™

Enable FortiClient endpoint registration key password (optional)

You can configure a registration key password for FortiClient endpoint registration. Upon registering to FortiGate,
the user will need to enter the registration key password before registration can be completed.

Enable registration key password requirement on registration:

1. On your FortiGate device, go to System > Config > Advanced.

2. Under FortiClient Endpoint Registration, select Enable Registration Key for FortiClient and enter a registration
key password.
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FortiClient Endpoint Registration

Enable Registration Key for FortiClient

Registration Key ||..l-...l-...l-...l...l

' Apply |

3. Select Apply to save the setting.

Alternatively, you can configure this via the CLI. On your FortiGate device, go to System > Dashboard >
Status. Enter the following the CLI command in the CL/ Console widget:

config endpoint-control settings
set forticlient-key-enforce enable
set forticlient-reg-key <password>
end

4. When FortiClient users attempt to register with FortiGate, they will receive the Registering to FortiGate dialog

box. The user will need to enter the registration key password you configured before they can register to
FortiGate.

Registering to FortiGate

\ | 172472472104 (FGTEOCIG1100_ . )

Endpuoint User:
Logged into Domain: MNIA

ﬁj Hostname:

Registration Key:

|:| Remember Registration Password

g Remember thiz FortiGate
Accept Cancel La0
— r,
q Last Scan: 01/05/2014 Scan Now ™
\‘ ! 'l
9 FortiClient users can select to remember the registration key password in this page.
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Display or hide the FortiClient profile details

You can select to display or hide the FortiClient profile details in the Registering to FortiGate page. When
disabled, the user will not be able to view the profile details prior to completing registration to FortiGate.

To display or hide the FortiClient profile details:

1. On your FortiGate device, go to System > Dashboard > Status.
2. Enter the following the CLI command in the CLI Console widget:

config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set view-profile-details {enable | disable}
end
end

Update FortiClient registration license on FortiGate

To update the FortiClient registration license on FortiGate, use the following CLI command:

execute FortiClient-NAC update-registration-license <license key/activation code>

Endpoint registration with Active Directory (AD) user groups

The user's AD domain name and group are both sent to the FortiGate during endpoint registration. Administrators
may configure the FortiGate to deploy endpoint and/or firewall profiles based on the end user's AD domain group.
This feature requires FortiClient v5.0.4 or later and FortiOS v5.0.3 or later.

The following steps are discussed in more details:

« Configure users and groups on your AD server on page 65

« Configure your FortiAuthenticator on page 65

« Configure your FortiGate on page 66

o Connect to the FortiGate using FortiClient endpoint on page 68
« Monitoring client registrations on page 68

Configure users and groups on your AD server

Create the user accounts and groups on the AD server. Groups may have any number of users. A user may
belong to more than one group at the same time.

Configure your FortiAuthenticator

Configure FortiAuthenticator to use the AD server that you created. For more information see the
FortiAuthenticator v3.0 Administration Guide.

Administration Guide 65
Fortinet Technologies Inc.



Endpoint Management Endpoint registration with Active Directory (AD) user groups

Configure your FortiGate

66

Configure FortiGate from the GUI as listed below.

Add the FortiAuthenticator or Fortinet Single Sign-On Agent (FSSO):

1.
2,

Go to User & Device > Authentication > Single Sign-On.
Select Create New in the toolbar. The New Single Sign-On Server window opens.

New Single Sign-On Server

Type ) Poll Active Directory Server @ Fortinet Single-Sign-On Agent () RADIUS Single-Sign-On Agent
Name
Primary Agent IP/Mame Password
Secondary Agent IP/Name Password More FS50 agents
LDAP Server Click to set... -
Apply & Refresh 0K | Cancel

In the type field, select Fortinet Single-Sign-On Agent.

Enter the information required for the agent. This includes the name, primary and secondary |P address and
password. Select an LDAP server in the drop-down list if applicable. Select More FSSO agents to add up to three
additional agents.

Select OK to save the agent configuration.

Create a user group:

Go to User & Device > User > User Groups.
Select Create New in the toolbar. The New User Group window opens.

New User Group

Name
Type (O Firewall ® Fortinet Single Sign-0On (FSS0) (U Guest | RADIUS Single Sign-On (RSS0)
Members Click to add... -

OK Cancel

In the type field, select Fortinet Single-Sign-On (FSSO).
Select members from the drop-down list.
Select OK to save the group configuration.

Configure the FortiClient profile:

1.
2,

Go to User & Device > FortiClient Profiles.
Select Create New in the toolbar. The New FortiClient Profile window opens.
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Endpoint Management

New FortiClient Profile

Profile Name | |
Comments Write a comment... $ | orass
Assign Profile To:
Device Groups Click to set...
User Groups £ FS50_Guest_Users *®
Users Click to set...
FortiClient Configuration Deployment
Windows and Mac
@ antivirus Protection
OrFF  Web Category Filtering default
OFF VPN
@ application Firewall block-p2p x
OFF | Endpoint Vulnerability Scan on Client
OFF | Upload Logs to FortiAnalyzer/FortiManager
OFF  Use FortiManager for client software/signature update
@™ Dashboard Banner
ios
OFF  Web Category Filtering default
OFF | Client VPN Provisioning
OFF _ Distribute Configuration Profile (.mobileconfig file)
Android
OFF | Web Category Filtering default
OFF  Client VPN Provisioning
| 4] 4 | | Cancel
3. Enter a profile name and optional comments.
4. Inthe User Groups drop-down list select the FSSO user group(s).
5. Configure FortiClient configuration deployment as required.
6. Select OK to save the new FortiClient profile.
For more information see Configure endpoint management on page 43.
N Create any number of FortiClient profiles with different groups and different settings.
9 The default profile will be assigned to users who register successfully but have no

matching FortiClient profile.
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Configure the firewall policy:

Configure the firewall policy as described in Configure endpoint management on page 43. Ensure that Compliant
with FortiClient Profile is selected in the policy.

Connect to the FortiGate using FortiClient endpoint

The Microsoft Windows system on which FortiClient is installed should join the domain of the AD server
configured earlier. Users may login with their domain user name.

Following this, FortiClient endpoint registrations will send the logged-in user's name and domain to the
FortiGate. The FortiGate will assign the appropriate profiles based on the configurations.

Monitoring client registrations

68

The following FortiOS CLI command lists information about registered clients. This includes domain-related
details for the client (if any).

diagnose endpoint record-list
Record #1:
IP Address = 172.172.172.111(1)
MAC Address = b0:ac:6f:70:e0:a0
Host MAC Address = b0:ac:6£f:70:e0:a0
MAC list = b0O0-ac-6f-70-e0-a0;
VDOM = root
Registration status: Forticlient installed but not registered
Online status: offline
DHCP on-net status: off-net
DHCP server: None
FCC connection handle: 6
FortiClient version: 5.1.29
AVDB version: 22.137
FortiClient app signature version: 3.0
FortiClient vulnerability scan engine version: 1.258
FortiClient feature version status: 0
FortiClient UID: BE6B76C509DB4CF3A8CB942AED2064A0 (0)
FortiClient config dirty: 1:1:1
FortiClient KA interval dirty: O
FortiClient Full KA interval dirty: O
FortiClient server config: d9f86534f03fbedl109676ee49f6cfc09::
FortiClient config: 1

FortiClient
FortiClient
FortiClient
FortiClient

i0S server mconf:

10S mconf:

i0S server ipsec vpn mconf:
i0S ipsec_vpn mconf:

Endpoint Profile: Documentation
Reg record pos: 0
Auth AD groups:

Auth group:
Auth user:
Host Name:

0S Version: Microsoft Windows 7 , 64-bit Service Pack 1 (build 7601)
Host Description: AT/AT COMPATIBLE

Domain:

Last Login User: FortiClient User Name

Host Model:

Studio 1558
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Host Manufacturer: Dell Inc.

CPU Model: Intel(R) Core(TM) i7 CPU Q 720 @ 1.60GHz

Memory Size: 6144

Installed features: 55

Enabled features: 21

online records: 0; offline records: 1

status -- none: 0; uninstalled: 0; unregistered: 1; registered: 0; blocked: 0
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FortiClient Antivirus

FortiClient v5.2 includes an antivirus module to scan system files, executable files, removable media, dynamic-
link library (DLL) files, and drivers. FortiClient will also scan for and remove rootkits. In FortiClient v5.2, File
Based Malware, Malicious Websites, Phishing, and Spam URL protection is part of the antivirus module.

f’--“'
. FEERTINET.
, Attention =
‘/' Real-time Protection against thre: d
! ]

@ AntiVirus ., Real-time Protection Disabled
\ Real-time Protection Disabled

File Based Malware

Malicious Websites

Web Security Phishing
28 Viclations

Spam URLs

£
Application Firewall L\Il"/' Status 4
s Application Firewall Disabled . Database is Up To Date

Last Update: 2014-08-14

E Remotﬁe ACCESS + 116 Threats Detected
Mo VPN Connected

+ Scan onthe 1st day of each month at 19:30

q Last Scan: 2014-08-07 Scan Now ™

Secure at home and away
Location-sensitive security features adjust as you move.

This section describes how to enable antivirus and configuration options.

Enable or disable antivirus

To enable FortiClient antivirus real-time protection, select the enable icon in the FortiClient console. To disable
FortiClient antivirus real-time protection, select the disable link beside Real-time Protection Enabled in the
FortiClient console.
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~‘9"' When FortiClient is registered to FortiGate for endpoint control, antivirus is enabled
= and disabled in the FortiClient Profile.

If you have another antivirus program installed on your system, FortiClient will prompt the following dialog box
warning that your system may lock up due to conflicts between different antivirus products.

Ay

~9' It is recommended to remove the conflicting antivirus product before installing FortiCli-
= ent or enabling the antivirus real-time protection feature.

Notifications

Select the notifications icon in the FortiClient console to view all notifications. When a virus has been detected,
the notifications icon will change from gray to yellow.

FEERTINET.

tern is fully protected by FortiClient

o Motifications close
AntiVirus {d E
N Mew Threst Detected .@ Antivirus: Malware:EICAR_TEST_FI... -

14/04/2014 1:14:27 PM

@ Antivirus: Malware EICAR_TEST_FI...
Web Security 14/04/2014 1:14:24 PM
A Web Security Disabled

1) .@ AntiVirus: Malware:EICAR_TEST_FI... B
= 14/04/2014 1:14:20 PM

p
Application Firewall @ View Al
L Application Firewall Disabled
-y “pplication Firewall Liss = Databaseis Up To Date

m

Last Update: 14/04/2014

Remote Access o
Mo VPN Connected &% 15 Threats Detected

= Scan on the 1st day of each month at 19:30

e

Q Last Scan: 140442014 Scan Now ™

Select View All in the drop-down Notifications window to view all event notifications. Event notifications include:

« AntiVirus events including scheduled scans and detected malware.

Endpoint Control events including configuration updates received from FortiGate.
WebFilter events including blocked web site access attempts.

System events including signature and engine updates and software upgrades.
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Time Source Alert
Recent Alerts |-
14/04/2014 31711 PM | AntiVirus Total files scanned 685684, infected 2. Total boot blocks scanned 4, infected 0.
140472014 31703 PM | Antirus Malware EICAR_TEST_FILE found in C:\Users\ ‘Applhata\LocakTemp\z
14/04/2014 31625 PN | AntVirus Malware:EICAR_TEST_FILE found in C:\Users' ‘Applata\LocakTempit.
14/04/2014 22425 PN | AntiVirus Malware EICAR_TEST_FILE in c\usersh ‘appdatatlocaMempivuurosys.
140472014 21535 PM | Antirus Malware EICAR_TEST_FILE in cusersy appdatatlocahtemplgssandm. | =
Older Alerts
140472014 11427 PM | AntiVirus Malware EICAR_TEST_FILE in cusersy \appdatallocaltemplojhgbwe .
14/04/2014 1:14:24 PN | AntiVirus Malware EICAR_TEST_FILE in c\usersy ‘\appdatallocahtemp\Smeiofol.
14/04/2014 1:14:20 PM | AntiVirus Mahware EICAR_TEST_FILE in c\usersy \appdatatlocaMemp\p2yspxkz,
140472014 11412 PM | AntiVirus Malware EICAR_TEST_FILE in cusersy ‘appdatatlocalhtempildy1mtdm. —
14042014 11355 PM | AntiVirus Total files scanned 9444, infected 0. Total boot blocks scanned 0, infected 0.

14/04/2014 12:459:11 PM | EndPeint Control | Configuration update was received from FortiGate
14042014 12:47:59 PM | EndPoint Control | Configuration update was received from FortiGate

14/04:2014 11:43:25 AM| EndPeint Control | Configuration update was received from FortiGate

140472014 11.34.31 AM| AntVirus Malware EICAR_TEST_FILE in cusers! ‘\appdatallocaltemplzmggbcxe

14/04/2014 11:34:30 AM| AntiVirus Malware:EICAR_TEST_FILE in clusers) \appdatallocahtempivcBeomg?2

14/04/2014 11:01:02 AN | AntiVirus Total files scanned 15, infected 0. Total boot blocks scanned 4, infected 0.

14042014 11:00:30 AM| AntiVirus Malware EICAR_TEST_FILE in cusersy \appdataliocahtempl] po0Zygl _
Close Clear

Select the Threat Detected link to view quarantined files, site violations, and real-time protection events.

Scan now

To perform on-demand antivirus scanning, select the Scan Now button in the FortiClient console. Use the drop-
menu to select Custom Scan, Full Scan, Quick Scan, or Removable media Scan. The console displays the
date of the last scan to the left of the button.

« Custom Scan runs the rootkit detection engine to detect and remove rootkits. Custom Scan allows you to select a
specific file folder on your local hard disk drive (HDD) to scan for threats.

 Full Scanruns the rootkit detection engine to detect and remove rootkits. Full Scan then performs a full system
scan including all files, executable files, DLLs, and drivers for threats.

« Quick System Scan runs the rootkit detection engine to detect and remove rootkits. Quick System Scan only
scans executable files, DLLs, drivers that are currently running for threats.

« Removable media Scan runs the rootkit detection engine to detect and remove rootkits. Removed media Scan
scans all connected removable media such as USB drives.
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.f"’ “ N
|| FortiClient ol
/" ystemn is fully protected by FortiClient
' 0

Antivirus o/ Real-time Protection Enabled mistie
Real-time Protection Enabled

EJ File Based Malware
EJ Malicious Websites

Web Security & Phishing
3 Vioclations

EJ Spam URLs

m
Application Firewall @ Status &
e Application Firewall Disabled

= Database is Up To Date

Last Update: 2014-03-14

Remote Access
E Mo VPN Connected 121 Threats Detected Custom Scan

) » Scan on the 1st day of e Full Scan
Quick Scan

Remowvable media Scan

Q Last Scan: 2014-03-07 Scan Now ™

Discover FortiClient Features f ‘ ~ Watch Now |

Scan a file or folder on your workstation

To perform a virus scan a specific file or folder on your workstation, right-click the file or folder and select Scan
with FortiClient AntiVirus from the menu.

Submit a file for analysis

You can select to send up to 5 files a day to FortiGuard for analysis. To submit a file, right-click a file or
executable and select Submit for analysis from the menu. A dialog box will be displayed which allows you to see
the number of files you have submitted. Confirm the file location of the file you want to submit and select the

Submit button.
R You do not receive feedback for files submitted for analysis. The FortiGuard team is
9 able to create signatures for any files which are submitted for analysis and determined
= to be malicious.
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View FortiClient engine and signature versions

To view the current FortiClient version, engine, and signature information, select Help in the toolbar, and select
About in the drop-down menu. Hover the mouse over the status field to see the date and time that FortiClient last
updated the selected item.

When FortiClient is registered to FortiGate for endpoint control, you can select to use
R a FortiManager device for client software and signature updates. When configuring
9 the FortiClient profile, select Use FortiManager for client software/signature updates
= to enable the feature and enter the IP address of your FortiManager device. You can
select to failover to FDN when FortiManager is not available.

(  FortiClient

5.2.0.0603 (latest version) Copyright Information

Serial: FCTE8003158752145

uinz: 74BR634D14734ECHAAD3D560B5E9B7 32
Engine Status Version
AntiVirus: (¥ Jp-to-date 5.00152
Anti-Rootkit: (¥ Up-to-date 2.00048
Application: Disabled 3.00038
Signatures Status Version
AntiVirus: (¥ p-to-date 22 00652
AntiVirus Extended: (¥ Up-to-date 2200649
AntiVirus Extreme: (¥ p-to-date 2200649
Anti-Rootkit: ' Up-to-date ~ 2014-07-08 2:21:21 PM1 00622
Application: Disabled 4 00536

Close

Repackage & Customize your Client Installation

Schedule antivirus scanning

Select the settings icon beside Status in the FortiClient console to open the antivirus settings page. To schedule
antivirus scanning, select the Scheduled Scan tab in the left pane.
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yCneauled »Ca

Exclusion List

Antivirus

Schedule Type |ru1nnthlyr V|

Scan On |15t V|

Start 19 W30 > HHmMm)
Scan Type |F|_|II system scan V|

[ | Disable Scheduled Scan

OK Cancel

Repackage & Customize your Client Installation

Configure the following settings:

Schedule Type

Scan On

Start

Administration Guide
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Select Daily, Weekly or Monthly in the drop-down list.
For Weekly scheduled scan, select the day of the week in the drop-down
list. For Monthly scheduled scan, select the day of the month in the drop-

down list.

Select the start time in the drop-down lists. The time format is represented
in hours and minutes, 24-hour clock.
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Scan Type Select the scan type:

« Custom Scan runs the rootkit detection engine to detect and
remove rootkits. Custom Scan allows you to select a specific file
folder on your local hard disk drive (HDD) to scan for threats.

« Full Scan runs the rootkit detection engine to detect and remove
rootkits. Full Scan then performs a full system scan including all
files, executable files, DLLs, and drivers for threats.

« Quick System Scan runs the rootkit detection engine to detect and
remove rootkits. Quick System Scan only scans executable files,
DLLs, drivers that are currently running for threats.

You can schedule a removable media scan. A full scan will scan removable
media.

Disable Scheduled Scan Select to disable scheduled scan.

Select OK to save the setting and return to the main FortiClient console page.

\ M If you configure monthly scans to occur on the 31st of each month, the scan will occur
N on the first day of the month for those months with less than 31 days.

Add files/folders to an exclusion list

Select the settings icon beside Status in the FortiClient console to open the antivirus settings page. To create an
exclusion list, select the Exclusion List tab in the left pane. To add files/folders to the antivirus exclusion list,
select Exclusion List in the content pane. Select the add icon and then select Add file or Add folder from the
drop-down list. Any files or folders in this exclusion list will not be scanned. Select the minus icon to remove files
or folders from the list.
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Scheduled Scan l R——
Add file

— i

OK Cancel

Repackage & Customize your Client Installation

Select OK to save the setting and return to the FortiClient console page.

View quarantined threats

To view quarantined threats, select the Threats Detected link in the FortiClient console, and select Quarantined
Files in the left tree menu. In this page you can view, restore, or delete the quarantined file. You can also view
the original file location, the virus name, submit the suspicious file to FortiGuard, and view logs.
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File Name Date Quarantined c
 CCleaner TSV2AD130.exe 20140710 10:03:11
Site Violations _gnaiybt.tar.part 2014/08M2 13:42:21
Details

File Name  CCleaner_T3SV2ZAOQ130 exe
Original Location Cillsers) \Downloads
Quarantined  2014/0710 10:03:11
Submitted Submitted
Status  CQuarantined
Virus Name Riskware/Toolbar Conduit
Quarantined File Name = QuarantFiledd747dad 5919387

Fealtime Protection events(86)

Logs Submit Restore Delete Close

Secure at home and away
Location-sensitive security features adjust as you move.

This page displays the following:

File Name The name of the file.

Date Quarantined The date and time that the file was quarantined by FortiClient.
Refresh Select to refresh the quarantined files list.

Details Select a file from the list to view detailed information including the file

name, original location, date and time that the virus was quarantined, the
submitted status, status, virus name, and quarantined file name.

Logs Select to view FortiClient log data.
Refresh Select to refresh the list.
Submit Select to submit the quarantined file to FortiGuard. Press and hold the con-

trol key to submit multiple entries.
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Restore Select to restore the quarantined file. A confirmation dialog box will be dis-
played. You can select Yes to add this file/folder to the exclusion list, No to
restore the file, or Cancel to exit the operation. Press and hold the control
key to restore multiple entries.

Delete Select to delete the quarantined file. A confirmation dialog box will be dis-
played, select Yes to continue. Press and hold the control key to delete
multiple entries.

Close Select to close the page and return to the FortiClient console.

View site violations

To view site violations, select the Threats Detected link in the FortiClient console, and select Site Violations in
the left tree menu. In this page you can view site violations and submit sits to be re-categorized.

Website Time c

Guarantined Files

chaussureclouboutinmagasin.com 2014-08-14 3:03:35 PM A
www.goedkopedeals.nl 2014-08-14 3:03:.26 PM
504dcoftpizbydjzes13k2384 hop.clickba... | 2014-08-14 3:03:16 PM
19fab6t7poj3a1kd190edkiwtt hop.clickba... | 2014-08-14 3:03:05 PM

WWWw.rexswain.com 2014-08-14 2:34:27 PM
cm.adgri.com 2014-08-14 9:19:21 AM
p.adsymptotic.com 2014-08-14 9:19:21 AM
ib.adnxs.com 2014-08-14 2:19:19 AM
magnetic.t.domdex.com 2014-08-14 9:19:18 AM
d5p.del1¥a.com 2014-08-12 5:21:52 PM
n.us1.dyntrk.com 2014-08-12 52152 FPM w
tranle nunvinmende roe QN4 ND 47 5-94-57 O
Details

Website  chaussureclouboutinmagasin.com
Category Zpam URLs
Time  2014-08-14 30335 PM
User
Status  Blocked

Fealtime Protection events(86) | — —
r

Discover FortiClient Features | Watch Now |

This page displays the following:
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Website

Time

Refresh

Details

FortiClient Antivirus

Displays the name of the website.

Displays the date and time of the site violation.

Select to refresh the site violation list.

View alerts dialog box

80

Select an entry in the list to view site violation details including
the website name, category, date and time, user name, and
status.

Select the category link to request to have the site category re-
evaluated.

When FortiClient antivirus detects a virus while attempting to download a file via a web-browser, you will receive
a warning dialog message.

. . Process:
@ [tem:
WirLs:

Statuz;

Cloze

C:%Program Files [«8

o hLIgErsh, ihappdatatlocalhtermphgzzandmm. bkt part

EICAR_TEST_FILE

[uarantined

Do not show me thiz alert for 1 hour

# Wiew recently detected virug(es)

B]%Mozilla Firefoxfirefox. exe

Wirus Name [tem Location  Status Last Seen o
EICAR_TEST_FILE  cihugoeetels — Musessbioed — bdew fee 1402519 2014 |
EICAR_TEST_FILE chus Delete 51:00 2014
EICAR_TEST_FILE :hus Quarantine ]DEE 2014
EICAR_TEST_FILE  c:hws 34:28 2014
Restore i

EICAR_TEST_FILE  c:hus _ N _ 34:30 2014
EICAR_TEST_FILE ctwg  cubmitSuspicious File 14112014 =
EICAR_TEST_FILE chwis Submit as False Positive 14192014
EICAR_TEST_FILE  c:hws Add to Exclusion List 14:23 2014
EICAR_TEST_FILE  c:hws Oben File Locati 14:25 2014
EICA&R_TEST_FILE s pen File Location 15:34 2014 =

| Clear Al |

Quarantine

Select View recently detected virus(es) to collapse the virus list. Select a file in the list and right-click to access

the context menu.
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Delete Select to delete a quarantined or restored file.

Quarantine Select to quarantine a restored file.

Restore Select to restore a quarantined file.

Submit Suspicious File Select to submit a file to FortiGuard as a suspicious file.

Submit as False Positive Select to submit a quarantined file to FortiGuard as a false positive.

Add to Exclusion List Select to add a restored file to the exclusion list. Any files in the exclusion

list will not be scanned.

Open File Location Select to open the file location on your workstation.

When Alert when viruses are detected under AntiVirus Options is not selected, you
will not receive the virus alert dialog box when attempting to download a virus in a web
browser.

Real-time Protection events

When an antivirus real-time protection event has occurred you can select to view these events in the FortiClient
console. Select AntiVirus > Threats Detected and select Real-time Protection events in the left pane. The
realtime scan.log will openin the default viewer.

Example log output:

Realtime scan result:

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar.com

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar.com. txt

time: 03/18/14 10:46:07, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicarcom?2.zip

time: 03/18/14 10:46:08, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\desktop\eicar com.zip

time: 03/18/14 10:46:39, virus found: EICAR TEST FILE, action: Quarantined,
c:\users\user\appdata\local\temp\3g bl8y9.com.part

time: 03/18/14 10:48:13, virus found: EfCAR_TEST_FILE, action: Quarantined,
c:\users\user\appdatal\local\temp\xntwh8qgl.zip.part

Antivirus logging

To configure antivirus logging, select File in the toolbar and Settings in the drop-down menu. Select Logging to
view the drop-down menu.
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* Logging
Enable logging for these features: [+]ven [+] Antivirus
[] Web Security [+] Update
Log Level Infarmatian V|
Log file Export logs Clear logs
Configure the following settings:
Enable logging for these Select antivirus to enable logging for this feature.
features
Log Level Select the level of logging:
« Emergency: The system becomes unstable.
« Alert: Immediate action is required.
« Critical: Functionality is affected.
« Error: An error condition exists and functionality could be affected.
« Warning: Functionality could be affected.
« Notice: Information about normal events.
o Information: General information about system operations.
o Debug: Debug FortiClient.
Log file
Export logs Select to export logs to your local hard disk drive (HDD) in . 1og format.
Clear logs Select to clear all logs. You will be presented a confirmation window, select

Yes to proceed.

Antivirus options

To configure antivirus options, select File in the toolbar, and Settings in the drop-down menu. Select AntiVirus
Options to view the drop-down menu. In this menu you can configure options outlined in the following figure and
table.

* AntiVirus Options
Grayware options
[+] Adware [+] Riskware
[+] Adwvanced heuristics
[+] alert when viruses are detected
[/] Pauze background =canning on battery power

Enable FortiGuard Analytics

Configure the following settings:
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Antivirus Options

Grayware Options Grayware is an umbrella term applied to a wide range of malicious applic-
ations such as spyware, adware and key loggers that are often secretly
installed on a user's computer to track and/or report certain information
back to an external source without the user's permission or knowledge.

Adware Select to enable adware detection and quarantine during the antivirus
scan.
Riskware Select to enable riskware detection and quarantine during the antivirus
scan.
Advanced heuristics Select to enable enhanced antivirus heuristics.
Alert when viruses are Select to have FortiClient provide a notification alert when a threat is detec-
detected ted on your personal computer. When Alert when viruses are detected

under AntiVirus Options is not selected, you will not receive the virus alert
dialog box when attempting to download a virus in a web browser.

Pause background scan- Select to pause background scanning when your personal computer is oper-
ning on battery power ating on battery power.

Enable FortiGuard Ana- Select to automatically send suspicious files to the FortiGuard Network for
lytics analysis.

When registered to FortiGate, you can select to enable or disable FortiClient Antivirus Protection in the
FortiClient Profile.

Endpoint control

When FortiClient is registered to FortiGate for endpoint control, FortiClient receives configuration and settings
via the FortiClient Profile configured on the FortiGate device.

To enable Antivirus Protection in the FortiClient Profile:

1. Loginto your FortiGate.
2. Inthe left tree menu, select User & Device > FortiClient Profiles.

3. Inthe right pane, in the Edit FortiClient Profile page, in the FortiClient Configuration Deployment section, toggle
the AntiVirus Protection button to ON.
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Endpoint control

Edit FortiClient Profile default

ios

Comments

o |

Profile Name default

Write a comment... /255

FortiClient Configuration Deployment

Windows and Mac

T AntiVirus Protection

Web Category Filtering default
VPN
Application Firewall block-p2p

Endpoint Vulnerability Scan on Client

Upload Logs to FortiAnalyzer/FortiManager

Use FortiManager for client software/signature update
Dashboard Banner

Client-based Logging when On-Net

Web Category Filtering default
Client VPN Provisioning
Distribute Configuration Profile (.mobileconfig file)

Web Category Filtering default
Client VPN Provisioning

Apply

4. Select Apply to save the profile.

The FortiGate will send the FortiClient Profile configuration update to registered clients.

FortiClient XX

Configuration update was received from FortiGate.
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Monday

17/03/2014
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Web Security/Web Filter allows you to block, allow, warn, and monitor web traffic based on URL category or
custom URL filters. URL categorization is handled by the FortiGuard Distribution Network (FDN). You can create
a custom URL filter exclusion list which overrides the FDN category.

When FortiClient is not registered to FortiGate, you can enable or disable the Web Security feature. You can
define what sites are allowed, blocked, or monitored and view violations.

Enable/Disable Web Security

To enable or disable FortiClient Web Security/Web Filtering, toggle the [Enable/Disable] link in the FortiClient
console. Web Security is enabled by default.

FEERTINET.

o

- -
LT 4/~ Web Security Enabled pissbie:

Real-time Protection Enabled

1 4z, 3 Violations {In the Last 7 Days)

1 () Potentially Liable
Application Firewall Adult/Mature Content
Application Firewall Disabled a Bandwidth Cnnsuming

A @ General Interest - Personal

@ General Interest - Business
Remote Access a Unrated

Mo VPN Connected

Web Security
2 Viclations
_j Protection by Site Category £
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Enable/Disable

Violations (In the Last 7
Days)

Settings

Web Security profile

Web Security profile

Select to enable or disable Web Security.

Select to view Web Security log entries of the violations that have occurred
in the last 7 days.

Select to configure the Web Security profile, exclusion list, settings, and
view violations.

You can configure a Web Security profile to allow, block, warn, or monitor web traffic based on website category
and sub-category. Select the settings icon and select the site category. Left-click the action icon and select the
action in the menu for each category or sub-category.

File Help

Site Cateqgories

allow K .
do
warn wrest - Business
monitor

rest - Personal

@ Potentially Liable

ElUnrated

Exclusion List

Settings

Logs

Allow

Block

86

Sex Education
Sports Hunbng and War---
Tobacooo

&  Aborbon

© Advocacy Orgal allow
&  Aloohol

&  Altemative Beli block
5  Dating warn
® Gambling maonitor
&  Lingene and Swimsuit
& Manjuana

& Mudty and Risque

& Other Aduk Materials
&  Pomography

o

o

o

Weapons (Sales)

0OK Cancel

Set the category or sub-category to Allow to allow access.

Set the category or sub-category to Block to block access. The user will
receive a Web Page Blocked message in the web browser.
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Warn Set the category or sub-category to Wam to block access. The user will
receive a Web Page Blocked message in the web browser. The user can
select to proceed or go back to the previous web page.

Monitor Set the category or sub-category to Monitorto allow access. The site will be
logged.
M You can select to enable or disable Site Categories in the Web Security settings
N page. When site categories are disabled, FortiClient is protected by the exclusion list.

Web Security exclusion list

Select the settings icon and select Exclusion List from the menu. You can add websites to the exclusion list and
set the permission to allow, block, monitor, or exempt. Use the add icon to add URLSs to the exclusion list. If the
website is part of a blocked category, an allow permission in the Exclusion List would allow the user to access the
specific URL.

~‘9"' For more information on URL formats, type, and action, see the FortiOS Handbook
= available in the Fortinet Document Library.

The following dialog box shows an example Web Security exclusion list.
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Web Security/Web Filter

Site Categories

@ AdultMature Content
@ Bandwidth Consuming
@ General Inte g=e

@ General Inte

@ Potentially Li

A Unrated

Settings

Violations

Configure the following settings:

Profile

Exclusion List

URL

Type

Actions

88

Web Security exclusion list

[Pennission URL + -
(] 172.172.172.104
ﬂ www.facebook. com
{S} www. fortinet.com

J ﬁ www.thehun.com

Edit Web Security Exclusion

URL: |W.thehun.cnm |

Type: |Simp|e V|
Action: v
0K Cancel
OK Cancel

Select to allow, block, warn or monitor traffic by category or sub-category.

Select to exclude URLs that are explicitly blocked or allowed. Use the add
icon to add URLs and the delete icon to delete URLs from the list. Select a
URL and select the edit icon to edit the selection.

Enter a URL or IP address.

Select one of the following pattern types from the drop-down list:
« Simple

« Wildcard
« Regular Expression

Select one of the following actions from the drop-down list:

« Block: Block access to the web site regardless of the URL category
or sub-category action.

« Allow: Allow access to the web site regardless of the URL category
or sub-category action.

o Monitor: Allow access to the web site regardless of the URL
category or sub-category action. A log message will be generated
each time a matching traffic session is established.
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Web Security settings

To configure Web Security settings, select the settings icon and select Settings from the menu.

File Help

Site Categories Enable Site Categories

+| Enable Safe Search
@ AdultMature Content

Search Engine Safe Search (Bing, Yandex)
@ Bandwidth Consuming

[ 1¥ouTube Education Filter

[+]Log all URLs

& General Interest - Business

@ General Interest - Personal
@ Potentially Liable

LInrated

Exclusion List

Violations

0K Cancel

Configure the following settings:

Enable Site Categories Select to enable Site Categories. When site categories are disabled,
FortiClient is protected by the exclusion list.

Enable Safe Search Select to enable Safe Search.
Search Engine Safe Search  Select to enable search engine Safe Search for Bing and Yandex.

YouTube Education Filter Select to enable the YouTube educational filter and enter your filter code.
The filter blocks non-educational content as per your YouTube filter code.

Log all URLs Select to log all URLs.

See http://support.google.com/youtube/bin/answer.py?hi=en&answer=2592715 for more information on
YouTube for schools and the education filter.
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Web Security/Web Filter

View violations

To view Web Security violations, select the settings icon and select Violations from the menu.

Web Security logs

File Help

Site Categories

() AdultMature Content

{) Bandwidth Consuming

() General Interest - Business
{) General Interest - Personal
) Potentially Liable

& Unrated

Exclusion List

Settings

Website
Category
Time

User

Web Filter

90

[ Website
www. corporate. be.ca
s0.wp.com
log. pinterest. com
p.skimresources. net
passets. pinterest.com
52.Wp.com
widgets. pinterest. com

pagead?. googlesynd...

resources.infolinks.com
stats.word press.com
widgets.digg.com
waw. reddit.com
stats.g.doubleclick. net
ca.thecolomun.com
172.172.172.148:2889
eac.schwab.com

auth.gfx.ms

Category
Job Search
Personal Websites...
Perscnal Websites. .
Meaningless Content
Personal Websites. ..
Perscnal Websites. ..
Personal Websites. ..
Advertising
Advertising
Personal Websites...
Mews and Media
Newsgroups and M...
Adwvertising
Sports
Oynamic Content
Brokerage and Trad...

Meaningless Content

Clear

The website name or |IP address.

The website sub-category.

Time
O8/05/2014 2:13:57 PM
08/05/2014 2:13:55 PM
O8/05/2014 2:13:53 PM
O6/05/2014 2:13:53 PM
06/05/2014 2:13:52 PM
06/05/2014 2:13:52 PM
08/05/2014 2:12:52 PM
O6/05/2014 2:13:49 PM
O8/05/2014 2:13:458 PM
06/05/2014 2:12:49 PM
OE/05/2014 2:13:49 PM
06/05/2014 2:13:49 PM
OE/05/2014 2:13:43 PM
08/05/2014 2:13:15 PM
O8/05/2014 2:08:37 PM
O8/05/2014 2:03:32 PM

08052014 1:53:23 FM

Close

The date and time that the website was accessed.

View violations

User

»

m

A

The name of the user generating the traffic. Hover the mouse cursor over
the column to view the complete entry in the pop-up bubble message.

When FortiClient is registered to a FortiGate, the Web Security module will reflect Web Filter.
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FEERTINET.

red to FortiGate NPI-Documentation (172.172.172.104)
-

I S
AntiVirus n‘\:'/ Web Filter Enabled

Real-time Protection Enabled

L Ja) 4 Violations {In the Last 7 Days)

Web Filter
4 Viclations .
Y Web Filter Profile
1 © Potentially Liable
Application Firewall {) Adult/Mature Content
T Applications Blodked E! Bandwidth Consuming

A @ General Interest - Personal

A} General Interest - Business
REemote Access ® Unrated

Mo VPN Connected
Show all..

Vulnerability Scan
Detected: 1

You can disable Web Category Filtering in FortiClient from the FortiGate FortiClient
~‘9"* profile. You can also select to enable or disable Web Filtering when the FortiClient
= device is On-Net. When FortiGuard Categories is disabled, FortiClient will be pro-
tected by the Exclusion List configured in the URL in the FortiClient profile.

The FortiClient Endpoint Control feature enables the site administrator to distribute a Web Filtering profile from a
FortiGate device. The overall process is as follows:

o Create a Web Filter profile on the FortiGate

« Add the Web Filter profile to the FortiClient Profile on the FortiGate

Step 1: Create a Web Filter Profile on the FortiGate

Use the following steps to create a custom Web Filter profile on the FortiGate GUI:

1. Go to Security Profiles > Web Filter.
2. To create a new profile, click the create new icon in the toolbar. The New Web Filter Profile page opens.
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92

Web Filter

Edit Web Filter Profile MPI-Documentation . RS A

Name MPI-Documentation

Comments Write a2 comment... Q2sE

Inspection Mode -:Ej- Proxy .::::. Flow-based -:::j- DMNS
FortiGuard Categories

T Show @ all *

+ Local Categories

4 Potentially L™

v @ llow
&) Adult/Mature @ Black
& Bandwidth Cd & Monitoer

i Security Risk : Warning.
- @ Authenticate
4 General Interesc=rersorma

@ General Interest - Business
- @ Unrated

w [

Quota on Categories with Moniter, Warning and Authenticate
Actions

|:| Allow Blocked Override

Search Engines

Enable Safe Search
Search Engine Safe Search - Google, Yahoo!, Bing, Yandex
|:| YouTube Education Filter

|:| Log All Search Keywords

Static URL Filter
[] Block 1nvalid URLs

Enable URL Filter

& Create Mew

Type | Action | status |

wwi.facebook.com Simple Allow Enable

Web Content Filter
Rating Options
D Allow Websites When a Rating Error Occurs
[] rate URLs by Domain and IP Address
[] Block HTTP Redirects by Rating

D Rate Images by URL (Blocked images will be replaced with blanks)

Proxy Options

Restrict Google Account Usage to Specific Domains
Web Resume Download Block

Provide Details for Blocked HTTP 4 and S« Errors
HTTP POST Action Comfort

Remowve Java Applet Filter

Remove ActiveX Filter

OOOoOoOoon

Remaove Cookie Filter

Apply

3. Configure the following settings:

Name Enter a name for the Web Filter profile.
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Comments Enter a description in the comments field. (optional)

Inspection Mode This setting is not applicable to FortiClient.

FortiGuard Categories Select category and sub-category actions.

« InFortiClient 5.2.6, the Security Risk category is part of the
AntiVirus module. The Local Categories category is not applicable
to FortiClient. The Authenticate and Disable actions are not
applicable to FortiClient.

« When FortiGuard Categories is disabled, FortiClient will be
protected by the Exclusion List configured in the URL in the

FortiClient profile.
Quota on Categories ... This setting is not applicable to FortiClient.
Allow Blocked Override This setting is not applicable to FortiClient.

Search Engines

Enable Safe
Search

Search Engine
Safe Search

YouTube
Education Filter

Log All Search
Keywords

Static URL Filter

Block Invalid
URLs

Enable URL Filter

Web Content
Filter

Select to enable Safe Search.

Select to enable search engine Safe Search for Bing and Yandex. Search
engine safe search for Google and Yahoo! is currently not supported.

Select to enable the YouTube educational filter and enter your filter code.
The filter blocks non-educational content as per your YouTube filter code.

This setting is not applicable to FortiClient.

This setting is not applicable to FortiClient.

Select to enable URL filter. Select Create New to add a URL to the list. For
Type, select one of Simple, Reg. Expression, or Wildcard. For Action,
select one of Exempt, Block, Allow, or Monitor. For Status, select either
Enable or Disable.

FortiClient does not support the Exempt action. Any URLs in the URL filter
with an exempt action will be added to the FortiClient Exclusion List with an
allow action.

This setting is not applicable to FortiClient.

Rating Options These settings are not applicable to FortiClient.

Proxy Options These settings are not applicable to FortiClient.

4. Select OK to save the profile.
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~‘9"' If the FortiGate device is not licensed, you will receive an dialog box advising that
= traffic may be blocked if this option is enabled.

Step 2: Add the Web Filter profile to the FortiClient Profile

1. Goto User & Device > FortiClient Profiles.
2. Select the FortiClient Profile and select Edit in the toolbar. The Edit FortiClient Profile page is displayed.
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Web Filter Web Security/Web Filter

Edit FortiClient Profile default a0 BEE R

Profile Name default

Comments Write a comment... 0/255
FortiClient Configuration Deployment

Windows and Mac

T AntiVirus Protection

T Web Category Filtering default ®
] Client Web Filtering when On-Met
L on A

[] Client VPN Provisioning
@™ Application Firewall black-p2p ®
@™ Endpoint Vulnerability Scan on Client

Schedule Scan Type: ) Daily ) Weekly @ Monthly

Initiate Scan After Client Registration
@™ Upload Logs to FortiAnalyzer/FortiManager

(® Same as System 4.32.2.1
") Specify
Schedule: i) Hourly ® Daily

@™ Use FortiManager for client software/signature update
(® Same as System 10.6.30.240
") Specify
Failover to FDN when FortiManager is not available

@™ Dashboard Banner
@™ Client-based Logging when On-Net

ios

orr | Web Category Filtering default

orr  Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)
Android

orr | Web Category Filtering default

orr  Client VPN Provisioning

Apply v

3. Toggle the Web Category Filtering button to ON and select the Web Filter profile from the drop-down list.
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4. Optionally, select to enable Client Web Filtering when On-Net.
5. Select Apply to save the profile.

The FortiGate will send the FortiClient Profile configuration update to registered clients.

FortiClient R? X

Configuration update was received from FortiGate,

The Web Filtering module is now available in FortiClient.

The following dialog box illustrates web filter profile settings received by the FortiGate endpoint control
profile.

Registering to FortiGate

172.172.172.104 (HPIl-Documentation)

FORTERT

Potentially Liable - Allow
AdultMature Content - Allow
Bandwidth Consuming - Allow
Security Risk - Allow

General Interest - Personal - Allow
General Interest - Business - Allow
Unrated - Monitor

Safe Search - On

YouTube Education Filter - COff

Anf\irus +  App.Firewalls  VebFiter o/ Vulnerabiity Scan + VPN D

Back
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Application Firewall

FortiClient can recognize the traffic generated by a large number of applications. You can create rules to block or
allow this traffic per category, or application.

Mo In FortiClient v5.2 this feature is disabled by default and the tab is hidden for stan-
9 dalone clients. For uses who are registered to a FortiGate using endpoint control, the
= FortiGate administer may choose to enable this feature.

For more information on configuring application control security profiles, see the
}{‘ FortiOS Handbook - The Complete Guide to FortiOS available in the Fortinet Docu-
ment Library.

In FortiClient v5.2, the application firewall feature is enabled in the FortiClient Profile. The profile includes
application firewall configuration.

The FortiClient Endpoint Control feature enables the site administrator to distribute an Application Control sensor
from a FortiGate device. The process is as follows:

« Create an Application Sensor and Application Filter on the FortiGate
« Add the Application Sensor to the FortiClient Profile on the FortiGate

Step 1: Create a custom Application Control Sensor

1. Login to your FortiGate.
2. Inthe left tree menu, select Security Profiles > Application Control.
3. Tocreate a new sensor, click the Create New icon in the toolbar. The New Application Sensor page is displayed.
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Application Firewall

New Application Sensor

Name

Comments

Categories

@ Botnet
Collaboration
Email

File.Sharing

ST < < <

Game

2 General.Interest

Application Overrides

Documentation_1

Comments

0/255

@ =8l special & Wweb.Others
& Network.Service & Storage.Backup @ Allow
= pzp & update & pronitor
@ Proxy & video/Audio @&l Block
> Rasat
@/ Remote.Access & voIP O Rese
. _ . & Traffic Shaping
@ Social.Media & Industrial
24 view Signatures

i | & Add Signatures
EiFacebook Social.Media @ Allow
skype P2p @ Block
- Twitter Social.Media @ Allow
Options
@ Deep Inspection of Cloud Applications
@ Allow and Log DNS Traffic
@ Replacement Messages for HTTP-based Applications
0K Cancel

4. Configure the following options:

Name

Comments

Categories
Allow
Block
Monitor
Reset

Traffic Shaping

Application Overrides

Options

98

Enter a unique name for the application sensor.
Enter an option comment for the application sensor.
Select categories to allow or block.

The application category or application signature will be allowed in
FortiClient Application Firewall.

The application category or application signature will be blocked in
FortiClient Application Firewall.

The application category or application signature will be allowed in
FortiClient Application Firewall.
FortiClient will allow application traffic but will not monitor.

The application category or application signature will be blocked in
FortiClient Application Firewall.

The application category or application signature will be allowed in
FortiClient Application Firewall.

FortiClient will allow application traffic but will not enforce traffic shaping
settings.

Select Add Signatures to add application signatures and set the category.
An application which belongs to a blocked category can be set to allow.

The options set in the FortiOS application sensor are ignored by FortiClient
application firewall.
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5. Select OK to save the sensor.

Step 2: Add the Application Control Sensor to the FortiClient Profile

1. Inthe left tree menu, select User & Device > FortiClient Profiles.
2. Select the FortiClient Profile and select Edit in the toolbar. The Edit FortiClient Profile page is displayed.
FortiClient Configuration Deployment
Windows and Mac
T AntiVirus Protection
T Web Category Filtering default ®
[] client web Filtering when On-Net
T VPN

[] Client VPN Provisioning
@ Application Firewall black-p2p = @
@™ Endpoint Vulnerability Scan on Client

Schedule Scan Type: () Daily () Weekly (@ Monthly
Initiate Scan After Client Registration
T Upload Logs to Fortidnalyzer/FortiManager

(@ Same as System 4.7.9.1
() Specify
Schedule: () Hourly ® Daily

™ Use FortiManager for client software/signature update
(® Same as System 10.6.30.240
() Specify
Failover to FDN when FortiManager is not available

@™ Dashboard Banner
™ Client-based Logging when On-Net

3. Intheright pane, toggle the Application Firewall button to ON.
4. Select the Application Sensor from the drop-down list.
5. Select Apply to save the profile.
The FortiGate will send the FortiClient Profile configuration update to registered clients.

FortiClient XX

Configuration update was received from FortiGate,

Monday

17/03/2014
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The Application Control module is now available in FortiClient.

FortiClient eI

_/I Re xred to FortiGate NPI-Documentation (172.172.172.104)

AntiVirus

Real-time Protection Enabled

o/ Application Firewall Enabled

i 0 Applications Blocked (In the Last 7 Days)

Web Filter o ]

e Application Profile
@ Facebook/Skype/Twitter

Application Firewall @ Botnet

Application Firewall Enabled @ Collaboration/Email/File.Shari. .
@ All Other Known Applications

Show all...

Remote Access

Mo VPN Connected

Vulnerability Scan

Vulnerability Scan Enabled

View application firewall profile
To view the application firewall profile, select Show all.
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Application/Category Action
Facebook!Skype/Twitter ]
Botnet @

Collaboration/EmailFile. Sharing/
IGameiGeneral.Interest/in/
findustrialiNetwork. Service/P2P/
IProxy/Remote. Access/Social. Media/ 7]
ISpeciallStorage.Backup/Update/
MNideo/AudioNolP!
NWeb.Others

All Other Known Applications (7]

Close

View blocked applications

Application Firewall

To view blocked applications, select the Applications Blocked link in the FortiClient console. This page lists all

applications blocked in the past seven days, including the count and time of last occurrence.
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IPsec VPN and SSL VPN

FortiClient supports both IPsec and SSL VPN connections to your network for remote access. You can provision
client VPN connections in the FortiClient Profile or configure new connections in the FortiClient console.

This section describes how to configure remote access.

Add a new connection

Select Configure VPN in the FortiClient console to add a new VPN configuration.

FEERTINET.

d to FortiGate NPI-Documentation (172.172.172.104)

AntiVirus

Real-time Protection Enabled

Web Filter

1 Wiolation

Application Firewall

Application Firewall Enabled

Configure YPMN

Remote Access

Mo VPN Connected

Vulnerability Scan

Vulnerability Scan Enabled

Create a new SSL VPN connection

To create a new SSL VPN connection, select Configure VPN or use the drop-down menu in the FortiClient
console. In this menu you can configure options outlined in the following figure and table.
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New VPN Connection

EEEE rccven

Connection Name

Description

Remote Gateway

m

Customize port 443

Authentication
() Prompt on login ) Save login () Disable

Username

Client Certificate
[Prompt on connect]

+ | - Apply Close

Configure the following settings:

New VPN Select SSL VPN.

Connection Name Enter a name for the connection.

Description Enter a description for the connection. (optional)

Remote Gateway Enter the IP address/hostname of the remote gateway. Multiple remote

gateways can be configured by separating each entry with a semicolon. If
one gateway is not available, the VPN will connect to the next configured

gateway.
Customize port Select to change the port. The default port is 443.
Authentication Select to prompt on login, or save login. The option to disable is available

when Client Cetrtificate is enabled.

Username If you selected to save login, enter the username in the dialog box.
Client Certificate Select to enable client certificates.
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Certificate Select the certificate option in the drop-down list.

Do not Warn Invalid Server  Select if you do not want to warned if the server presents an invalid cer-

Certificate tificate.
Add Select the add icon to add a new connection.
Delete Select a connection and then select the delete icon to delete a connection.

Select Apply to save the VPN connection and select Close to return to the Remote Access screen.

Create a new IPsec VPN connection

To create a new IPsec VPN connection, select Configure VPN or use the drop-down menu in the FortiClient
console. In this menu you can configure options outlined in the following figure and table.

Hew VPN Connection

- ,
SSLvPN I

Connection Name
Description

Remote Gateway

m

Authentication Method
Pre-shared key T Iy

Authentication (XAuth)
i) Prompt on login @ (8 Save login

Username

= | = Apply Close

Configure the following settings:

Connection Name Enter a name for the connection.

Type Select IPsec VPN.
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Add a new connection

Description

Remote Gateway

Authentication Method

X.509 Certificate, Pre-

shared Key

Authentication (XAuth)

Username

Advanced Settings
VPN Settings

Mode

Options

Administration Guide
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Enter a description for the connection. (optional)

Enter the IP address/hostname of the remote gateway. Multiple remote
gateways can be configured by separating each entry with a semicolon. If
one gateway is not available, the VPN will connect to the next configured
gateway.

Select either X.509 Certificate or Pre-shared Key in the drop-down menu.

Select X.509 Certificate in the drop-down menu, or enter the pre-shared
key in the dialog box. See Certificate management on page 131 for inform-
ation on configuring certificate options.

Select to prompt on login, save login, or disable.
If you selected save login, enter the username in the dialog box.

Configure VPN settings, Phase 1, and Phase 2 settings.

Select one of the following:
« Main: In Main mode, the phase 1 parameters are exchanged in

multiple rounds with encrypted authentication information.

« Aggressive: In Aggressive mode, the phase 1 parameters are
exchanged in a single message with authentication information
that is not encrypted.

Although Main mode is more secure, you must select Aggressive mode if
there is more than one dialup phase 1 configuration for the interface IP
address, and the remote VPN peer or client is authenticated using an iden-
tifier (local ID).

Select one of the following:

« Mode Config: IKE Mode Config can configure host IP address,
Domain, DNS and WINS addresses.

« Manually Set: Manual key configuration. If one of the VPN devices
is manually keyed, the other VPN device must also be manually
keyed with the identical authentication and encryption keys. Enter
the DNS server IP, assign IP address, and subnet values. Select
the check box to enable split tunneling.

+ DHCP over IPsec: DHCP over IPsec can assign an IP address,
Domain, DNS and WINS addresses. Select the check box to enable
split tunneling.
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Phase 1 Select the encryption and authentication algorithms used to generate keys
for protecting negotiations and add encryption and authentication
algorithms as required.

You need to select a minimum of one and a maximum of two com-
binations. The remote peer or client must be configured to use at least one
of the proposals that you define.

IKE Pro- Select symmetric-key algorithms (encryption) and message digests
posal (authentication) from the drop-down lists.

DH Group Select one or more Diffie-Hellman groups from DH group 1, 2, 5 and 14. At
least one of the DH Group settings on the remote peer or client must match
one the selections on the FortiGate unit. Failure to match one or more DH
groups will result in failed negotiations.

Key Life Enter the time (in seconds) that must pass before the IKE encryption key
expires. When the key expires, a new key is generated without interrupting
service. The key life can be from 120 to 172,800 seconds.

Local ID Enter the Local ID (optional). This Local ID value must match the peer ID
value given for the remote VPN peer’s Peer Options.

Dead Peer Select this check box to reestablish VPN tunnels on idle connections and
Detection clean up dead IKE peers if required.

NAT Select the check box if a NAT device exists between the client and the local
Traversal FortiGate unit. The client and the local FortiGate unit must have the same

NAT traversal setting (both selected or both cleared) to connect reliably.

Phase 2 Select the encryption and authentication algorithms that will be proposed
to the remote VPN peer. You can specify up to two proposals. To establish
a VPN connection, at least one of the proposals that you specify must
match configuration on the remote peer.

IKE Pro- Select symmetric-key algorithms (encryption) and message digests
posal (authentication) from the drop-down lists.
Key Life The Key Life setting sets a limit on the length of time that a phase 2 key

can be used. The default units are seconds. Alternatively, you can set a
limit on the number of kilobytes (KB) of processed data, or both. If you
select both, the key expires when either the time has passed or the number
of KB have been processed. When the phase 2 key expires, a new key is
generated without interrupting service.

Enable Replay detection enables the unit to check all IPsec packets to see if they
Replay have been received before. If any encrypted packets arrive out of order, the
Detection unit discards them.
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Enable Per-  Select the check box to enable Perfect forward secrecy (PFS). PFS forces a
fect Forward new Diffie-Hellman exchange when the tunnel starts and whenever the
Secrecy phase 2 key life expires, causing a new key to be generated each time.
(PFS)

DH Group Select one Diffie-Hellman (DH) group (1, 2, 5 or 14). This must match the
DH Group that the remote peer or dialup client uses.

Auto Keep Select the check box if you want the tunnel to remain active when no data

Alive is being processed.
Add Select the add icon to add a new connection.
Delete Select a connection and then select the delete icon to delete a connection.

Select Apply to save the VPN connection and select Close to return to the Remote Access screen.

Provision client VPN connections

You can provision client VPN connections in the FortiClient Profile for registered clients.

To provision a client VPN in the FortiClient Profile:

1. Login to your FortiGate device.

2. Inthe left tree menu, select User & Device > FortiClient Profiles.
3. Select the FortiClient profile and select Edit from the toolbar.

4. Edit FortiClient Profile
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= N

108

o0 oeNe

Edit FortiClient Profile default MO BB

Profile Name default

Comments Write a comment... 0/255

FortiClient Configuration Deployment

Windows and Mac

orF | AntiVirus Protection

orr | Web Category Filtering default
@ VPN
Client VPN Provisioning O
VPN Name
Type (@ IPsec VPN () SSL-VPN

Remote Gateway
Authentication Method Pre-shared Key w
Pre-shared Key

Auto-connect when Off-Net Click to set... -
orr  Application Firewall block-p2p
_orf | Endpoint Vulnerability Scan on Client
orr | Upload Logs to FortiAnalyzer/FortiManager
_orf | Use FortiManager for client software/signature update
orr | Dashboard Banner

orr | Client-based Logging when On-Net

ios
orr | Web Category Filtering default
orr | Client VPN Provisioning

orr  Distribute Configuration Profile (.mobileconfig file)

orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

In the Edit FortiClient Profile page, in the FortiClient Configuration Deployment section, toggle the VPN button
to ON.

Select the Client VPN Provisioning checkbox.

Enter a name for the VPN connection.

Select the VPN type. Select either IPsec VPN or SSL-VPN.

Configure the remote gateway and authentication settings for the type of VPN selected.

Select the checkbox to auto-connect when off-net and select a VPN connection from the drop-down list.
Select Apply to save the profile.
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The FortiGate will send the FortiClient Profile configuration update to registered clients.

FortiClient R? X

Configuration update was received from FortiGate,

The following dialog box illustrates VPN settings received by the FortiGate FortiClient Profile. When registered to
a FortiGate, VPN settings are enabled and configured in the FortiClient Profile.

. Registering to FortiGate

172.17.61.85 (FGTGOC-DEMO)

VPHN to Corparate - 192.168.100.85 (IPsec VPHN)

AntiVirus " WebFilter ~*  WPHN T &

Back

Alternatively, you can provision a client VPN using the advanced VPN FortiClient Pro-
I\ file options in FortiGate. For more information, see the FortiClient XML Reference
and the CL/ Reference for FortiOS.

Connectto a VPN

To connect to a VPN, select the VPN connection from the drop-down menu. Enter your username, password, and
select the Connect button.
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f"“
ey FEERTINET.
\  FortiClient -
/" 2egistered to FortiGate FGT-100D (172.172.172.1)

AntiVirus

New Threat Detected

PM IPSEC-VPN - Q’Ejﬁ,

Corporate VPN =Read Only=
i oPMSSL
32 Viclations

PM IPSEC-VPN
Application Firewall
Application Firewall Enabled
Remote Access
Mo VPN Connected
1
Vulnerability Scan Ennans
Vulnerability Scan Enabled
~‘9"v Provisioned VPN connections will be listed under Corporate VPN. Locally configured

VPN connections will be listed under Personal VPN.

Optionally, you can click on the system tray, right-click the FortiClient icon and select the VPN connection you
want to connect to.

Open FortiClient Console

Connect to "PM-55L"
Connect to "PM IPSEC-VPN"

Show AntiVirus alerts

Shutdown FortiClient

N B

Customize...
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You can also select to edit an existing VPN connection and delete an existing VPN connection using the drop-
down menu.

When connected, the console will display the connection status, duration, and other relevant information. You
can now browse your remote network. Select the Disconnect button when you are ready to terminate the VPN
session.

FEERTINET.

AntiVirus

Mew Threat Detected

| gﬁj | PM-SSL

: 10.212.134.201

Web Filter —SSUM
32 Violations
— . (X} Duration 00:01:27
Application Firewall - _
Application Firewsll Enabled =| Bytes Received 938644
[+ Bytes Sent 416500
Remote Access
VPN Connected
Vulnerability Scan Bnnamn.
ulnerability Scan Enabled
This page displays the following:
Name of the VPN connection
Status The status of the VPN connection.
Duration The duration of the VPN connection.
Bytes Received Bytes received through the VPN connection.
Bytes Sent Bytes sent through the VPN connection.
Disconnect Select to disconnect the VPN connection.
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Save Password, Auto Connect, and Always Up (Keep Alive)

When configuring a FortiClient VPN (IPsec) or SSL VPN connection on your FortiGate device, you can select to
enable the following features:

Save Password: Allows the user to save the VPN connection password in the console.
Auto Connect: When FortiClient is launched, the VPN connection will automatically connect.

Always Up (Keep Alive): When selected, the VPN connection is always up even when no data is being processed.
If the connection fails, keep alive packets sent to the FortiGate will sense when the VPN connection is available and
re-connect.

~‘9"* For SSL VPN tunnel mode configurations these features are enabled/disabled in the
= SSL VPN Portal.

When enabled in the FortiGate configuration, once the FortiClient is connected to the FortiGate, the client will
receive these configuration options.

..-""'--'

—— ey FE3RATINET,
\ FortiClient o

: I : tered to FortiGate FGT-100D {(172.172.172.1)

(| ———

AntiVirus
Mew Threat Detected

PM-SSL - |48,

Web Filter

32 Viclations

Application Firewall

Application Firewsall Enabled

Remote Access

No VPN Connected

|:| Save Password |:| Auto Connect |:| Always Up

WVulnerability Scan Connect

Vulnerability Scan Enabled

For FortiClient VPN configurations, once these features are enabled they may only be edited from the command
line. Use the following FortiOS CLI commands to disable these features:

112

config vpn ipsec phasel-interface
edit [vpn name]
set save-password disable
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set client-auto-negotiate disable
set client-keep-alive disable
end
end

FortiToken and FortiClient VPN

You can use FortiToken with FortiClient for two-factor authentication. See the FortiOS 5.0 Handbook for
information on configuring FortiToken, user groups, VPN, and two-factor authentication on your FortiGate device
for FortiClient VPN connections.

o

FortiClient

VWPM Connection: SSLE7
Please enter FortiTaken Authentication

Status: Connecting

0K Cancel

Advanced features (Microsoft Windows)

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
I\ your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

Activating VPN before Windows Logon

When using VPN before Windows logon, the user is offered a list of pre-configured VPN connections to select
from on the Windows logon screen. This requires that the Windows logon screen is not bypassed. As such, if VPN
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before Windows logon is enabled, it is required to also check the check box Users must enter a user name and
password to use this computerin the User Accounts dialog box.

To make this change, proceed as follows:

In FortiClient,
1. Create the VPN tunnels of interest or use Endpoint Control to register to a FortiGate which provides the VPN list of
interest

2. Enable VPN before logon on the FortiClient Settings page, see VPN options on page 130.
On the Microsoft Windows system,

Start an elevated command line prompt.

Enter control passwords2 andpress Enter. Alternatively, you can enternetplwiz.
Check the check box for Users must enter a user name and password to use this computer.
Click OK to save the setting.

o b=

Connect VPN before logon (AD environments)

The VPN <options> tag holds global information controlling VPN states. The VPN will connect first, then
logon to AD/Domain.

<forticlient configuration>
<vpn>
<options>
<show_vpn before logon>1</show vpn before logon>
<use windows credentials>1</use windows credentials>
</options>
</vpn>
</forticlient configuration>

Create a redundant IPsec VPN

To use VPN resiliency/redundancy, you will configure a list of FortiGate IP/FQDN servers, instead of just one:

<forticlient configuration>
<vpn>
<ipsecvpn>
<options>

</options>
<connections>
<connection>
<name>psk 90 1</name>
<type>manual</type>
<ike settings>
<prompt certificate>0</prompt certificate>
<server>10.10.90.1;ipsecdemo.fortinet.com;172.17.61.143</server>
<redundantsortmethod>1</redundantsortmethod>

</ike settings>
</connection>
</connections>
</ipsecvpn>
</vpn>
</forticlient configuration>
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This is a balanced, but incomplete XML configuration fragment. All closing tags are included, but some important
elements to complete the IPsec VPN configuration are omitted.

RedundantSortMethod = 1

This XML tag sets the IPsec VPN connection as ping-response based. The VPN will connect to the FortiGate
which responds the fastest.

RedundantSortMethod = 0

By default, RedundantSortMethod =0 and the IPsec VPN connection is priority based. Priority based
configurations will try to connect to the FortiGate starting with the first in the list.

Priority based SSL VPN connections
SSL VPN supports priority based configurations for redundancy.

<forticlient configuration>
<vpn>
<sslvpn>
<options>
<enabled>1</enabled>

</options>
<connections>
<connection>
<name>ssl 90 1</name>
<server>10.10.90.1;ssldemo.fortinet.com;172.17.61.143:443</server>

</connection>
</connections>
</sslvpn>
</vpn>
</forticlient configuration>
This is a balanced, but incomplete XML configuration fragment. All closing tags are included, but some important
elements to complete the SSL VPN configuration are omitted.

For SSL VPN, all FortiGates must use the same TCP port.

Advanced features (Mac OS X)

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
N your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

Create a redundant IPsec VPN

To use VPN resiliency/redundancy, you will configure a list of FortiGate IP/FQDN servers, instead of just one:

<forticlient configuration>
<vpn>
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<ipsecvpn>
<options>

</options>
<connections>
<connection>
<name>psk 90 1</name>
<type>manual</type>
<ike settings>
<prompt certificate>0</prompt certificate>
<server>10.10.90.1;ipsecdemo. fortinet.com;172.17.61.143</server>
<redundantsortmethod>1</redundantsortmethod>

</ike settings>
</connection>
</connections>
</ipsecvpn>
</vpn>
</forticlient configuration>
This is a balanced, but incomplete XML configuration fragment. All closing tags are included, but some important
elements to complete the IPsec VPN configuration are omitted.

RedundantSortMethod = 1

This XML tag sets the IPsec VPN connection as ping-response based. The VPN will connect to the FortiGate
which responds the fastest.

RedundantSortMethod = 0

By default, RedundantSortMethod =0 and the IPsec VPN connection is priority based. Priority based
configurations will try to connect to the FortiGate starting with the first in the list.

Priority based SSL VPN connections

SSL VPN supports priority based configurations for redundancy.

<forticlient configuration>
<vpn>
<sslvpn>
<options>
<enabled>1</enabled>

</options>
<connections>
<connection>
<name>ssl 90 1</name>
<server>10.10.90.1;ssldemo.fortinet.com;172.17.61.143:443</server>

</connection>
</connections>
</sslvpn>
</vpn>
</forticlient configuration>
This is a balanced, but incomplete XML configuration fragment. All closing tags are included, but some important
elements to complete the SSL VPN configuration are omitted.
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For SSL VPN, all FortiGates must use the same TCP port.

VPN tunnel & script (Microsoft Windows)

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
N your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

Feature overview

This feature supports auto running a user-defined script after the configured VPN tunnel is connected or
disconnected. The scripts are batch scripts in Windows and shell scripts in Mac OS X. They are defined as part of
a VPN tunnel configuration on FortiGate's XML format FortiClient Profile. The profile will be pushed down to
FortiClient from FortiGate. When FortiClient's VPN tunnel is connected or disconnected, the respective script
defined under that tunnel will be executed.

Map a network drive after tunnel connection

The script will map a network drive and copy some files after the tunnel is connected.

<on_connect>

<script>
<os>windows</os>
<script>
<script>
<! [CDATA[
net use x: \\192.168.10.3\ftpshare /user:Ted Mosby
md c:\test
copy x:\PDF\*.* c:\test
11>
</script>
</script>
</script>

</on_connect>

Delete a network drive after tunnel is disconnected

The script will delete the network drive after the tunnel is disconnected.

<on_disconnect>
<script>
<os>windows</os>
<script>
<script>
<! [CDATA[
net use x: /DELETE
11>
</script>
</script>
</script>
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</on_disconnect>

VPN tunnel & script (Mac OS X)

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
I\ your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

Map a network drive after tunnel connection

The script will map a network drive and copy some files after the tunnel is connected.

<on_connect>
<script>
<os>mac</os>
<script>
/bin/mkdir /Volumes/installers
/sbin/ping -c 4 192.168.1.147 > /Users/admin/Desktop/dropbox/p.txt
/sbin/mount -t smbfs //kimberly:RigUpTown@ssldemo.fortinet.com/installers
/Volumes/installers/ > /Users/admin/Desktop/dropbox/m.txt
/bin/mkdir /Users/admin/Desktop/dropbox/dir
/bin/cp /Volumes/installers/*.log /Users/admin/Desktop/dropbox/dir/.
</script>
</script>
</on_connect>

Delete a network drive after tunnel is disconnected

The script will delete the network drive after the tunnel is disconnected.

<on_disconnect>
<script>
<os>mac</os>
<script>
/sbin/umount /Volumes/installers
/bin/rm -fr /Users/admin/Desktop/dropbox/*
</script>
</script>
</on_disconnect>
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Vulnerability Scan

FortiClient includes an Vulnerability Scan module to check your workstation for known system vulnerabilities.
You can scan on-demand or on a scheduled basis. This feature is disabled by default and the tab is hidden for

standalone clients. For users who are registered to a FortiGate using endpoint control, the FortiGate
administrator may choose to enable this feature. Vulnerability Scan is enabled via the FortiGate Command Line
Interface (CLI) only. Once enabled, the Endpoint Vulnerability Scan on Client setting is available in the

FortiClient Profile.

Enable Vulnerability Scan

This section describes how to enable Vulnerability Scan in the FortiClient Profile via the FortiGate CLI and
configuration options.

1. Enable Vulnerability Scan in the FortiClient Profile:
2. Login to your FortiGate CLI.

3. Enterthe following CLI commands:
config endpoint-control profile
edit <profile-name>
config forticlient-winmac-settings
set forticlient-vuln-scan enable
set forticlient-vuln-scan-schedule {daily | weekly | monthly}
set forticlient-vuln-scan-on-registration {enable | disable}

set forticlient-ui-options {av | wf | af | vpn | vs}

end
end
\ M When setting the forticlient-ui-options, you mustinclude all the modules
N that you want to enable in the FortiClient console.
<profile-name> Enter the name of the FortiClient Profile.
forticlient- Enable or disable the Vulnerability Scan module.
vuln-scan
{enable |
disable}
forticlient- Configure a daily, weekly, or monthly vulnerability scan on the client
vuln-scan- workstation.
schedule
{daily |
weekly |
monthly}
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forticlient- Enable or disable vulnerability scan on client registration to FortiGate.
vuln-scan-
on-—
registration
{enable |
disable}
forticlient-ui- Set the FortiClient components that will be available to the client upon
options registration with FortiGate.
et || | o av: AntiVirus
af | vpn |
vs) o wf: Web Filter

« af: Application Firewall
« vpn: Remote Access
« vs: Vulnerability Scan

4. The FortiGate will send the FortiClient Profile configuration update to registered clients.

FortiClient

Configuration update was received from FortiGate,

17/03/2014

The Vulnerability Scan module is now available in FortiClient.
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Scan now Vulnerability Scan

FortiClient FEIRTINET.

Jistered to FortiGate FGTG0C3G11 (172172.172.104)

¢ ) S —

AntiVirus n\}’j’ Vulnerability Scan
Mew Threat Detected

Web Filter oy
8 Viclaticns @l Status
— = Databaseis p To Date

o Last Update: 14/02/2014 11:11:56 AM
Application Firewall

Application Firewall Enabled + Detected: 54

1 * Daily Scan at 14:15

Remote Access

Mo VPN Connected

WVulnerability Scan
Detected: 54

q Last Scan: 17032014 Scan Now

Scan now

To perform a vulnerability scan, select the Scan Now button in the FortiClient console. FortiClient will scan your
workstation for known vulnerabilities. The console displays the date of the last scan above the button.

You can select to use a FortiManager device for client software and signature updates.
~‘9"' When configuring the FortiClient Profile, select Use FortiManager for client soft-
= ware/signature update to enable the feature and enter the IP address of your
FortiManager device.

View vulnerabilities

When the scan is complete, FortiClient will display the number of vulnerabilities found in the FortiClient console.
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Vulnerability Scan

FortiClient

View vulnerabilities

FEERTINET.

/’ R tered to FortiGate FGTG0C3G11 (M72172.172.104)
[ [E——-N .

AntiVirus

New Threat Detected

Web Filter

8 Violations

Application Firewall

Application Firewall Enabled

Remote Access
Mo VPN Connected

Vulnerability Scan

Detected: 54

Scan Complete

101078901811010
11010101011070

~

Duration 00:00:33

Vulnerabilities Detected 54

OK

Select the Vulnerabilities Detected link to view a list of vulnerabilities detected on your system.

122

Administration Guide
Fortinet Technologies Inc.



View vulnerabilities Vulnerability Scan

Vulnerabilities Detected on March-17-14

Vulnerability Hame Severity Details
Most Recent Scan &
1 Adobe.Flash.Player.and AIR.Multiple Vulnerabilities APSB13-25 Critical 37534
2 Adobe Flagh.Player.and AlR.Remote. Code Execution. Vuln.APSB13-16 Critical 35048 -
3 Adobe Flash.Player.and AIR.Multiple Wulnerabilities APSB13-14 Critical 35570
4 Adobe Flagh.Player.and AlIR. Multiple. Vulnerabilities APSB13-11 Critical 35134
5 Adobe.Flash.Player.and AIR.Multiple. Multiple. Vulns APSB13-09 Critical 35272
6 Adobe Flagh. Plaver.and AR Vulnerabilties APSB13-05 Critical 34822
7 Oracle.Java.SE. Critical.Patch.Update. October. 2013 Critical 37334
& Oracle.Java.SE. Critical Patch.Update. January 2014 Critical 38053
% Adobe.Flash. Player.and AlR.Vulnerabilties APSB13-04 Critical 34737
10 ME VS Active Template.Library Remote. Code Execution Critical 20531
11 Adobe. Flash.Player.and AlR. Multiple Vulnerabilties. APSB13-21 Critical Jroae
12 Adobe Flash.Player.and AlR.Remote. Code Execution. Vuln APSB13-01 Critical 34463
13 Microsoft. XML.Core. Services. Remote. Code. Execution. Vulnerability Critical 32958
14 Adobe Flash.Player.and AlR. Multiple. Vulnerabiltiez APSB12-27 Critical 34260
15 Adobe Flash.Player.and AlR. Multiple Vulnerabilties APSB12-24 Critical 33877
16 Adobe.Flash.Player.and AR Multiple Wulnerabilties APSB12-22 Critical 33582
17 M3 Windows.Unauthorized Digital. Certificates. Spoofing KB27285973 Critical 32685 S
Close

This page displays the following:

Vulnerability Name The name of the vulnerability

Severity The severity level assigned to the vulnerability; Critical, High, Medium,
Low, Info.

Details FortiClient vulnerability scan lists a Bugtraq (BID) number under the details

column. You can select the BID to view details of the vulnerability on the
FortiGuard site, or search the web using this BID number.

Close Close the window and return to the FortiClient console.

Select the Details ID number from the list to view information on the selected vulnerability on the FortiGuard site.
The site details the release date, severity, impact, description, affected products, and recommended actions.
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Vulnerability Scan View vulnerabilities

FortiGuard Center Contact Us )

Threat Research & Response

Home Botnet Virus ‘Web Filtering App Control Intrusion & Vulnerability Research More

Home » FortiGuard Encyclopedia

— Vulnerability: —
. . € FortiGuard En
Adobe.Flash.Player.and.AIR.Multiple.Vulnerabilities. APSB13-21
Learn about Viruses and*
Last Updated September 17,2013 Vulnerabilities -
Severity eritical Description
Impact The vulnerabilities could allow an Adobe Flash Player is a multimedia application for multiple platforms. Live Threat Monitor
See the Global Threat Landscape
attacker to gain unautherized access
to 3 vulnerable system Adobe Flash Player before 11.7.700.242 and 11.8.x before 11.8.800.168 on Windows and Mac OS X, before 11.2.202.310
e — on Linux, before 11.1.111.73 on Android 2.x and 3.x. and before 11.1.115.81 on Android 4.x; Adobe AIR before
" 3.8.0.1430; and Adobe AIR SDK & Compiler before 3.8.0.1430 allow attackers o execute arbitrary code or cause a denial
pcM of service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2013-3362, CVE-2013-3363, and

CVE-2013-5324. (CVE-2013-3361)

is free, industry-certified, allin-one

personal security suite_ It indudes

Adobe Flash Player before 11.7.700.242 and 11.8.x before 11.8.800.168 on Windows and Mac OS X, before 11.2.202.310
on Linux, before 11.1.111.73 on Android 2.x and 3.x, and before 11.1.115.81 on Android 4.x; Adobe AIR before
3.8.0.1430; and Adobe AIR SDK & Compiler before 3.8.0.1430 allow attackers to execute arbitrary code or cause a denial
of service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2013-3361, CVE-2013-3363, and
CVE20135324. (CVE-2013-3362)

Anti-Virus, Web Filtering. Application
Firewall, VPN and more.

Online Virus Scan
Upload a suspicious file for scanning by

FortiGuard AV Online Scanner.
Adobe Flash Player before 11.7.700.242 and 11.8.x before 11.8.800.168 on Windows and Mac OS X, before 11.2.202.310
on Linux, before 11.1.111.73 on Android 2.x and 3.x, and before 11.1.115.81 on Android 4.x; Adobe AIR before
3.8.0.1430; and Adobe AlR SDK & Compiler before 3.8.0.1430 allow attackers to execute arbitrary code or cause a denial
of service (memory corruption) via unspecified vectors, a different vulnerability than CVE-2013-3361, CVE-20133362, and
CVE-20135324. (CVE-2013-3363)

Malware Removal Tooks
/ Suspect your PC is already infected?
View our malware removal tools here.
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Settings

This sections describe the available options in the settings menu.

Backup or restore full configuration

To backup or restore the full configuration file select File in the toolbar and select Settings in the drop-down
menu. Select System to view the drop-down menu. In this menu you can perform a backup or restore a full

configuration file.

Backup Backup is available when in standalone mode or when registered to
FortiGate.
Restore Restore is available when in standalone mode.
* System
Backup or restore full configuration Backup Restore

Software update: | E.Autu:umatiu:allv download and install updates

(71 Alert when updates are available

When performing a backup you can select the file destination and save the file in an unencrypted (.conf) or

encrypted format (.sconf). You can select to include or exclude comments in the XML configuration file.

¥ System
Backup or restore full configuration Backup Restore
Software update: () Automatically downlead and install updates

(® alert when updates are available

vLll:lrl:u:linu

28 Backup Configuration

Select Destination

Mo Password

[]include Comments
* Vi

* i Cancel
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Logging

Logging

To configure logging, select File in the toolbar and select Settings in the drop-down menu. Select Logging to view
the drop-down menu. You can specify the logging level and select to export logs or clear logs.

¥ Logging

Log file

VPN

Application Firewall

AntiVirus

Web Filter

Update

Vulnerability Scan

Log Level

Log File

& & K&
[&] [&] [&]

Export logs

VPN logging is available when in standalone mode or when registered to
FortiGate.

Application Firewall logging is available when registered to FortiGate.

Antivirus activity logging is available when in standalone mode or when
registered to FortiGate.

Web Filter logging is available when in standalone mode (Web Security) or
when registered to FortiGate.

Update logging is available when in standalone mode or when registered to
FortiGate.

Vulnerability Scan logging is available when registered to FortiGate.

This setting can be configured when in standalone mode. When registered
to FortiGate, this setting is set by the XML configuration (if configured).

The option to export the log file (.1 0g) is available when in standalone
mode or when registered to FortiGate. The option to clear logs is only avail-
able when in standalone mode.

The following table lists the logging levels and description:

Logging Level
Emergency
Alert

Critical

126

Description

The system becomes unstable.
Immediate action is required.

Functionality is affected.
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Logging Settings

Error An error condition exists and functionality could be affected.
Warning Functionality could be affected.

Notice Information about normal events.

Information General information about system operations.

Debug Debug FortiClient.

FortiClient can be configured via the endpoint profile to send traffic, vulnerability scan, and event logs to your
FortiAnalyzer or FortiManager device running v5.0.2 or later.

Configure logging to FortiAnalyzer or FortiManager

To configure FortiClient to log to your FortiAnalyzer or FortiManager you require the following:

o FortiClient v5.2.0 or later
« AFortiGate device running FortiOS v5.2.0 or later
o AFortiAnalyzer or FortiManager device running v5.0.7 or later

The registered FortiClient device will send traffic logs, vulnerability scan logs, and event logs to the log device on
port 514 TCP.

Ay

~9' FortiClient must be registered to FortiGate to upload logs to FortiAna-
= lyzer/FortiManager.

g
~

When FortiClient is On-Net, the icon displayed to the left of the username will be
green. When FortiClient is Off-Net, the icon is grey.

o

g
~

Some features such as Client-based Logging when On-Net, are only available in the
FortiClient Profile when a FortiClient v5.2 license has been applied to the FortiGate.

o
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Enable logging on the FortiGate device:

1.

Logging

On your FortiGate device, select Log & Report > Log Config > Log Settings. The Log Settings window opens.

Logging and Archiving

[] send Logs to Fortidnalyzer/FortiManager
IP Address:
Send Logs to FortiCloud

Account:

Event Logging

Enable Al
WiFi activity event System activity event
Router activity event VPN activity event

Local Traffic Logging

Log Denied Unicast Traffic
Log Allowed Traffic
Log Local Out Traffic

Log Denied Broadcast Traffic

GUI Preference5.|

Display Logs From Memaory w

Resolve Hostnames (Using reverse DNS lookup)

Apply

Log Settings

Test Connectivity

Test Connectivity

User activity event
Explicit web proxy event

Resolve Unknown Applications {Using remote application database)

Select the Send Logs to FortiAnalyzer/FortiManager checkbox to enable this feature. Enter the IP address of your
log device. You can select Test Connectivity to ensure your FortiGate is able to communicate with the log device

on this IP address.
Select Apply to save the setting.

Ay

logs.

~9' FortiClient must be able to access the FortiAnalyzer IP address in order to forward

Enable logging in the FortiClient Profile:

1.

Go to User & Device > FortiClient Profiles.

2. Select the FortiClient Profile and select Edit from the toolbar. The Edit FortiClient Profile page opens.
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Logging Settings

Edit FortiClient Profile Documentation v L+l =

Profile Name Documentation

Comments Write a comment... 0/255

Assign Profile To:

Device Groups [ windows PC x| &
User Groups Click to set... -
Users Click to set... -

FortiClient Configuration Deployment

Windows and Mac

@7 AntiVirus Protection

orr | Web Category Filtering default
oFF | VPN
@7 Application Firewall block-p2p *®

orr | Endpoint Vulnerability Scan on Client

@ Upload Logs to FortiAnalyzer/FortiManager

(® Same as System 4.3.2.1
() Specify
Schedule: () Hourly @ Daily

orr | Use FortiManager for client software/signature update
@™ Dashboard Banner
@ Client-based Logging when On-Net

ios
orr | Web Category Filtering default
orr | Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)

Android
orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

3. Inthe FortiClient Configuration Deployment Windows and Mac section, toggle the Upload Logs to
FortiAnalyzer/FortiManager feature to ON. You can select either Same as System which will follow the FortiGate
settings or Specify to enter a different IP address. For Schedule, select to upload logs Hourly or Daily.

4. Select Apply to save the setting. Once the FortiClient Profile change is synchronized with the client, you will start
receiving logs from registered clients on your FortiAnalyzer/FortiManager system.

Alternatively, you can configure logging in the command line interface. Go to System > Dashboard >
Status. In the CLI Console widget, enter the following CLI commands:

config endpoint-control profile
edit <profile-name>
config forticlient-winmac-settings
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set forticlient-log-upload enable

set forticlient-log-upload-server <IP address>

set forticlient-log-upload-schedule {hourly | daily}

set forticlient-log-ssl-upload {enable | disable}

set client-log-when-on-net {enable | disable}

end
end

To download the FortiClient log files on the FortiAnalyzer go to the Log View tab, select the ADOM, and
select the FortiClient menu object.

Updates

To configure updates, select File in the toolbar and select Settings in the drop-down menu. Select System to
view the drop-down menu. In this menu you can configure the behavior of FortiClient when a new software
version is available on the FortiGuard Distribution Servers (FDS).

Software update This setting can be configured when in standalone mode. When registered
to FortiGate, this setting is set by the XML configuration (if configured).

R You can select to use a FortiManager device for signature updates. When configuring
9 the endpoint profile, select Use FortiManager for client software/signature updates to
- enable the feature and enter the IP address of your FortiManager device.

To configure FortiClient to use FortiManager for signature updates:

On your FortiOS device, select User & Device > FortiClient Profiles.
Toggle the Use FortiManager for client software/signature update option to ON.
Specify the |P address of the FortiManager to use for signature updates.

Select the checkbox beside Failover to FDN when FortiManager is not available to have FortiClient receive
updates from the FortiGuard Distribution Network when the FortiManager is not available to ensure your clients
are always protected.

5. Select Apply to save the setting.

Ao b=

VPN options

To configure VPN options, select File in the toolbar and select Settings in the drop-down menu. Select VPN
Options to view the drop-down menu. In this menu you can configure to enable VPN before logon.

This setting can be configured when in standalone mode. When registered to FortiGate, this setting is set by the
XML configuration (if configured).
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Certificate management

To configure VPN certificates, select File in the toolbar and select Settings in the drop-down menu. Select
Certificate Management to view the drop-down menu. In this menu you can configure IPsec VPN to use local
certificates and import certificates to FortiClient.

This setting can be configured when in standalone mode. When registered to FortiGate, this setting is set by the
XML configuration (if configured).

Antivirus options

To configure antivirus options, select File in the toolbar and select Settings in the drop-down menu. Select
AntiVirus Options to view the drop-down menu. In this menu you can configure grayware options and the
behavior of FortiClient when a virus is detected.

These settings can be configured when in standalone mode. When registered to FortiGate, these settings are set
by the XML configuration (if configured).

* AntiVirus Options
Grayware options
[¢] Adware [«]Rizkware
[+] Adwanced heuristics
[+/] Alert when viruses are detected
[+| Pause background scanning on battery power

Enable FortiGuard Analytics

Configure the following settings:

Grayware Options Grayware is an umbrella term applied to a wide range of malicious applic-
ations such as spyware, adware and key loggers that are often secretly
installed on a user's computer to track and/or report certain information
back to an external source without the user's permission or knowledge.

Adware Select to enable adware detection and quarantine during the antivirus
scan.
Riskware Select to enable riskware detection and quarantine during the antivirus
scan.
Advanced heuristics Select to enable advanced heuristics.
Alert when viruses are Select to display notification message window when a virus is detected.
detected
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Pause background scan-
ning on battery power

Enable FortiGuard Ana-
lytics

Advanced options

Advanced options

Select to pause background scanning when on battery power.

Select to automatically send suspicious files to the FortiGuard Network for
analysis.

To configure advanced options, select File in the toolbar, and select Seftings in the drop-down menu. Select
Advanced to view the drop-down menu. In this menu you can configure WAN Optimization, Single Sign-On,
configuration sync with FortiGate, disable proxy, and the default tab when FortiClient is started.

* Advanced

Enable WAN Optimization

Maximum Cisk Cache Size: 512 | MB

Enable Single Sign-Cn mability agent

Server address |

Customize port 2001

Fre-shared key |

Disable configuration sync with FortiGate

Disable proxy (troubleshooting only)

Default tab | Antivirus

v

Configure the following settings:

Advanced

Enable WAN Optimization

Maximum Disk
Cache Size

Enable Single Sign-On
mobility agent

Server address

132

Advanced FortiClient settings.

Select to enable WAN Optimization. You should enable only if you have a
FortiGate device and your FortiGate is configured for WAN Optimization.
This setting can be configured when in standalone mode. When registered
to FortiGate, this setting is set by the XML configuration (if configured).

Select to configure the maximum disk cache size. The default value is
512MB.

Select to enable Single Sign-On Mobility Agent for FortiAuthenticator. To
use this feature you need to apply a FortiClient SSO mobility agent license
to your FortiAuthenticator device.

This setting can be configured when in standalone mode. When registered
to FortiGate, this setting is set by the XML configuration (if configured).

Enter the FortiAuthenticator IP address.
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Single Sign-On (SSO) mobility agent Settings

Customize port Enter the port number. The default port is 8001.

Pre-shared Key Enter the pre-shared key. The pre-shared key should match the key con-
figured on your FortiAuthenticator device.

Disable configuration sync  Select to disable configuration synchronization with FortiGate. By dis-
with FortiGate abling this option, this client will be considered as non-compliant and your
network traffic might be blocked by FortiGate.
This setting can be configured when in standalone mode or when
registered to FortiGate.

Disable proxy (troubleshoot- Select to disable proxy when troubleshooting FortiClient.
ing only) This setting can be configured when in standalone mode. When registered
to FortiGate, this setting is set by the XML configuration (if configured).

Default tab Select the default tab to be displayed when opening FortiClient.

This setting can be configured when in standalone mode. When
registered to FortiGate, this setting is set by the XML
configuration (if configured).

Single Sign-On (SSO) mobility agent

The FortiClient Single Sign-On Mobility Agent is a client that updates with FortiAuthenticator with user logon and
network information.

FortiClient/FortiAuthenticator protocol

The FortiAuthenticator listens on a configurable TCP port. FortiClient connects to FortiAuthenticator using
TLS/SSL with two-way certificate authentication. The FortiClient sends a logon packet to FortiAuthenticator,
which replies with an acknowledgement packet.

FortiClient/FortiAuthenticator communication requires the following:

o The IP address should be unique in the entire network.
« The FortiAuthenticator should be accessible from clients in all locations.
« The FortiAuthenticator should be accessible by all FortiGates.

R FortiClient Single Sign-On Mobility Agent requires a FortiAuthenticator running v2.0.0
9 or later, or v3.0.0 or later. Enter the FortiAuthenticator (server) IP address, port num-
= ber, and the pre-shared key configured on the FortiAuthenticator.

Enable Single Sign-On mobility agent on FortiClient:

1. Select File in the toolbar and select Settings in the drop-down menu.
2. Select Advanced to view the drop-down menu.

3. Select to Enable Single Sign-On mobility agent.

4. Enterthe FortiAuthenticator server address and the pre-shared key.
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Settings Single Sign-On (SSO) mobility agent

\ M This setting can be configured when in standalone mode. When registered to
N FortiGate, this setting is set by the XML configuration (if configured).

Enable FortiClient SSO mobility agent service on the FortiAuthenticator:
1. Select Fortinet SSO Methods > SSO > General. The Edit SSO Configuration page opens.

Fortinet Single Sign-On (FSS0)

Maximum concurrent user sessions: V] [Configure Per User/Group]

Log level: warning | »
[] Enable Windows Active Directory domain controller polling

Enable RADIUS Accounting S50 clients

Enable ForiClient S50 Mobility Agent Service
ForiClient listening port: 2001

Enable authentication

Secret key: ssssssse
Keep-alive interval: 5 minutes (1-60)
Idle timeout: 10 minutes

[] Enable NTLM

[[] Enable hierarchical FS30 tiering
[] Enable DCITS Agent Clients
[] Restrict auto-discovered domain controllers to configured domain controllers

[[] Enable Windows Active Directory workstation IP verification

Restart 550 service

2. Select Enable FortiClient SSO Mobility Agent Service and a TCP port value for the listening port.
3. Select Enable authentication and enter a secret-key value.
4. Select OK to save the setting.

To enable FortiClient FSSO services on the interface:

1. Select System > Network > Interfaces. Select the interface and select Edit from the toolbar. The Edit Network

Interface window opens.
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Configuration lock

Edit Metwork Interface

Interface Status
Interface: port1
Status: [+]
IP Address / Netmask

IPvd: 192.168.0.123/255.255.255.0

Access Rights

Admin access: [JTelnet
SSH
HTTPS
HTTP
C]SNMP

Senvices: RADIUS Auth
RADIUS Accounting
LDAP
LDAPS
FortiGate FS30
OCcsP
FortiClient FS30
Hierarchical FS30
DCITS Agent FS50

| :

Settings

2. Select the checkbox to enable FortiClient FSSO.
3. Select OK to save the setting.

L

To enable the FortiClient SSO Mobility Agent Service on the FortiAuthenticator, you
must first apply the applicable FortiClient license for FortiAuthenticator. For more
information, see the FortiAuthenticator Administration Guide in the Fortinet Docu-
ment Library at http://docs.fortinet.com. For information on purchasing a FortiClient
license for FortiAuthenticator, please contact your authorized Fortinet reseller.

Configuration lock

To prevent unauthorized changes to the FortiClient configuration, select the lock icon located at the bottom left of
the Settings page. You will be prompted to enter and confirm a password. When the configuration is locked,
configuration changes are restricted and FortiClient cannot be shut down or uninstalled.
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Settings Configuration lock
i L
#2F Please Provide Password 28
* Lg
Password
Confirm
0K Cancel
Ry
. [TSpecify FortiGate addre=z= .
* VPN Options
& Click the lock to protect configuration changes OK Cancel

(=]
[
(o]

When the configuration is locked you can perform the following actions:

o Antivirus:
« Complete an antivirus scan, view threats found, and view logs
« Select Update Now to update signatures
« Web Security
o Antivirus:
« View violations
o Application Firewall
« View applications blocked
« Remote Access
« Configure, edit, or delete an IPsec VPN or SSL VPN connection
o Connect to a VPN connection
« Vulnerability Scan
« Complete a vulnerability scan of the system
« View vulnerabilities found
« Register and unregister FortiClient for Endpoint Control
o Settings
o Export FortiClient logs
« Backup the FortiClient configuration

To perform configuration changes or to shut down FortiClient, select the lock icon and enter the password used to

lock the configuration.
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FortiTray

When FortiClient is running on your system, you can select the FortiTray icon in the Windows system tray to
perform various actions. The FortiTray icon is available in the system tray even when the FortiClient console is
closed.
o Default menu options

o Open FortiClient console

o Shutdown FortiClient
« Dynamic menu options depending on configuration

« Connect to a configured IPsec VPN or SSL VPN connection

« Display the antivirus scan window (if a scheduled scan is currently running)

« Display the Vulnerability scan window (if a vulnerability scan is running)

If you hover the mouse cursor over the FortiTray icon, you will receive various notifications including the version,
antivirus signature, and antivirus engine.

\ls

~

- When the configuration is locked, the option to shut down FortiClient from FortiTray is
greyed out.

g

Connect to a VPN connection

To connect to a VPN connection from FortiTray, select the Windows System Tray and right-click in the FortiTray

icon. Select the connection you wish to connect to, enter your username and password in the authentication
window, and select OK to connect.
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The FortiClient Configurator tool FortiClient is the recommended method of creating customized FortiClient
installation files.

You can also customize which modules are displayed in the FortiClient dashboard in
\ M the FortiClient Profile. This will allow you to activate any of the modules at a later date
N without needing to re-install FortiClient. Any changes made to the FortiClient Profile
are pushed to registered clients.

When creating VPN only installation files, you cannot enable other modules in the
FortiClient Profile as only the VPN module is installed.

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ M Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
I\ your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

The FortiClient Configurator tool is included with the FortiClient Tools file in FortiClient v5.2. This file is only
available on the Customer Service & Support portal and is located in the same file directory as the FortiClient
images.

The Configurator tool requires activation with a license file. Ensure that you have completed the following steps
prior to logging in to your FortiCare product web portal:

o Purchased FortiClient Registration License
« Activated the FortiClient license on a FortiGate

This video explains how to purchase and apply a FortiClient License:
http://www.youtube.com/watch?feature=player embedded&v=slk\WaUXK0Ok

This chapter contains the following sections:

« Download the license file
« Create a custom installer
o Custom installation packages
« Advanced FortiClient profiles

Download the license file

To retrieve your license file:

1. Go to https://support.fortinet.com and login to your FortiCare account.

2. Under Asset select Manage/View Products. Select the FortiGate device that has the FortiClient registration
license activated. You will see the Get the Key File link in the Available Key(s) section.
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Registered License(s)

License Type License Number Registration Date
FortiClient FCT102081 2013-08-14
License for 200 registered FortiClient for FG/FWF-60C, 60D, 80C & 90D series

SMS SMS100081« 2013-08-16

100 SMS Messages (activation Date:2013-08-16, expiration Date:2014-08-16, number of used:0, number of unused:100)

Available Key(s)

Key Description

TK42-NCFS-6NTF-32YF- License for 200 registered FortiClient for FG/FWF-60C, 60D, 80C & 90D series

Get The Key File Download FortiClient Configurator Activation Key File for version 5.0.

TK42-NCFS-6NTF-32YF- 1 Year FortiClient License Subscription for up to 200 clients on FG/FWF 20-90 Series running FortiOS 5.2 and

above. Includes the ability to download the license file, edit the FortiClient configuration file and create a
custom installer. (expiration Date:2015-04-04)

Get The Key File Download FortiClient Configurator Activation Key File for version 5.2 and above.

3. Click the link and download license file to your management computer. This file will be needed each time you use
the FortiClient Configurator tool.

L

~9' FortiClient v5.2 cannot use FortiClient v5.0 licenses. To use FortiClient Configurator,
= you need to use the FortiClient v5.2 license file.

Create a custom installer

Fortinet offers a repacking tool for both Microsoft Windows and Mac OS X operating systems. The following
section provides instructions on creating a custom installer file using the FortiClient Configurator tool.

When selecting to install custom features, only modules selected are installed. To
enable other features you will need to uninstall FortiClient, and reinstall an MSI file
with these features included in the installer.

FortiClient (Windows) Configurator tool

To create a custom installer using the FortiClient Configurator tool:

1. Unzip the FortiClientTools file, select the FortiClientConfigurator file folder, and double-click the
FortiClientConfigurator.exe application file to launch the tool. The tool opens at the Welcome page.

Licensed Licensed mode requires a FortiClient v5.2 license file.
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Trial In FortiClient v5.2, the FortiClient Configurator tool can be used in trial
mode. In trial mode, all online updates are disabled. The trial installer is
intended to be deployed in a test environment.

2. Browse and select the FortiClient Configurator Activation Key file (.11 c) on your management computer.

N The FortiClient Configurator tool is not installed on the management computer. You
9 must upload the FortiClient Configurator Activation Key file (.11 c) each time you run
= the tool.

3. After entering the FortiClient Configurator license, select Next. The Configuration File page is displayed.

Select Config File The configuration file (.conf, .sconf) settings will be included in the
(optional) installer file.
Password If the configuration file is encrypted (.sconf), enter the password used to

encrypt the file.

P You can use an XML editor to make changes to the FortiClient configuration file. For
>\ more information on FortiClient XML configuration, see the FortiClient XML
Reference in the Fortinet Document Library, http://docs.fortinet.com.

4. Browse and select the FortiClient configuration file on your management computer. This is an optional step. If you
do not want to import settings from a configuration file, select Skip to continue. The Settings page is displayed.
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& Settings

Features to Install

(@) Everything
All Security and VPN components will be installed.

(") Security only
Only AntiVirus, Web Filtering & Application Firewall will be installed.

) wPN only
Only VPN components (IPsec and 55L) will be installed.

) other

AntiVirus & Web Filtering only W

AntiVirus & Web Filtering only
Web Filtering only
.ﬁ. plication Firewall onl

'L"u'eb Filtering, WPM and Application Firewall

Options Single Sign-0n mability agent anly

Enable Software Update
Configure Single Sign-0n mobility agent

Rebrand FortiClient

Custom FortiClient Installations

The following options are available for custom installations:

Features to Install

Everything All Security and VPN components will be installed.

Client security Only AntiVirus, Web Filtering, and Application Firewall will be installed.
only

VPN only Only VPN components (IPsec and SSL) will be installed.
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Other

Options
Desktop Shortcut
Start Menu

Enable Software
Update

Configure Single
Sign-On mobility
agent

Rebrand
FortiClient

Create a custom installer

Select one of the following from the drop-down list:
« AntiVirus & Web Filtering only

« Web Filtering only

« Application Firewall only

« Application Firewall & Web Filtering only

« Web Filtering, VPN and Application Firewall
« Single Sign-On mobility agent only

Select to create a FortiClient desktop icon.
Select to add FortiClient to the start menu.

Select to enable software updates. This option is disabled when Rebrand
FortiClient is selected. This option is also disabled when using Trial mode.

Select to configure Singe Sign-On mobility agent for use with
FortiAuthenticator.

Select to rebrand FortiClient. When selected, the option to enable software
update is not available. For more information on rebranding FortiClient,
see Appendix C - Rebranding FortiClient on page 172.

5. Select the features to install and options and select Next to continue.

If you selected to configure the single sign-on mobility agent, the Single Sign-On Mobility Agent Settings

page is displayed.
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& Single Sign-On Mobility Agent Settings

550 server settings
Server IPFODM: Port number:

8001

Pre-Shared Key:

Confirm Pre-Shared Key:

< Back Mext = Cancel
6. Configure the following settings:
Server IP/FQDN Enter the IP address or FQDN of the FortiAuthenticator server.
Port Number Enter the port number. The default port is 8001.
Pre-Shared Key Enter the FortiAuthenticator pre-shared key.
Confirm Pre-Shared Key Enter the FortiAuthenticator pre-shared key confirmation.

7. Select Next to continue. If you selected to rebrand FortiClient, the Rebranding page is displayed.
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Installer Product Name
Installer Company Mame
Manufacturer Name
Shaortout Text

Product Name:

Product Mame Text
Company

Company Website URL
Company Website Text
Feedback Email
Feedback Email Text

Technical Documentation Text
Technical Documentation Link
Knowledge Base Text
Knowledge Base Link
Advertizement 1
Advertisement 2

Advertisement 3

If you want to use custom images in the rebranded software then replace the
images in the resources folder with your custom images. Please note that image

Rebranding

FortiClient

Fortinet

Fortinet Inc

FartiClient

FartiClient

FortiClient

Fortinet

http: /e, fortinet. com

www, fortinet. com
fortidient-feedback @fortinet. com
fortidient-feedback @fortinet. com

&Technical Documentation
http://docs. fortinet. comffdnt. himl
&Fortinet Knowledoe Base

http: kb, fortinet, com

http: ffforti.net/fcts52

http: ffforti.netfvideo

http:/fwww. fortinet.com/

dimensions and name must remain same as the originals.

Open Resources Folder

< Back Mext = Cancel

Create a custom installer

8. Rebrand FortiClient elements as required. The resources folder contains graphical elements. For more
information on rebranding FortiClient, see Appendix C - Rebranding FortiClient on page 172.

9. Select Next to continue. The Package Signing page is displayed.
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& Package Signing

If you have a Code Signing certificate, you can use it to digitally sign the installer
packages this tool generates,

Select Code Signing Certificate (optional):

Clear
Password:
« Back Skip = Cancel
10. Configure the following settings:
Select Code Signing If you have a code signing certificate, you can use it to digitally sign the
Certificate (optional) installer package this tool generates.
Password If the certificate file is password protected, enter the password.

11. Browse and select the code signing certificate on your management computer. This is an optional step. If you do
not want to digitally sign the installer package, select Skip to continue. The Execution page is displayed.
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& Execution

FortiClientConfigurator execution messages:

C:YUsersy \AppData'Local\Temp'\FartiClientConfigurator\FCRebrand.exe -m "C:
Command executed successfully.
C:YUsersy \AppData'Local\Temp'\FortiClientConfigurator \FCRebrand.exe -m "C:
Command executed successfully.
C:YUsersy \AppData'Local\Temp'\FortiClientConfigurator\foconfigmsi.exe -m "C:
Command executed successfully,
C:YUsersy \AppDataLocal\Temp'\FortiClientConfigurator\foconfigmsi.exe -m "C:
Command executed successfully.
C:WUsersy \AppData'LocaliTemp'FortiClientConfigurator\setupbld.exe -out "C:h
C:\Jsersy WppData'Local\Temp\FortiClientConfiguratorsetupbld.exe -out "C:)
£ >

Browse to output MSI files upaon exit

This page provides details of the installer file creation and the location of files for Active Directory deployment
and manual distribution. The tool creates files for both 32-bit (x86) and 64-bit (x64) operating systems.

12. When you select Finish, if Browse to output MSI file upon exit is selected, the folder containing the newly created
MSI file will open.

Before deploying the custom MSI files, it is recommended that you test the packages
to confirm that they install correctly. In FortiClient v5.2.0 and later, an .exe install-
ation file is created for manual distribution.

g Installation files are organized in folders within the FortiClientTools > FortiClient
9 Configurator > FortiClient repackaged folder. Folder names identify the type of
= installation files that were created and the creation date.
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FortiClient (Mac OS X) Configurator tool

To create a custom installer using the FortiClient Configurator tool:

1. Unzip the FortiClientTools file, select the Configurator file folder, and double-click the
FortiClientConfigurator.dmg application file, and double-click the FCTConfigurator icon to launch the tool. The

Configuratortool opens.
an FortiChent Configurator {5.1.25.049)

=) Licensed (| Triad

License File

Sewree

Dewtination

Freatures 1o Inazall

=1 Breryshing I/ 'VPH omly $50 only

Canlig File

o Sofrware Updare

Rebrand

Rairanding revcarme

2. Configure the following settings:

Licensed | Trial

Source

Destination

Features to Install

Server IP/[FQDN

Port Number
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an FarteClient Configarator (5.0.25.349

Lizenged (=i Trial @i trial mede all online updaes are disabled)

Licerse File

Senerce
Dettinanion
Features 1o Install

=1 Bveryshing _ VPN only 850 only

Ceafig File

Rebrand

Rebranding rescames

Licensed mode requires a FortiClient v5.2 license file. In FortiClient v5.2,
the FortiClient Configurator tool can be used in trial mode. In trial mode, all
online updates are disabled. The trial installer is intended to be deployed in
a test environment.

Select the FortiClient Installer file on your management computer.

You must use the full installer file, otherwise FortiClient Configurator will
fail to create a custom installation file.

The FortiClient Installer version and FortiClient Configurator version must
match, otherwise the Configurator will fail to create a custom installation
file.

Enter a name for the custom installation file and select a destination to
save the file on your management computer.

Select to install all FortiClient modules, VPN only, or SSO only. If SSO only
is selected, you must configure the SSO settings in the attached
configuration file.

Enter the IP address or FQDN of the FortiAuthenticator server.
This option is available when selecting SSO only for features to install.

Enter the port number. The default port is 8001.
This option is available when selecting SSO only for features to install.
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Pre-Shared Key

Confirm Pre-Shared Key

Config file

Software Update

Rebrand

Rebranding resources

Create a custom installer

Enter the FortiAuthenticator pre-shared key.
This option is available when selecting SSO only for features to install.

Enter the FortiAuthenticator pre-shared key confirmation.
This option is available when selecting SSO only for features to install.

Optionally, select a pre-configured FortiClient backup configuration file.
If you selected Everything or VPN only for features to install, you must use
a configuration file to configure the related settings.

Select to enable or disable software updates.

Select to rebrand FortiClient. When selected, the option to enable software
update is not available. For more information on rebranding FortiClient,
see Appendix C - Rebranding FortiClient on page 172.

Select the FortiClient resources file on your management computer.

3. Select the Start button to create the custom FortiClient installation file.
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A AN FortiClient Configurator (5.1.29.349)

Start creating package...
Mounted FortiClient installer successfully.
The FortiClient installer version is 5.1.29

Msers/ Jfworkireconfig _fe_trunkMacOSXiout.dmg is created successfully.

Software Update

| |Rebrand

Rebranding resources: [ ... |

| Quit | Start |

You can now deploy the repackaged FortiClient .dmg file to your Mac OS X systems.

Custom installation packages

When deploying a custom FortiClient XML configuration, use the advanced FortiClient
\ ¥ Profile options in FortiGate to ensure the FortiClient Profile settings do not overwrite
N\ your custom XML settings. For more information, see the FortiClient XML Reference
and the CLI Reference for FortiOS.

FortiClient (Windows)

After the configurator tool generates the custom installation packages, it can be used to deploy the FortiClient
software either manually, or using Active Directory. Both options can be found in the .../FortiClient_packaged
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directory. Files are created for both x86 (32-bit) and x64 (64-bit) operating systems.

If Active Directory is being used to deploy FortiClient, you can use the custom installer with the MST file found in
the .../ActiveDirectory folder.

For manual distribution, use the .exe file in the .../ManualDistribution folder.

Advanced FortiClient profiles

When creating custom FortiClient MSI files for deployment, you will need to configure advanced FortiClient
profiles on the FortiGate to ensure that settings in the FortiClient profile do not overwrite your custom XML
settings. You can configure the FortiClient profile to deliver the full XML configuration, VPN only, or specific
FortiClient XML configurations. For more information on customizing the FortiClient XML configuration file, see
the FortiClient XML ReAppendix C - Rebranding FortiClientference.

Fortinet recommends creating OS specific endpoint profiles when provisioning XML
settings. When creating a new FortiClient profile, select the device group as either

>{‘ Windows PC or Mac. If a FortiClient (Windows) XML configuration is pushed to a
FortiClient (Mac OS X) system, FortiClient (Mac OS X) will ignore settings which are
not supported.

Provision a full XML configuration file

You can deploy the full XML configuration file from the CLI or GUI.

To deploy the full XML configuration via the CLI:

1. Loginto the FortiGate Command-line Interface.

2. Enterthe following CLI commands:
config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-advanced-cfg enable
set forticlient-advanced-cfg-buffer “Copy & Paste your FortiClient XML
configuration here”

end
end

“is’ After forticlient-advanced-cfgisenabled, the forticlient-advanced-

s cfg-buffer CLI command is available from the CLI.
The buffer size for the FortiClient Control XML configuration is 32kB.

, Copy directly from your XML editor, preserving the XML file format. Copy all inform-
~‘9" ation from the <?xm1 version="1.0" encoding="UTF-8" 2> start of syntax

= tothe </forticlient configuration> end of syntax XML tags. Add double

quotes at the start and end of the XML syntax statements.
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To deploy the full XML configuration via the GUI:

1. Goto User & Device FortiClient Profiles.
2. Select the FortiClient Profile and select Edit from the toolbar. The Edit FortiClient Profile page is displayed.

Edit FortiClient Profile Documentation_1 v LEREEH M=

Profile Name

Comments

Assign Profile To:
Device Groups
User Groups

Users

Windows and Mac

i0s
orr | Web Category Filtering
orr | Client VPN Provisioning
Android

orr | Web Category Filtering

orr  Client VPN Provisioning

Documentation_1

Write a3 comment... 0/255
3 windows PC x| &

Click to set... -

Click to set... -

FortiClient Configuration Deployment

FortiClient configuration (XML format) entered below will be pushed to connecting clients.
You may configure a FortiClient and copy/paste its backup configuration here.

default

orr | Distribute Configuration Profile (.mobileconfig file)

default

Apply

Configure the following settings:

Profile Name
Comments

Assign Profile To

Device Groups

Administration Guide
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Enter a unique name to identify the FortiClient profile.
Optionally, enter a comment.

For more information on configuring device groups, user groups, and users,
see the FortiOS Handbook.

These options are only available when creating a new FortiClient profile.
You can assign the profile to user groups and users when using Active
Directory authentication or RADIUS authentication for VPN.

FortiClient does not support nested groups in FortiOS.

Select device groups from the drop down-menu. Use the add icon to add
more than one device group.
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User Groups Select user groups from the drop-down list. Use the add icon to add more
than one device group.

Users Select users from the drop-down list. Use the add icon to add more than
one device group.

FortiClient Configuration Deployment - Windows and Mac

XML text window Cut and paste the FortiClient XML configuration file in the text window.
The XML syntax must be preserved.

3. Select Apply to save the FortiClient profile settings.

The current buffer size is 32kB. This may not be large enough to accommodate your FortiClient XML
configuration. As a workaround, you can use the FortiClient Configurator tool to create a custom MSI installation
file using a.conf FortiClient backup configuration that contains static custom configurations. You can then
include a partial configuration in the advanced FortiClient profile. This will push the partial configuration when the
client registers with the FortiGate. The partial configuration will be merged with the existing XML configuration on
the client.

To provision specific FortiClient XML configuration while preserving custom XML configurations in your MSI file,
cut & paste the specific XML configuration into the FortiClient Profile in the following format:

<?xml version="1.0" encoding="UTF-8" ?>
<forticlient configuration>
<partial configuration>l</partial configuration>
<system>
<ui>
<ads>0</ads>
<default tab>VPN</default tab>
<flashing system tray icon>0</flashing system tray icon>
<hide system tray icon>0</hide system tray icon>
<suppress_admin prompt>0</suppress admin prompt>
<culture code>os-default</culture code>
</ui>
<update>
<use_custom server>0</use custom server>
<port>80</port>
<timeout>60</timeout>
<failoverport>8000</failoverport>
<fail over to fdn>1</fail over to fdn>
<scheduled update>
<enabled>0</enabled>
<type>interval</type>
<daily at>03:00</daily at>
<update interval in hours>3</update interval in hours>
</scheduled update>
</update>
</system>
</forticlient configuration>
Ensure that the <partial configuration>1</partial configuration> tagissetto 1 toindicate
that this partial configuration will be deployed upon registration with the FortiGate. All other XML configuration

will be preserved.
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Advanced VPN provisioning

You need to enable VPN provisioning and advanced VPN from the FortiOS CLI to import the FortiClient XML VPN
configuration syntax. You can import the XML VPN configuration in the CLI or the GUI.

Import XML VPN configuration into the FortiClient Profile via the CLI:

1. Login to your FortiGate command-line interface.

2. Enterthe following CLI commands:

config endpoint-control profile
edit <profile name>

config
set

set
set
set
set
end
end

forticlient-winmac-settings

forticlient-vpn-provisioning enable

forticlient-advanced-vpn enable

auto-vpn-when-off-net enable

auto-vpn-name <VPN name to connect to automatically when off-net>
forticlient-advanced-vpn-buffer <Copy & paste the advanced VPN
configuration>

Afterthe forticlient-vpn-provisioningand forticlient-advanced-
vpn CLI commands are enabled, the forticlient-advanced-vpn-buffer
CLI command is available from the CLI.

Copy directly from your XML editor, preserving the XML file format. Copy all
information from the <vpn> start of syntax to the </vpn> end of syntax XML tags.
Add double quotes before the <vpn>tag and after the </vpn> tag.

3. You can also choose to copy & paste the XML content in the GUI, go to User & Device > FortiClient Profiles.
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Edit FortiClient Profile Documentation_2 v L+REEN il=]

Profile Name Documentation_2

Comments Write 2 comment... 0/255

Assign Profile To:

Device Groups 4 windows PC x| &
User Groups Click to set... -
Users Click to set... -

FortiClient Configuration Deployment

Windows and Mac

@™ AntiVirus Protection
oFr  Web Category Filtering default
@ vEN

Client VPN Pravisioning

Enter VPN Information in the following field (XML format)
Backup configuration from a pre-configured version of FortiClient, copy the XML between the <vpn= XML tags,
[ Auto-connect when Off-Net

_orF_ Application Firewall block-p2p

_c]L Endpoint Vulnerability Scan on Client

_orr  Upload Logs to FortiAnalyzer/FortiManager

_orF | Use FortiManager for client software/signature update
_orr _ Dashboard Banner

@ Client-based Logging when On-Net

ios
orr  Web Category Filtering default

orr | Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)

Android

orr  Web Category Filtering default

orr | Client VPN Provisioning

Apply
4. Configure the following settings:
Profile Name Enter a unique name to identify the FortiClient profile.
Comments Optionally, enter a comment.
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Assign Profile To

Device Groups

User Groups

Users

Custom FortiClient Installations

For more information on configuring device groups, user groups, and users,
see the FortiOS Handbook.

These options are only available when creating a new endpoint profile.

You can assign the profile to user groups and users when using Active
Directory authentication or RADIUS authentication for VPN.

FortiClient does not support nested groups in FortiOS.

Select device groups from the drop down-menu. Use the add icon to add
more than one device group.

Select user groups from the drop-down list. Use the add icon to add more
than one device group.

Select users from the drop-down list. Use the add icon to add more than
one device group.

FortiClient Configuration Deployment

Windows and Mac
AntiVirus Protection

Web Category Filtering

VPN

Application Firewall

Endpoint Vulnerability
Scan on Client

Upload Logs to
FortiAnalyzer/FortiManager

Use FortiManager for client
software/signature update
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Toggle the button on or off to enable or disable this feature.

Toggle the button on or off to enable or disable this feature.
When enabled, you can select a web filter profile in the drop-down list.
Select the checkbox to enable client web filtering when on-net.

Select the checkbox for Client VPN Provisioning.

Cut and paste the FortiClient XML configuration <vpn> to </vpn>tagsin
the text window. The XML syntax must be preserved.

Select the checkbox to enable auto-connect when off-net and select a VPN
connection in the drop-down list.

Toggle the button on or off to enable or disable this feature.
When enabled, you can select an application control sensor in the drop-
down list.

Toggle the button on or off to enable or disable this feature.

When enabled, you can select the scheduled scan type to daily, weekly, or
monthly.

Select the checkbox to initiate a scan after client registration with the
FortiGate.

This feature must be enabled per FortiClient profile in the FortiOS CLI.

Toggle the button on or off to enable or disable this feature.

When enabled, you can select to use the same FortiAnalyzer/FortiManager
used by the FortiGate or select Specify to enter a different device IP.

You can set the schedule to hourly or daily. The FortiClient upload logs to
the FortiAnalyzer/FortiManager only when it is able to connect to the
device on the specified IP address.

Toggle the button on or off to enable or disable this feature.

When enabled, you can specify the IP address of the FortiManager.
Select the checkbox to failover to the FortiGuard Distribution Network
(FDN) when the FortiManager is not available.
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Custom FortiClient Installations Advanced FortiClient profiles

Dashboard Banner Toggle the button on or off to enable or disable this feature.

Client-based Logging when Toggle the button on or off to enable client-based logging when on-net.
On-Net

5. Select Apply to save the FortiClient profile settings.
For more information, see Appendix A - Deployment Scenarios on page 158.
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Upgrade Information

FortiClient (Windows) 5.2.6 upgrade information

Please review the FortiClient (Windows) 5.2.6 Release Notes prior to upgrading your client. The following
information outlines supported upgrade paths and methods.

When upgrading on a Windows XP system, a warning dialog box is displayed indic-
ating that one of the files to be updated is currently in use. Please select the Ignore
~‘9"' button to continue with the upgrade.
= Users with newer Windows OS versions will receive a different warning dialog box. It
warns that a reboot will be required to complete the installation. Please click the OK
button to continue with the installation.

FortiClient (Mac OS X) 5.2.6 upgrade information

Please review the FortiClient (Mac OS X) 5.2.6 Release Notes prior to upgrading your client. The following
information outlines supported upgrade paths and methods.
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Fortinet Technologies Inc.

157



Appendix A - Deployment Scenarios

Basic FortiClient Profile

In this scenario, you want to configure all FortiClient Profile settings in the FortiGate GUI. When clients register,
they will receive the settings configured in the FortiClient Profile. You can configure the default profile, or create a
new profile. When creating a new profile, you have additional options to specify device groups, user groups, and
users.

Create a basic FortiClient Profile:

1. Inthe FortiGate GUI, go to User & Device > FortiClient Profiles. You can either select the default FortiClient
Profile or select Create New in the toolbar. The default FortiClient Profile does not include the Device Groups,
User Groups, and Users settings. The Edit Endpoint Profile page opens.
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Edit FortiClient Profile Documentation MO EBEmB

Profile Name Documentation|

Comments Write a comment... 0/255

Assign Profile To:

Device Groups Ed windows PC %
User Groups Click to set... -
Users Click to set... -

FortiClient Configuration Deployment

Windows and Mac

@ AntiVirus Protection

@™ Web Category Filtering default ®
Client Web Filtering when On-Net

_ofF VPN

@™ Application Firewall block-p2p ®

@™ Endpeint Vulnerability Scan on Client
Schedule Scan Type: () Daily O Weekly @ Monthly
Initiate Scan After Client Registration

orr | Upload Logs to ForbiAnalyzer/FortiManager

orr | Use FortiManager for client software/signature update
@™ Dashboard Banner

@™ Client-based Logging when On-Net

ios

orr | Web Category Filtering default

orr | Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)
Android

orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

2. Set the device groups, user groups, user settings, and other FortiClient Profile settings as required and select
Apply to save the FortiClient Profile changes.

Advanced FortiClient Profile (Full XML Configuration)

In this scenario, you have created a custom XML configuration file. The custom file includes all settings required
by the client at the time of deployment. When the client registers to the FortiGate, you want to ensure that the
client receives the full XML configuration. For future configuration changes you can use the Advanced FortiClient
Profile (Partial XML Configuration) on page 161 procedure.
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Advanced FortiClient Profile (Full XML Configuration)

The buffer size in the FortiClient Profile

is 32kB. Depending on the size of the FortiCli-

ent XML configuration file you may not be able to deploy the full XML configuration file

in the FortiClient Profile. Alternatively, you can create a custom installation file with

the repackager tool and push a partial XML configuration. For more information, see
Advanced FortiClient Profile (Partial XML Configuration) on page 161.

A

found within the <! --

To reduce the size of the FortiClient XML configuration file, you can delete all help text
--> comment tags.

Create an advanced FortiClient Profile with the full XML configuration provisioned:

160

1.

2,

In the FortiGate Command-line Interface enter the following commands:

config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-advanced-cfg enable
end
end

In the FortiGate GUI, go to User & Device > FortiClient Profiles. Select the advanced FortiClient profile and

select Editin the toolbar. The Edit FortiClient Profile page

opens.

Edit FortiClient Profile Documentation_1 v L+R==l M=

Profile Name Documentation_1

Comments Write a comment...

Assign Profile To:
Device Groups 4 windows PC
User Groups Click to set...

Users Click to set...

FortiClient Configuration Deployment

Windows and Mac

FortiClient configuration (XML format) entered below will be push

i0s

orr | Web Category Filtering default

orr  Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)
Android

orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

You may configure a FortiClient and copy/paste its backup configuration here.

0/255

ed to connecting clients.
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Advanced FortiClient Profile (Partial XML Configuration) Appendix A - Deployment Scenarios

3. Open the FortiClient XML configuration file in a source code editor. Copy and paste the FortiClient XML
configuration file into the XML text field in the FortiClient Profile.

\ M Alternatively, you can copy and paste the XML configuration into the CLI using the
N set forticlient-advanced-cfg-buffer command.

4. Set the device groups, user groups, and user settings as required, and select Apply to save the FortiClient Profile
changes. In the future, if you need to update the FortiClient configuration follow the procedure in Advanced
FortiClient Profile (Partial XML Configuration) on page 161.

Advanced FortiClient Profile (Partial XML Configuration)

In this scenario, you have created a custom XML configuration file and you have created a custom FortiClient
installation file using the repackaging tool. The custom XML configuration file includes most settings required by
the client at the time of deployment. Due to the 32kB buffer size limitation, you are not able to follow Advanced
FortiClient Profile (Full XML Configuration) on page 159 procedure.

When the client registers to the FortiGate, you want to ensure that the client receives the partial XML
configuration. The partial configuration will be merged with the existing XML configuration.

Create an advanced FortiClient Profile with the partial XML configuration provisioned:

1. Inthe FortiGate Command-line Interface enter the following commands:
config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-advanced-cfg enable
end
end
2. Inthe FortiGate GUI, go to User & Device > FortiClient Profiles. Select the advanced FortiClient profile and
select Edit in the toolbar. The Edit FortiClient Profile page opens.
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Edit FortiClient Profile Documentation_1 v L+R==l M=

Profile Name Documentation_1

Comments Write a comment... 0/255

Assign Profile To:

Device Groups 3 windows PC AN+
User Groups Click to set... -
Users Click to set... -

FortiClient Configuration Deployment

Windows and Mac

FortiClient configuration (XML format) entered below will be pushed to connecting clients.
You may configure a FortiClient and copy/paste its backup configuration here.

ios

orr  Web Category Filtering default

orr  Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)
Android

orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

3. Open the FortiClient XML configuration file in a source code editor. Copy and paste the following lines directly
from the source code editor into the XML text field in the FortiClient profile:
<?xml version="1.0" encoding="UTF-8" ?>
<forticlient configuration>
<partialigénfiguration>l</partialiconfiguration>

</forticlient configuration>
By setting the <partial configuration> statementto 1, the XML configuration will be merged into
the existing XML configuration.

\ M Alternatively, you can copy and paste the XML configuration into the CLI using the
N set forticlient-advanced-cfg-buffer command.

4. Set the device groups, user groups, and user settings as required and select Apply to save the FortiClient Profile
changes. In the future if you need to update the FortiClient configuration follow the procedure in Advanced
FortiClient Profile (Full XML Configuration) on page 159.
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Advanced VPN Provisioning FortiClient Profile

Advanced VPN Provisioning FortiClient Profile

In this scenario, you want to provision multiple XML VPN configurations while setting the other FortiClient Profile
settings in the FortiGate GUI. As the current buffer size in the CLI is 32kB, your FortiClient XML configuration
may be too large to deploy using the regular advanced FortiClient Profile. You can use the repackaging tool to
configure settings which are not available in the FortiClient Profile page by including the FortiClient XML

configuration file in the installation

Create an advanced FortiClient Profile with XML VPN configurations:

1. Inthe FortiGate Command-line Interface enter the following commands:

config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-vpn-provisioning enable
set forticlient-advanced-vpn enable
set auto-vpn-when-off-net enable
set auto-vpn-name <VPN name to connect to automatically when off-net>
end
end
In the FortiGate GUI, go to User & Device > FortiClient Profiles. Select the advanced FortiClient profile and

2.
select Edit in the toolbar. The Edit FortiClient Profile page opens.
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Profile Name Documentation_1
Comments Write a comment...

Assign Profile To:

Device Groups 3 windows PC AN+
User Groups Click to set... -
Users Click to set... -

FortiClient Configuration Deployment

Windows and Mac

You may configure a FortiClient and copy/paste its backup configuration here.

i0s
orr  Web Category Filtering default
orr  Client VPN Provisioning

orr | Distribute Configuration Profile (.mobileconfig file)

Android

orr  Web Category Filtering default

orr | Client VPN Provisioning

Apply

Advanced FortiClient Profile (No Settings Provisioned)

Edit FortiClient Profile Documentation_1 v L+R==l M=

FortiClient configuration (XML format) entered below will be pushed to connecting clients.

0/255

3. Open the FortiClient XML configuration file in a source code editor. Copy and paste all information from the
<vpn> comment tag to the </vpn> comment tag directly from the source code editor into the XML text field in

the endpoint profile.

\ M Alternatively, you can copy and paste the XML configuration into the CLI using the
N set forticlient-advanced-vpn-buffer command.

Set the device groups, user groups, user settings, and other FortiClient Profile settings as required and select

Apply to save the FortiClient Profile changes.

Advanced FortiClient Profile (No Settings Provisioned)

In this scenario, you have created a custom installation file using the repackager tool. The custom file includes all
settings required by the client at the time of deployment. When the client registers to the FortiGate, you want to

ensure that no settings are pushed to the client and the XML configuration remains intact.

When changes are required you can push a partial configuration to the clients with the specific XML configuration
changes.

164

Administration Guide
Fortinet Technologies Inc.



Advanced FortiClient Profile (No Settings Provisioned) Appendix A - Deployment Scenarios

Create an advanced FortiClient Profile with no settings provisioned:

1. Inthe FortiGate Command-line Interface enter the following commands:
config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-advanced-cfg enable
end
end
2. Inthe FortiGate GUI, go to User & Device > FortiClient Profiles. Select the advanced FortiClient profile and
select Edit in the toolbar. The Edit FortiClient Profile page opens.

Edit FortiClient Profile Documentation_3 v LEHE=8 =]

Profile Name Documentation_3

Comments

Write a comment... 0/255

Assign Profile To:

Device Groups [ windows PC YN+
User Groups Click to set... -
Users Click to set... v

FortiClient Configuration Deployment

Windows and Mac

FortiClient configuration (XML format) entered below will be pushed to connecting clients.

<?xml version="1.0" encoding="UTF-8" 7=
<forticlient_configuration=
<partial_configuration=1</partial_configuration>

</forticlient_configuration|

ios
orr | Web Category Filtering default
orr | Client VPN Provisioning

orr | Distribute Configuration Profile {.mobileconfig file)

Android

orr | Web Category Filtering default

orr | Client VPN Provisioning

Apply

3. Open the FortiClient XML configuration file in a source code editor. Copy and paste the following lines directly
from the source code editor into the XML text field in the FortiClient profile:
<?xml version="1.0" encoding="UTF-8" ?>
<forticlient configuration>
<partial configuration>l</partial configuration>
</forticlient configuration>
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By setting the <partial configuration> statementto 1, the XML configuration will be merged into
the existing XML configuration. Since no other XML statements are included, no changes will be made to the
XML configuration on the client.

N\ Alternatively, you can copy and paste the XML configuration into the CLI using the
N set forticlient-advanced-cfg-buffer command.

4. Set the device groups, user groups, and user settings as required and select Apply to save the FortiClient Profile
changes. In the future if you need to update the FortiClient configuration follow the procedure in Advanced
FortiClient Profile (Partial XML Configuration) on page 161.

Using Active Directory Groups

Some organisations may choose to deploy different FortiClient profiles to different user groups. FortiOS is able to
send different FortiClient profiles based on the AD group of the user. This requires use of the FortiAuthenticator.

No special configuration is required on FortiClient.

Monitoring registered users

An administrator can monitor managed FortiClient users. When the client successfully registers to the FortiGate,
the client can be monitored on the FortiGate.

In the FortiOS GUI, all registered clients can be observed on the User & Device > Monitor > FortiClient page.

9 Refresh Total Devices Tracked: 1
Device 9 b8:ac:6f:71:e0:a7
0s Windows
Hostname -MPI

Username

IP Address 172.17.78.201
Last Seen 11:43:29 (wanl)

FortiClient @ Registered
State

Either of the following FortiOS CLI commands will list all registered clients:

e diagnose endpoint registration list,or

e diagnose endpoint record-list.

Customizing FortiClient using XML settings

FortiClient configurations can be customized at the XML level. For more information, see the FortiClient XML
Reference.
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Customizing FortiClient using XML settings Appendix A - Deployment Scenarios

Silent registration

You may want to configure FortiClient to silently register to FortiGate without any user interaction. When
configured, the user will not be prompted to register to a FortiGate. The <silent_registration> tag is intended to
be used with the <disable_unregister> tab. For more information, see Disable unregistration on page 167. The
following XML elements can be used to enable this:

<forticlient configuration>
<endpoint control>
<silent registration>1</silent registration>

</endpoint control>
</forticlient configuration>

Locked FortiClient settings

End-users with administrator permission on their Windows system have access to the FortiClient settings page. If
this is not desired, it can be locked with a password from the FortiGate. The following FortiOS Command Line
Interface (CLI) command, when included, requires that any client registered to the FortiGate to provide the

password before they can access the settings page.

config endpoint-control profile
edit "fmgr"
config forticlient-winmac-settings

set forticlient-settings-lock disable
set forticlient-settings-lock-passwd <password>

end
next
end

Disable unregistration

With silent endpoint control registration enabled, a user could unregister after FortiClient has registered to the
FortiGate. The capability to unregister can be disabled using the following XML element:

<forticlient configuration>
<endpoint control>
<disable unregister>l</disable unregister>
</endpoint control>
</forticlient configuration>

Putting it together
Here is a sample complete FortiClient 5.2.6 XML configuration file with the capabilities discussed above:

<forticlient configuration>
<partial configuration>l</partial configuration>
<endpoint control>
<enabled>1</enabled>
<disable unregister>1</disable unregister>
<silent registration>1</silent registration>
<fortigates>
<fortigate>
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<serial number />
<name />
<registration password>un9r3Ak@b!e</registration password>
<addresses>newyork.example.com</addresses>
</fortigate>
</fortigates>
</endpoint control>
</forticlient configuration>
The FortiGate that is registered to is listed in the <fortigates> element. The <registration
password> element is required if the endpoint control configuration on the FortiOS requires one. This can be
exported as an encrypted file from a registered FortiClient.

The configuration provided above is not the full FortiClient configuration file. Thus, the <partial
configuration> elementissettol.

Off-net VPN auto-connect

Configure off-net VPN auto-connect and disable the VPN disconnect button

1. Configure the corresponding FortiClient profile from the FortiGate CLI. Enter the following CLI commands:

config endpoint-control profile
edit <profile name>
config forticlient-winmac-settings
set forticlient-vpn-provisioning enable
set forticlient-advanced-vpn enable
end

2. Loginto FortiGate GUI.
3. Goto User & Device > FortiClient Profiles and select the profile you edited in the previous step.

4. Copy and paste the VPN configuration in XML format into the VPN field. This includes the VPN connection and the
settings for off-net VPN auto connect.
<vpn>
<options>
<autoconnect tunnel>ssl1209.77</autoconnect tunnel>
<autoconnect only when offnet>1</autoconnect only when offnet>
<keep running max tries>0</keep running max tries>
<allow personal vpns>0</allow personal vpns>
<disable connect disconnect>1</disable connect disconnect>
</options>
<sslvpn>
<options>
<enabled>1</enabled>
</options>
<connections>
<connection>
<name>ss1209.77</name>
<server>209.207.125.77:443</server>
<username />
<single user mode>0</single user mode>
<ui>
<show_remember password>1</show remember password>
<show_alwaysup>1</show_alwaysup>
<show_autoconnect>1</show_autoconnect>
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Appendix A - Deployment Scenarios

</ui>
<password />
<certificate />
<prompt certificate>0</prompt certificate>
<prompt username>1</prompt username>
<fgt>1</fgt>
<on_connect>
<script>
<os>windows</os>
<script>
<! [CDATA[]]>
</script>
</script>
</on_connect>
<on_disconnect>
<script>
<os>windows</os>
<script>
<! [CDATA[]]>
</script>
</script>
</on_disconnect>

</connection>

</connections>

</sslvpn>

</vpn>

5. FortiClient will receive the profile from the FortiGate upon registration. The user will be prompted to enter their
username and password and connect to the VPN.
6. When FortiClient is detected as off-net, the VPN connection window will be displayed. The user will enter their
username and password and connect to the VPN.
After the VPN is connected, the disconnect button will be disabled.
FortiClient will then always attempt to connect to the VPN.
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Appendix B - Using the FortiClient API

You can operate FortiClient VPNs using the COM-based FortiClient APIl. The API can be used with IPsec VPN
only. SSL VPN is currently not supported.

This chapter contains the following sections:

Overview on page 170
API reference on page 170

Overview

The FortiClient COM library provides functionality to:

Retrieve a list of the VPN tunnels configured in the FortiClient application.

Start and stop any of the configured VPN tunnels.
Send XAuth credentials.

Retrieve status information:

« configured tunnel list

« active tunnel name

« connected or not

« idle or not

« remaining key life

Respond to FortiClient-related events:
« VPN connect

« VPN disconnect

o VPNisidle

o XAuth authentication requested

For more information, see the vpn_com_examples ZIP file located in the VPN Automation file folder in the
FortiClientTools file.

API reference

The following tables provide API reference values.

170

Disconnect (bstrTunnelName As Close the named VPN tunnel.

String)

GetPolicy pbAV As Boolean, pbAS As Command is deprecated in FortiClient v5.0.

Boolean, pbFW As Boolean, pbWF
As Boolean)
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API reference

GetRemainingKeylLife (bstrTunnelName

As String, pSecs As Long,
PKBytes As Long)

MakeSystemPolicyCompliant ()

SendXAuthResponse (tunnelName As
String, userName As String,
password As String,
savePassword As Boolean)

bAS As
bWFE

SetPolicy (bAV As Boolean,
Boolean, bFW As Boolean,
As Boolean)

GetTunnelList ()

(bstrTunnelName As
As Boolean

IsConnected
String)

IsIdle (bstrTunnelName As String)
As Boolean

OnDisconnect (bstrTunnelName As
String)

OnIdle (bstrTunnelName As String)

OnOutOfCompliance (bAV As Boolean,
bAS As Boolean, bFW As
Boolean, bWF As Boolean)

OnXAuthRequest (bstrTunnelName As
String)
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Retrieve the remaining key life for the named con-
nection. Whether keylife time (pSecs) or data

(pKBytes) are significant depends on the detailed set-

tings in the FortiClient application.
Command is deprecated in FortiClient v5.0.

Send XAuth credentials for the named connection:
« User name, Password

« True if password should be saved.

Command is deprecated in FortiClient v5.0.

Retrieve the list of all connections configured in the
FortiClient application.

Return True if the named connection is up.

Return True if the named connection is idle.

Connection disconnected.

Connection idle.

Command is deprecated in FortiClient v5.0.

The VPN peer on the named connection requests
XAuth authentication.
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The FortiClient Configurator can be used to create custom FortiClient MSI installers with various combinations.
The customized MSI installer generated may be used to install FortiClient on all supported platforms using Active
Directory or SCCM. A FortiClient setup executable file is also generated for manual distribution.

» The FortiClient license for FortiOS 5.2 includes the license file required to use the
>\ FortiClient Configurator tool used to create custom FortiClient installers. The Con-
figurator tool also allows you to rebrand the installer file.

& Settings

Features to Install

(@) Everything

Al Security and VPN components will be installed.
() security only

Only Antivirus, Web Filtering & Application Firewall will be installed.
(I VPN only

Only WPM components (IPsec and S5L) will be installed.

() Other

AntiVirus & Web Filtering only W

AntiVirus & Web Filtering only
Web Filtering only

Application Firewall & Web Filteri
Web Filtering, VPN and Application Firewall
Single Sign-0n mobility agent anly

Enable Software Update

Options

Configure Single Sign-0On mobility agent

Rebrand FortiClient

Under Options, you can select to enable software updates, configure the single sign-on mobility agent, and
rebrand FortiClient. Rebranding allows you to edit various Ul elements including graphics.
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Appendix C - Rebranding FortiClient

When replacing files in the resource folder, the replacement file should be the same
file type and dimensions. lcons (.1 co) are a special case. The Main icon.ico file
for example, is a composite file of multiple icons. The operating system picks the
appropriate icon size from this file for the context in which the icon is being displayed.

Rebranding elements:

Installer Product Name

Installer Company Name

Manufacturer Name

Shortcut Text

Product Name

Product Name Text

Administration Guide

Where Used: Setup Wizard header and body, File directory name in

Installer Company Name file folder, engine/signature update bubble mes-

sages.

Default Value: FortiClient

Default Value: Fortinet

Where Used: Default Value: Fortinet Inc

Where Used: Name of shortcut on desktop
Default Value: FortiClient

Where Used: File directory name in Program Files.

Where Used: Name of installer file (.msi/.mst), Ul header, configuration
received from FortiGate bubble messages,
Default Value: FortiClient

Default Value: FortiClient

Fortinet Technologies Inc.

Where Used: Name of client in main page
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Company Where Used: Help > About > Copyright page
Default Value: Fortinet

Company WebSite URL Where Used: Help > About > Copyright page
Default Value: http://www.fortinet.com

Company Website Text Where Used: Help > About > Copyright page
Default Value: www.fortinet.com

Feedback Email Where Used: Help > About > Copyright page, Send Feedback
Default Value: forticlient-feedback@fortinet.com

Feedback Email Text Where Used: Help > About > Copyright page, Send Feedback
Default Value: forticlient-feedback@fortinet.com

EULA Where Used: Help > About > Copyright page, Click here to view the
license agreement
Default Value: http://www.fortinet.com/doc/legal/EULA.pdf

Knowledge Base Text Where Used: Help menu option
Default Value: Fortinet Knowledge Base
Leave this field blank to omit the field in the console.

Knowledge Base Link Where used: Link used by Knowledge Base text
Default value: http://kb.fortinet.com
Leave this field blank to omit the field in the console.

Advertisement 1 Where used: Link used by dashboard banner advertisement 1
Default value: http://www.forticlient.com/video/001

Advertisement 2 Where used: Link used by dashboard banner advertisement 2
Default value: http://www.forticlient.com/video/002

Advertisement 3 Where used: Link used by dashboard banner advertisement 3
Default value: http://www.forticlient.com/video/003

Resources folder elements:

About_red_shield_logo.png Where Used:
File Type: PNG File (.png)
Width: 43 pixels
Height: 43 pixels
Bit Depth: 32

Advertisement_ad_0.png Where Used: Dashboard advertisement banner
File Type: PNG File (.png)
Width: 628 pixels
Height: 66 pixels
Bit Depth: 32
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Advertisement_ad_1.png Where Used: Dashboard advertisement banner
File Type: PNG File (.png)
Width: 628 pixels
Height: 66 pixels
BitBit Depth: 32

Advertisement_ad_2.png Where Used: Dashboard advertisement banner
File Type: PNG File (.png)
Width: 628 pixels
Height: 66 pixels

Bit Depth: 32
Antivirus_AV_scan_top_banner_left_hand_ Where Used:
side.png File Type: BMP File (.bmp)

Width: 1 pixel

Height: 40 pixels

Bit Depth: 8
Antivirus_AV_scan_top_banner_right_hand_ Where Used: Banner used in right-click “scan with
side.png product name” dialog box

File Type: BMP File (.bmp)
Width: 440 pixels

Height: 40 pixels

Bit Depth: 8

Common_fgt-not-found-page-bg.png Where Used: FortiGate not found page
File Type: PNG File (.png)
Width: 673 pixels
Height: 189 pixels
Bit Depth: 32

Common_fortinet-icon.png Where Used:
File Type: PNG File (.png)
Width: 79 pixels
Height: 79 pixels
Bit Depth: 32

Common_registration_icon.png Where Used: FortiGate detected page
File Type: PNG File (.png)
Width: 85 pixels
Height: 85 pixels
Bit Depth: 32

Common_searching-page-bg.png Where Used: Searching for FortiGate page
File Type: PNG File (.png)
Width: 673 pixels
Height: 189 pixels
Bit Depth: 32
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Dashboard_forticlient_v5_dashboard_bg.png

Dashboard_warning-shield.png

Installer_background.bmp

Installer_banner.bmp

Lightinstaller_icon.ico

Main_icon.ico

Main_logo_black.ico

setup.ico
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Where Used: Client console
File Type: PNG File (.png)
Width: 628 pixels

Height: 451 pixels

Bit Depth: 32

Where Used: Dashboard warning shield, displayed
when antivirus is disabled.

File Type: PNG File (.png)

Width: 59 pixels

Height: 75 pixels

Bit Depth: 32

Where used: Setup Wizard background image.
File Type: BMP file (.bmp)

Width: 491 pixels

Height: 312 pixels

Bit Depth: 8

Where Used: Setup Wizard banner image on des-
tination page, ready to install page, installing pages.
File Type: BMP file (.bmp)

Width: 491 pixels

Height: 58 pixels

Bit Depth: 8

Where Used: Light Installer Icon
File Type: ICO File (.ico)

Width: 32 pixels

Height: 32 pixels

Bit Depth: 32

Where Used: Shortcut on desktop
File Type: ICO file (.ico)

Width: 48 pixels

Height: 48 pixels

Bit Depth: 32

Where Used: Client console header
File Type: ICO file (.ico)

Width: 32 pixels

Height: 32 pixels

Bit Depth: 32

Where Used: Setup icon
File Type: ICO File (.ico)
Width: 256 pixels
Height: 256 pixels

Bit Depth: 32
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Tray_lcons_alert.ico

Tray_lcons_alert_vpn.ico

Tray_lcons_running.ico

Tray_lcons_scan1.ico, Tray_lcons_scan2.ico,
Tray_lcons_scan3.ico, Tray_lcons_scan4.ico,
Tray_lcons_scan5.ico, Tray_lcons_scan6.ico,
Tray_lcons_scan7.ico, Tray_lcons_scan8.ico,
Tray_lcons_scan9.ico, Tray_lcons_scan10.ico
Tray_lcons_scan11.ico

Tray_lcons_vpn.ico

VPN_xauth-dialog-logo.png

2zz_rebranding.ini

Appendix C - Rebranding FortiClient

Where Used: System tray alert icon
File Type: ICO File (.ico)

Width: 16 pixels

Height: 16 pixels

Bit Depth: 32

Where Used: System tray VPN alert icon
File Type: ICO File (.ico)

Width: 16 pixels

Height: 16 pixels

Bit Depth: 32

Where Used: System tray running icon
File Type: ICO File (.ico)

Width: 16 pixels

Height: 16 pixels

Bit Depth: 32

Where Used: System tray, these eleven images
animate the scanning activity of the tray icon.
File Type: ICO File (.ico)

Width: 16 pixels

Height: 16 pixels

Bit Depth: 32

Where Used: System tray VPN icon
File Type: ICO File (.ico)

Width: 16 pixels

Height: 16 pixels

Bit Depth: 32

Where Used: VPN xAuth dialog logo
File Type: PNG File (.png)

Width: 88 pixels

Height: 100 pixels

Bit Depth: 32

Where Used: This file is used by the FortiClient Con-
figurator tool for element/resource mapping.
File Type: Configuration settings (.ini)

When rebranding FortiClient, you can select to digitally sign the installer package using a code signing certificate.
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) Package Signing

If you have a Code Signing certificate, you can use it to digitally sign the installer
packages this tool generates,

Select Optional Code Signing Certificate:
Clear

Password

< Back Skip = Cancel
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Client ID Level
Feature
Antivirus 0x00017912 Warning

Antivirus 0x00017913 Warning
Antivirus 0x00017914 Warning
Antivirus 0x00017915 Info
Antivirus 0x00017916 Warning
Antivirus 0x00017917 Info
Antivirus 0x00017918 Warning
Antivirus 0x0001791d Info
Antivirus 0x0001791e Info
Antivirus 0x00017919 Info
Antivirus 0x0001791a Info
Antivirus 0x0001791b  Warning

Administration Guide
Fortinet Technologies Inc.

Format

Found virus by [Antivirus
scan|Antivirus realtime pro-
tection] in [filesys-
tem|disk|email]

Found malware by [Antivirus
scan|Antivirus realtime pro-
tection] in [filesystem|email]

Found suspicious by [Antivirus
scan|Antivirus realtime pro-
tection] in [filesys-
tem|disk|email]

User enabled Realtime
Antivirus protection

User disabled Realtime
Antivirus protection

Communication error, [detailed
info], err=[error_code]

Antivirus realtime protection
killed malware process : [pro-

cess name]

av_task scan is started

av_task scan is stopped

av_task scan thread is sus-
pended

av_task scan thread is resumed
av_task killed suspicious pro-

cess : <filename or process
name>

Description

This message is logged when a
virus is found.

This message is logged when a
malware is found.

This message is logged when a
suspicious is found.

Logged when someone
enables Realtime Antivirus.

Logged when someone dis-
ables Realtime Antivirus.

Communication error with
other modules

A malware process killed a mal-
ware process.

This message is logged if AV
scanning is started.

This message is logged if AV
scanning is stopped.

This message is logged if AV
scanning is paused.

This message when AV scan-
ning is resumed.

<filename or process name> is
a suspicous process and has
been terminated.
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Client

Feature

Antivirus

Antivirus

Webfilter

Webfilter

Webfilter

Webfilter

Webfilter

Webfilter

Webfilter

Webfilter

Application
FireWall

Application
FireWall

Application
FireWall

ID

0x0001791¢c

0x0001791f

0x000178f4

0x000178f5

0x000178f6

0x000178f7

0x000178f8

0x000178f9

0x000178fa

0x000178fb

0x00017980

0x00017981

0x00017982

Appendix D - FortiClient Log Messages

Level

Info

Error

Info

Warning

Warning

Info

Warning

Warning

Warning

Warning

Warning

Info

Info

Format

Cannot start scan task, license
expired

Scheduled scan failed: Path to
file/folder no longer exists.

User enabled Webfilter

User disabled Webfilter

user's access to the url [action
and reason]

user's access to the url [action
and reason]

The Webfilter Violation report
was cleared [user name]

Unable to create proxy/web-
filter communication socket.

Unable to retrieve the webfilter
UDP port number.

status=warn [logged on user]
temporarily disabled blocking of
category [category id] ([cat-
egory name]) to access [url]

Firewall action, type=[num] pro-
tocol=[num] direction=[num]
source=[addr] destination=
[addr]

Firewall action, type=[num] pro-
tocol=[num] direction=[num]
source=[addr] destination=
[addr]

User enabled Firewall

Description

License expired.

Path not found.

Logged when someone

enables webfiltering.

Logged when someone dis-
ables webfiltering.

the action to the user's access,
and the reason

the action to the user's access,
and the reason

Logged when someone clears
the webfilter violation report.

FortiClient will not be able to
determine the FortiGuard rat-
ing of URLs.

FortiClient will not be able to
determine the FortiGuard rat-
ing of URLs.

The user [logged on user] pro-
ceeded to the url [url] after
acknowwledging a warning

message.

Firewall action

Firewall action

User enabled Firewall
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Client
Feature

Application

FireWall

Application

FireWall

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

Administration Guide
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0x00017930

0x00017931

0x00017932 Warning

0x00017933 Warning

0x00017934 Error

0x00017935 Error

Format

0x00017983 Warning User disabled Firewall

0x00017984 Warning The Application Firewall report

was cleared
VPN tunnel status

locip=<ip address> loc-
port=<port number> remip=<ip
address> remport=<port num-
ber> outif=<interface> vpn-
tunnel=<tunnel name>
status=negotiate_error msg-
g=No response from the peer,
phase1 retransmit reaches max-
imum count.

locip=<ip address> loc-
port=<port number> remip=<ip
address> remport=<port num-
ber> outif=<interface> vpn-
tunnel=<tunnel name>
status=negotiate_error msg-
g=No response from the peer,
phase2 retransmit reaches max-
imum count.

locip=<ip address> loc-
port=<port number> remip=<ip
address> remport=<port num-
ber> outif=<interface> vpn-
tunnel=<tunnel name>
status=negotiate_error msg-
g=Received delete payload
from peer check xauth pass-
word.

locip=<ip address> loc-
port=<port number> remip=<ip
address> remport=<port num-
ber> outif=<interface> vpn-
tunnel=<tunnel name>
msg=Failed to acquire an IP
address.

ike error, <detailed error info>

Appendix D - FortiClient Log Messages

Description

User disabled Firewall
Logged when someone clears
the application firewall report.
VPN tunnel status

No response from the peer,

phase1 retransmit reaches max-
imum count.

No response from the peer,
phase2 retransmit reaches max-
imum count.

Received delete payload from
peer check xauth password.

Failed to acquire an IP address
for the virtual adapter.

General error of IKE
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Client

Feature

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

IKE VPN

SSL VPN

Wan Accle-
ration

Wan Accle-
ration

ID

0x00017936

0x00017937

0x00017938

0x00017939

0x0001793a

0x0001793b

0x0001793c

0x0001793d

0x00017958

0x00017a71

0x00017a70

Appendix D - FortiClient Log Messages

Level

Info

Error

Error

Info

Info

Info

Info

Info

Info

Info

Info

Format

negotionation information,
<detailed info>

negotionation error, <detailed
error>

replayed packet detected
(packet dropped), <detailed
error>

VPN user accept the banner
and continue with the tunnel
setup

VPN user choose disconnect
the tunnel or no response

locip=<ip address> loc-
port=<port number> remip=<ip
address> remport=<port num-
ber> outif=<interface> vpn-
tunnel=<tunnel name>
action=install_sa, inspi-
i=<inbound spi> out-
spi=<outbound spi>
<Initiator|Responder> tunnel
<ip address/ip address> install
sa

VPN before logon was enabled

VPN before logon was disabled

SSLVPN tunnel status

User enabled WAN Accel-
eration

User disabled WAN Accel-
eration

Description

negotionation information

negotionation error

replayed packet detected
(packet dropped).

The VPN user accept the ban-
ner warning

The VPN user reject the banner
warning and disconnect the tun-
nel

Send sa to the IPsec driver.

Logged when someone
enables VPN before logon.

Logged when someone dis-
ables VPN before logon.

SSLVPN tunnel status

User enabled WAN Accel-
eration

User disabled WAN Accel-
eration
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Client
Feature

Wan Accle-
ration

Wan Accle-
ration

Wan Accle-
ration

Wan Accle-
ration

Wan Accle-
ration

Vulnerability
Scan

Vulnerability
Scan

EndPoint Con-
trol

EndPoint Con-
trol

EndPoint Con-
trol

EndPoint Con-
trol

EndPoint Con-
trol

EndPoint Con-
trol

ID

0x0000b000

0x0000b001

0x0000b002

0x0000b003

0x0000b004

0x00017908

0x00017909

0x00017ab6

0x00017ab7

0x00017ab8

0x00017ab9

0x00017aba

0x00017abb
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Level

Error

Error

Error

Info

Info

Info

Info

Info

Info

Warning

Info

Warning

Info

Format

Network registry keys are miss-
ing

Network adapter is missing a
description

Error opening redirector device

WAN Acceleration was enabled
by [user name]

WAN Acceleration was disabled
by [user name]

The vulnerability scan status
has changed

A vulnerability scan result has
been logged

upload logs, [state]

Endpoint control policy syn-
chronization was enabled

Endpoint control policy syn-
chronization was disabled

Endpoint Control Status
changed to [status]

OffNet configuration version
[version] doesn't match
FortiGate configuration version
[version]

Endpoint Control Registration
Status changed to [status] with
FGT [serial], [address] and cli-
ent ip [address]

Description

When enumerating the network

interface subkeys, it was found
that there were no subkeys
present.

When enumerating the network

interfaces, one was found
without a descriptions.

Wan acceleration will not func-
tion.

Logged when someone
enables WAN Acceleration.

Logged when someone dis-
ables WAN Acceleration.

A vulnerability scan status
change

A Vulnerability scan result log

Upload logs to registered
FortiGate

Logged when someone

enables Endpoint control policy

synchronization.

Logged when someone dis-
ables Endpoint control policy
synchronization.

Endpoint Control Status
Changed

OffNet configuration version
doesn't match FortiGate con-
figuration version

Endpoint Control Registration
Status Changed

Appendix D - FortiClient Log Messages
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Client ID Level
Feature

Update 0x00017a2a Info
Update 0x00017a37 Info
Update 0x00017a2c Info
Update 0x00017a38 Info
Update 0x00017a2d Info
Update 0x00017a2e Info
Update 0x00017a2f Info
Update 0x00017a30 Info
Update 0x00017a31 Info
Update 0x00017a32 Info
Update 0x00017a33 Info
Update 0x00017a34 Error
Update 0x00017a35 Error
Update 0x00017a36 Error
Update 0x00017a39 Info

184

Format

Customer initiated a software
update request.

Checking for updates.

Update allowed only if you have
avalid license

Software update started.

Software updates are disabled.

Software updates from from
FortiGuard have been disabled
becaue this client is managed.
Software updates require
administrative privileges.
Software update successful.
Software update failed.
Unable to perform software
update. Registry does not con-
tain image id to download.
Update <module description>
successful, new version is <ver-
sion number>

Unable to load AV engine
Error patching AV signature.
Unable to load FASLE engine

Update successful, <all
engine/signature versions>

Description

Logged when a user presses
the gui's update button.

Checking for updates.

Update allowed only if you
have a valid license

Software update started.
Software updates from
FortiGuard have been dis-
abled.

Software updates from
FortiGuard have been dis-
abled.

The user does not have suf-
ficient priviledges to perform
software updates.

Software update successful.
Software update failed.

The image id that is expected

to be in the registry is missing.

Update was successful to the
given version for the given mod-
ule.

Failed to load the av engine
Error patching AV signature.
Unable to load FASLE engine
Update was successful, current

engine/signature information
recorded.
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Client ID Level Format Description

Feature

Scheduler 0x00017a20 Info Forcefully kill a child process A scheduler owned child pro-
after grace period expires cess failed to stop when instruc-

ted to do so, so was forcefully
terminated.

Scheduler 0x00017a21 Error The scheduler cannot start the ~ The scheduler cannot start the
scheduled task because the scheduled task because the
task's license is expired. task's license is expired.

Scheduler 0x00017a68 Info FortiClient is starting up FortiClient is starting up

Scheduler 0x00017a69 Info %s is shutting down FortiClient is shutting down

FortiProxy 0x00017a49 Info Fortiproxy is enabled Fortiproxy is enabled

FortiProxy 0x00017a48 Warning Fortiproxy is disabled Fortiproxy is disabled

FortiShield 0x00017a53 Info FortiShield is enabled FortiShield is enabled

FortiShield 0x00017a52 Warning FortiShield is disabled FortiShield is disabled

FortiShield 0x00017a54 Info The console was locked The console password was

locked.

FortiShield 0x00017a55 Warning The console was unlocked The console password was

unlocked.

FortiShield 0x00017a56 Warning The console password was The console password was
removed removed.

FortiShield 0x00017a57 Warning FortiShield blocked application:  FortiShield has prevented an

[application path] from modi- application from modifying a
fying: [file or registry path] file or registry setting protected
by FortiClient.
Application 0x0000d001  Error <context> <file reference> db A critical error occured. The
Database error - creating new database. application database will not

work. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-
erated.
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186

Client
Feature

Application
Database

Application
Database

Application
Database

Application
Database

Application
Database

ID Level

0x0000d003 Error

0x0000d004 Error

0x0000d005 Error

0x0000d006 Error

0x0000d007 Error

Format

<context> <file reference> db
error - BIND command.

<context> <file reference> db
error - opening database.

<context> <file reference> db
error - preparing sql statement.

<context> <file reference> db

error - unable to find fingerprint.

<context> <file reference> db
error - invalid md>b.

Description

A critical error occured. The
application database will not
work. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-
erated.

A critical error occured. The
application database is not
present. An attempt to auto-
matically regenerate it will
occur. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-
erated.

The sql statement used is
invalid. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-
erated.

The fingerprint does not exist in
the database. <context> is the
service that generated the log.
<file reference> is optional and
describes the file was being
accessed when the log was gen-
erated.

The parameter supplied is not
an MD5. <context> is the ser-
vice that generated the log.

<file reference> is optional and
describes the file was being
accessed when the log was gen-
erated.

Administration Guide
Fortinet Technologies Inc.



Appendix D - FortiClient Log Messages

Client ID Level Format Description

Feature

Application 0x0000d008 Error <context> <file reference> db The requested row does not
Database error - row not found. exist. <context> is the service

that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d00a  Error <context> <file reference> The file cannot be opened.
Database Can't open file. <context> is the service that

generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d00b  Error <context> <file reference> The files is not digitally signed,
Database Unable to extract vendor id. or the signature cannot be

read. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d00e  Error <context> <file reference> Can't access file because of
Database Can't access file because of sharing violation. <context> is
sharing violation. the service that generated the

log. <file reference> is optional
and describes the file was
being accessed when the log

was generated.
Application 0x0000d00f  Error <context> <file reference> Can't open the apd driver. <con-
Database Can't open driver. text> is the service that gen-

erated the log. <file reference>
is optional and describes the
file was being accessed when
the log was generated.

Application 0x0000d010  Error <context> <file reference> Can't start the apd driver. <con-

Database Can't start driver. text> is the service that gen-
erated the log. <file reference>
is optional and describes the
file was being accessed when
the log was generated.
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Client ID Level Format Description

Feature

Application 0x0000d011  Error <context> <file reference> APD driver io error. <context> is
Database Driver io error. the service that generated the

log. <file reference> is optional
and describes the file was
being accessed when the log
was generated.

Application 0x0000d016  Error <context> <file reference> A communication error

Database Server-side pipe error. occured. It is probably tem-
porary. <context> is the service
that generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d017  Error <context> <file reference> Pipe A communication initializion
Database server initialization error. error occured. It is probably

temporary. <context> is the ser-
vice that generated the log.

<file reference> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d018  Error <context> <file reference> Pipe A communication initializion
Database server creation error. error occured. It is probably

temporary. <context> is the ser-
vice that generated the log.

<file reference> is optional and
describes the file was being
accessed when the log was gen-

erated.
Application 0x0000d019  Error <context> <file reference> Failed to bypass self-pro-
Database Unable to bypass fortishield. tection. The daemon might not

function normally after this.
<context> is the service that
generated the log. <file ref-
erence> is optional and
describes the file was being
accessed when the log was gen-
erated.
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Client ID Level Format Description
Feature
Application 0x0000d01a Error <context> <file reference> Invalid command line options
Database Invalid arguments. supplied. <context> is the ser-
vice that generated the log.
<file reference> is optional and
describes the file was being
accessed when the log was gen-
erated.
Application 0x0000d01c  Error <context> <file reference> Low memory. <context> is the
Database Unable to allocate memory for  service that generated the log.
vendor id cache. <file reference> is optional and
describes the file was being
accessed when the log was gen-
erated.
Application 0x0000d01d  Error <context> <file reference> This is probably temporary. An
Database Vendor id cache not initialized.  attempt will be made later to
read/write to the cache. <con-
text> is the service that gen-
erated the log. <file reference>
is optional and describes the
file was being accessed when
the log was generated.
Application 0x0000d01e Error <context> <file reference> Application detection will not
Database Unable to open vendor id cache  be functioning normally. <con-
shared memory. text> is the service that gen-
erated the log. <file reference>
is optional and describes the
file was being accessed when
the log was generated.
Application 0x0000d01f  Error <context> <file reference> Application detection will not
Database Unable to open mutex to be functioning normally. <con-
access vendor id shared text> is the service that gen-
memory. erated the log. <file reference>
is optional and describes the
file was being accessed when
the log was generated.
Config 0x00017a5c Info A configuration file is exported Logged when someone exports
Import/Export to [location] a config file.
Config 0x00017a5d Info A configuration file isimported  Logged when someone imports
Import/Export from [location] a config file.
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Client
Feature

Single Sign-
On Mobility
Agent

Single Sign-
On Mobility
Agent

Single Sign-
On Mobility
Agent

Single Sign-
On Mobility
Agent
Single Sign-
On Mobility
Agent

ul

ul

ID

0x00017ad4

0x00017ad5

0x00017ad6

0x00017ad7

0x00017ad8

0x00017a66

0x00017a67

Level

Info

Info

Warning

Info

Info

Warning

Info

Format

Single Sign-On event

Single Sign-On Mobility Agent
was enabled

Single Sign-On Mobility Agent
was disabled

Single Sign-On Mobility Agent
is starting..., version:[nnn]

Single Sign-On Mobility Agent
is stopping..., version:[nnn]

Logs were cleared

Alerts were cleared

Description

Single Sign-On event.

Logged when someone
enables Single Sign-On Mobil-
ity Agent.

Logged when someone dis-
ables Single Sign-On Mobility
Agent.

Single Sign-On Mobility Agent

is starting

Single Sign-On Mobility Agent
is stopping
Logged when logs are cleared.

Logged when alerts are cleared
by a user.
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